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o N RERER[EETCP/HTTP/WS

o« Z%&socksSinE R IEFE %, X FFUDP/TCPIPV4/IPV6
o AT IFsshifjabTFzE =M,

o JGFEshell

o HERTHXH

o Um0 AHLATFZAR 5T

s TRIROEMA

. BEFXELERS

o TREMEIIAE

o I AREREBLTLS/AES-256-GCMBH TN R

o MERTVLO0, THERFRIRIN25%

o Y¥FIFREF S (Linux/Mac/Windows/MIPS/ARM)

Y BIRR

o {FF make HIESMiF LA TEER , 3 BMakefileJRiF4s T2 F
o RABYGFHZIM O] AE # Frelease T 4miE e INFEFF
o JE/NMIR : YouTube

R
ft

Stowaway—HBEEMFHAE , NAE -

o admin ZENAZEERKER
o agent BENHAEIBEM BT

ZiAEX

o T :¥5admin || agent
o FEER: FEMFHRIERNT R EMEEFT— T R
o WAER FELUATIRIEN T R RITEMNED |, FEFEF— I RiE#E
o Ll FEMEMHRERNT R SEXT R ZBKIRE
o T EMHIIREN T REEMAE T RZERNIRE
HE 53N
PAT iy 4 AT AHUR 5 35 (8] B2 ) stowaway SK 15l

e admin: ./stowaway_admin -1 9999

e agent: ./stowaway_agent -c <stowaway_admin's IP>:9999

ST
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e admin

28

-1 #ENME TRttt [ip] : <port>

-s RIB{EMEES, AT = (adningdagent) HJA—2

-¢ EET B AR Rk

--socks5-proxy socks5IE RSS2t

--socks5-proxyu socks5{IBEARS 25 4 (RN%E)
--socks5-proxyp socks5{RIF AR %25 %A% (R] %)

--http-proxy http{RIEpRS 25ttt

--down TFIFHMNYSEEY, BIAHIRTCPIRE , AIIEHTTP/WS

--tls-enable A AIEEEBATLS, ZEBATLSE, AR
--domain FEETLS SNI/WebSocketi®, EAZ, ZRIAFBFRT sttt
--heartbeat JFR/CMBkA

e agent

S

-1 BT RNt [ip] s <por t>

-s T RIBEINEES

-¢ EMETRIE SR Rt

--socks5-proxy socks5{IE RS- as it

--socks5-proxyu socks5(RIBRRS 25 4 (RNiE)
--socks5-proxyp socks5{tIEpR %28 23R0 (A]3%E)

--http-proxy httpfRIEARS-2$Hht

--reconnect iR (A)E)MR

--rehost x5 FBE BRIPHNE

--report ¥AEANE BRGNS

--up _BIFENEEEY, BAAKERTCPIRE , AT EHTTP/WS

--down TFIFHMYSEEY, BOAAERTCPIRE, AT EHTTP/WS

--cs BT FARIshe L I4RADZERY, ZXIAAutf-8, WJifgbk
--tls-enable A AIEEBATLS, ZEBATLSE, AR
--domain FEFETLS SNI/WebSocketififz, #HIZ, ERANBIFTI st

SHHIE
-1
W& ¥admin&&agent iiE—2 , (WAEHIMET
BEATEEIPHIAE , NIZAKITLE 0.0.0.0 £
e admin: ./stowaway_admin -1 9999 or ./stowaway_admin -1 127.0.0.1:9999

e agent: ./stowaway_agent -1 9999 or ./stowaway_agent -1 127.0.0.71:9999
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& ¥ admin&&agent i —2 , 7] AEF &K EHET
ik, BAT , WARBERENE , Rz NEEET RS s
e admin: ./stowaway_admin -1 9999 -s 123

e agent: ./stowaway_agent -1 9999 -s 123

M3 ¥admin&&agentfiEx—2 , (NAEFMEXT
RERT HEELE T A
e admin: ./stowaway_admin -c 127.0.0.1:9999

e agent: ./stowaway_agent -c 127.0.0.1:9999

--socks5-proxy/--socks5-proxyu/--socks5-proxyp/--http-proxy

XIS #admin&&agent fiE—2 , (VAEESNHERT
--socks5-proxy X Fsocks5{XIH AR S 25HbAE , --socks5-proxyu PAK --socks5-proxyp A%
--http-proxy {XZFKhttpfLIEIRS-25HbE, Ssocks5{E A AR E
TR R

e admin: ./stowaway_admin -c 127.0.0.1:9999 --socks5-proxy xxx.XXX.XXX.XXX

e agent: ./stowaway_agent -c 127.0.0.1:9999 --socks5-proxy Xxx.XXX.XXX.XXX
AR P& T

e admin: ./stowaway_admin -c 127.0.0.1:9999 --socks5-proxy xxx.Xxx.Xxx.Xxx --socks5-proxyu xxx --

socks5-proxyp xxx

e agent: ./stowaway_agent -c 127.0.0.7:9999 --socks5-proxy XXX.XXX.XXX.XXX --socks5-proxyu xxx --

socks5-proxyp xxx
--up/--down

XH NS ¥admin&&agentiA—2 , ] EF K& FME T
{BiFZadmin Li&H --up 3%

EXWANSEATE , BHAT , MRE L/ TIFERENRTCPIRE
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EHa R LR EAHTTP/WSIHE |, REESECA http 3 ws BIT]
e admin: ./stowaway_admin -c 127.0.0.1:9999 --down ws

e agent: ./stowaway_agent -c 127.0.0.1:9999 --up ws or ./stowaway_agent -c 127.0.0.1:9999 --up

ws --down ws
BHEBEFEFR :

%—, BRRETE TR L/ NEATCPHTTP/WSHE [ , SHIERRNAF T R T/ LiFnE g
A, WM

e admin: ./stowaway_admin -c 127.0.0.1:9999 --down ws
e agent: ./stowaway_agent -1 9999 --up ws
LEDXFMED , agentSRKE --up Aws , BN&FEMLE L5
agent[B]tH—#¥
{B%agent-11E7E 127.0.0.1:10000 ¥z _E5&FF miiERE , FEHIRET --down ws
A Lagent-2AIMKE --up Fws , BRISSEML 54
e agent-2: ./stowaway_agent -c 127.0.0.1:10000 --up ws

%, BThup2¥ W I PR , FARRE Gstowaway 2N THIBEEMR , ATAX Ehep PRSI T
hitp/HEAET | FAETTEINBERNhtp THER , FTARAISAT] RAE X MIMY |, {BEstowaway 2 [AIFKRE
G htpl B EM T E M TTAE S nginkds %k , XN RIBERINBERE —ATHA T FL4RE I Thetp
WXEER , B—AENRE— B ERERERR , AERFEE XN EEXS%

MEETngine SR (S FBwstiN | FHER_ETLSHHTIER
--reconnect

B8N A Eagent , BXBEEIMENXT

S, AARE , WRAERT REMKXERNITTEASEEE  ARE , WREKTReSESRREE
KB EABEELT R

e admin: ./stowaway_admin -1 9999

e agent: ./stowaway_agent -c 127.0.0.1:9999 --reconnect 10
LEDXFMERT , AR RagentSadmin BIFNIEEMIIT , agent B R+ EiEEladmin
agentZ A5 _FEEL—3K

FH --reconnect Z¥HATLS --socksb-proxy / --socks5-proxyu / --socks5-proxyp / --http-proxy —ic{#
F , agent S RBFNIHIRE , BEARESAEE
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--rehost/--report
XS HLEEER |, XA Eagentis , FHES I T ARRO EAHH
--cs

WS BN A Eagent , 7] AEEHNKAEIMENXT

FT B 7R R shell THEERLRDRIR , Y A P ¥ agentz T THEH] & 4RES hgbkiF A _E(@BIan—BiER T
Windows)3 B R&fadminiz 47 T5H] @ 4mbd Autf-8(0F & L | EH RIS R E ) 'gbk

e Windows: ./stowaway_agent -c 127.0.0.1:9999 -s 123 --cs gbk
--tls-enable

XS ¥admin&&agent BiA—3 , Al EF K& MER T
TRIR BRI, AT B E RATLSINE
NI

e admin: ./stowaway_admin -1 10000 --tls-enable -s 123
e agent: ./stowaway_agent -c localhost:10000 --tls-enable -s 123

EE , UBBUSHE , aesIBEHEVAZR |, S8BT REAE R A & FAThEE
B4, U SEERN |, FRIEMEPE AN R (EFadmin)ER B AS %K

--domain

XS ¥ admin&&agent BiA—3K , (XA AEFIMERT
IBITR BRI |, o] AR E YAt s TLS TR B A SNIE E % WebSocketf] B ARHost
NI

e admin: ./stowaway_admin -1 10000 --tls-enable -s 123

e agent: ./stowaway_agent -c XxxX.XXX.xxx.xxx:10000 --tls-enable -s 123 --domain xxx.com
--heartbeat

XA SHU A Eadminys , ] BEESAFIMENT

B REER , AT AEadminfFakm B — M A& OBkE , AMAEF R Kk EAIEHEI F4EFKEE
%

1Ri%adminFagenth A ZE{Bnginx ) ) IR -4 80803 [ AIE 2 8000¥% H , /R~ 5120 T

e admin: ./stowaway_admin -1 8000 --tls-enable -s 123 --down ws --heartbeat
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e agent: ./stowaway_agent -c XxxX.XxXX.xxx.xxx:8080 --tls-enable -s 123 --domain xxx.com --up ws

M & RS

L BT StowawayIZ 3T SO_REUSEPORTHNISO_REUSEADDRAS 4 )i 1 & FAThAE & T IPTABLESHKH
A% Azheg

o ZElinux N AT AKHER S I BhRENR H
o FEwindows N AR & Aiis , rdpiis , AL Amysql , apachefR % Him
fAAN
« SO_REUSEPORTHISO_REUSEADDRAREZ
RiXagent¥i X FvmH & AL HI R A80in M
StBagentig AR E --rehost && --report && -s %K

o

--rehost : fRRFLEE MAIPHBIE , RT]40.0.0.0 , EiEL 4 PR EKISMIRHEAE
o --report : KRFLEE BHIHH
o -s:fARBEEH

FREfFwindows, madFME TR , linuxJR7] , {ERFIRS

o adminif : ./stowaway_admin -c 192.168.0.105:80 -s 123

o agentif : ./stowaway_agent --report 80 --rehost 192.168.0.105 -s 123

o IPTABLESHER
RiXagentvi X v H & ANLHIE A22is 1
I Afagentif ARIRE -1 && --report && -s %
o -1 :RERFTEAWEREVIRANGD , WEREIEA fagent i T HE 2 EHAvH
o --report : AFXFHLEEAHKIHH
o -s:HAKRBEEH
{EHFlinux M E THIE R |, agent2 B3MEMIPTABLES , £ EroothfR
o agentifj : ./stowaway_agent --report 22 -1 10000 -s 123
TEagent/33h /g , VE1EM script BX K reuse.py
JeiR B SECRETHME(SECRETHRHE M ETE /23N &1 R FriX B RIEEE4A),

ZJaHIT : python reuse.py --start --rhost Xxx.XXX.XXX.XXX --rport Xxx
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= —-rhost : ftFRagentiit
= —-rport : REFWE AREHEO FEABIH N 4 K22
o JtrAFadmindg AT IEHE . /stowaway_admin -c 192.168.0.105:22 -s 123
*E
o DUEBERAESNET adminh RagentZ [AIKESE , agentSagentZ [AIRERIRR] , FTER

o WNRagentifctrl-cEEkilldz &R , FBFKLBE3hERiptablesHLA , {BANRHKKill -9 X5t , WTTix
B3k

AT Bribagent R IR E |, iptableskL RS HEA7E S8 & FIRAR 5 Tk il
P T KRS , FET ¢ python reuse.py --stop --rhoSt Xxx.Xxx.XXx.Xxx ~-rport xxx
BT SRR AN | {515 AR 5 BERS BIE 3 VA1)
. MNR{EFIPTABLESHE FASHOEAIER , HAEBILITE0.000 , Tk -1 BUCKIEEIp
BN{ATLE AR 2R M4 2
M EFERBIFATEE] , RAadminFl—ageni
WEZLEZ B

&

festowaway |, ZH L R MNLE E B (EBJadmin ] listen . connect .  sshtunnel #54-3k3R
ZE—MEAGIT
e admin: ./stowaway_admin -1 9999 -s 123
It AFagent-12483% _Fadmin
e agent-1: ./stowaway_agent -c 127.0.0.1:9999 -s 123
BER R PidAS E R agent-2 , 20F
e agent-2: ./stowaway_agent -1 10000 -s 123

A4, BB AR BUB T admin, i\ use @ -> connect agent-2({1IP:10000 & E MDA ML , FEAk Aagent-
IM—FTR

{BRANBLE B PR ds EBE N — T magent-3 |, {B2 18T agent-175i% /7|a)agent-3

A4, BT AATPUE T admin, i N\ use @ -> listen ->3%E3%¥ 1.Normal Passive ->Z#i A\ 10001 M{E
fRagent-15MT7E100013% A £, FERFFT RBNER:

FadminiRETTAUT |, agent-3[53ha0TF
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e agent-3: ./stowaway_agent -c 127.0.0.1:10001 -s 123
FLA] LK agent-31F Aagent-180 F— 115 RMMARIEE T
KT listen AR sshtunnel HERFANEE |, ATASE T ARG ST

WHTEE ?

Stowaway HHISIF LA AMEE , RAHHENT

B, 4T RESE , RAE MU RSEHRE , BRERI AT HIEXBIRAREEENT R
MREETEE , IPAT RBSIEREE NI R ARG =X EE

B4, BEHIEXEINT 2fA42EsRE , MELETEINNSHREMYITEREEHA L |, I
BF R SRR RUBIE connect | sshtunnel SRAGIXLETT miZe (o] W4k

R

1. AP ENBF AT RiEZLk , SBE NI , EEHNEENEF MERRIENLTR,
ZEMBIF | admin/g3EEnodel |, nodel fFH AP , —X Enodel->node 2 -> node 3 -> node 4, —%
fE£nodel->node 5 ->node 6 , ALK node2354% , node3 K& nodedEAEIssk , M EMRE(RIFEIE.
A B P A8 R node3 K noded BT MMA ML , AR FEMFERE , —FERnodel 7] LE )
|7lnode3 , B4 AT FERS fEnode ¥ node3 Fl connectsl# sshtunneld5 S EFHMAMLE (ViE , ME
nodel[R)EHBA] PAiji[E]noded , tEARE H #iEHnoded |, WHIERE R4 (node3->noded)I3KTT
node3) , XL AKnode3 & nodedBHTMA ML ; FH—FPEHEE Ynodel FTTIAE H1[A)node 30}

(B Zizzidnode2) , APATESLRnode2E BIFMAML , Z JaFBEnode2_E 1§ A connectal &
sshtunneldy4~%3#node3 , M\ ¥ node3 K noded il \ H£&

2. YUBTT RIEEE , A ST REHFTRBE XK Fsocks , backward , forward R F-EPEH
EFIELE

kg )
HadminiFH| & , AT Aabki a4 |, At LT AR KRBT F /AR
adminfZHI BN AN EE , F—FE Fpanel , BERGSUT

o help : RIRTpanel IHHNMER

(admin) >> help

help Show help information

detail Display connected nodes' detail

topo Display nodes' topology

use <id> Select the target node you want to use

exit Exit Stowaway
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o detail : B/RELT REVEMSE

(admin) >> detail
Node[@] -> IP: 127.0.0.1:10000 Hostname: ph4ntoms-MBP.lan User: ph4ntom

Memo:

* topo : RIRELT R TFRAR

(admin) >> topo
Node[@]'s children ->
Node[1]

Node[1]'s children ->

o use : {FPHE agent

(admin) >> use 0
(node 0) >>

o exit : iR stowaway

(admin) >> exit
[*] Do you really want to exit stowaway?(y/n): vy
[*] BYE!

LHAPER use 4% T —{ agentfg , ¥ A5 _Enode panel , KA

iy
=
=l
A
Sy
=

o help : fE/r~node panel FEENMEE

(node @) >> help

help Show help information

status Show node status,including socks/forward/backward
listen Start port listening on current node

addmemo <string> Add memo for current node

delmemo Delete memo of current node

ssh <ip:port> Start SSH through current node

shell Start an interactive shell on current node
socks <lport> [username] [pass] Start a socksb server

stopsocks Shut down socks services

connect <ip:port> Connect to a new node

sshtunnel <ip:sshport> <agent port> Use sshtunnel to add the node into our topology
upload <local filename> <remote filename> Upload file to current node

download <remote filename> <local filename> Download file from current node

forward <lport> <ip:port> Forward local port to specific remote ip:port
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stopforward Shut down forward services

backward <rport> <lport> Backward remote port(agent) to local port(admin)
stopbackward Shut down backward services

shutdown Terminate current node

back Back to parent panel

exit Exit Stowaway

e status : BIRMEITD mMsocks/forward/backwardtk 2

(node @) >> status
Socks status:

ListenAddr: 0.0.0.0:10000 Username: Password:

Forward status:
[1] Listening Addr: [::]:20000 , Remote Addr: 192.168.1.1:22 , Active Connections: 0
[2] Listening Addr: [::]:30000 , Remote Addr: 192.168.1.1:22 , Active Connections: 0

Backward status:
[1] Remote Port: 40000 , Local Port: 50000 , Active Connections: 0

o listen : fpfagent T ENHOFEFFN RKIEAN

(node @) >> listen

[*] MENTION! If you choose IPTables Reuse or SOReuse, you MUST CONFIRM that the node was initially started in tt
[*] When you choose IPTables Reuse or SOReuse, the node will use the initial config(when node started) to reuse
[*] Please choose the mode(1.Normal passive / 2.IPTables Reuse / 3.SOReuse): 1
[*] Please input the [ip:]<port> : 10001
[*] Waiting for response......
[*] Node is listening on 10001

EE, listen BILBHRFAN— 4, ATAEER] , listen 4B =FPE

1. Normal passive : WLIEIE K Hagent S A E BRI AR LITEE RO , HFERFFHRIEAN
2. IPTables Reuse : &I ZMkEagentf§ < PAIPTables Reuse) A E Augd #%ﬁ%*ﬁ)ﬁi—i?)\
3. SOReuse : LLIEIUEkEagentl S ASOReuseI AR E AdinE , FHFERFFN IEA

FMEXERLEEAN , BT R AREN , BAFTRINEFR -¢ LWRipport FATRAM
NCEES

FEANME=MEAR LB, B FEES S EE=ME , AR P RRIE S ETHRIERT R
AEME RO RANARNEENN , DR TTIEE XM

FME=ZANBRABAFTEAFMAETEE  TRESENEAHES BN BRI AisH , 7
BRI T RENEER
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5N, listen —IXABEER— M F I RENEN , BEFEZNTFURIEAN , BHITHEEKIK listen 6
A
~

b

e addmemo : A BT RIARIIR

(node @) >> addmemo test
[*] Memo added!
(node @) >> exit
(admin) >> detail
Node[@] -> IP: 127.0.0.1:10000 Hostname: ph4ntoms-MBP.lan User: ph4ntom

Memo: test

o delmemo : & L HIT MK

(node @) >> delmemo
[*] Memo deleted!
(node @) >> exit
(admin) >> detail
Node[@] -> IP: 127.0.0.1:10000 Hostname: ph4ntoms-MBP.lan User: ph4ntom

Memo:

o ssh : &34 m Assh A SiEHE B Art/l 25

(node @) >> ssh 127.0.0.1:22

[*] Please choose the auth method(1.username&&password / 2.certificate): 1
[*] Please enter the username: phdntom

[*] Please enter the password: *****

[*] Waiting for response.....

[*] Connect to target host via ssh successfully!
# phdntom @ ph4ntoms-MBP in ~ && [17:03:56]
$ whoami
ph4ntom

# phdntom @ ph4ntoms-MBP in ~ & [17:04:16]
$

EHART |, abBER 2R

o shell : ZRENY AT maBshell

(node @) >> shell
[*] Waiting for response.....
[*] Shell is started successfully!

bash: no job control in this shell
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The default interactive shell is now zsh.

To update your account to use zsh, please run ‘chsh -s /bin/zsh".

For more details, please visit https://support.apple.com/kb/HT208050.
bash-3.2$ whoami

ph4ntom
bash-3.2$

FEHAETT |, tabfEG 2R 1F
o socks : fEMBIT A _EBBhsocks5ARS

(node @) >> socks 7777
[*] Trying to listen on 0.0.0.0:7777......
[*] Waiting for response......
[*] Socks start successfully!
(node 0) >>

EE—m, Wb 77773 AR 2 fEagent EFF B , TR #Eadmin T3
EEERER LN, T LA MCA socks 7777 <your username> <your password>
EEEIETEWNITEIED |, T LA M socks XXX XXX.XXX.XxX: 7777

o stopsocks : {F1EFE Y HIT ma_EMsocks5 AR S

(node @) >> stopsocks
Socks Info ---> ListenAddr: 0.0.0.0:7777 Username: <null> Password: <null>
[*] Do you really want to shut down socks?(yes/no): yes
[*] Closing......
[*] Socks service has been closed successfully!
(node @) >>

o connect : S YUFMN RIEERZS— M F T A

agent-1: ./stowaway_agent -1 10002

(node @) >> connect 127.0.0.1:10002
[*] Waiting for response......

[*] New node online! Node id is 1

(node 0) >>

o sshtunnel : 54 YT mlsshiF BN A RIERE R — N F T A
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agent-2: ./stowaway_agent -1 10003

(node @) >> sshtunnel 127.0.0.1:22 10003

[*] Please choose the auth method(1.username&&password / 2.certificate): 1
[*] Please enter the username: ph4ntom

[*] Please enter the password: ******

[*] Waiting for response.....

[*] New node online! Node id is 2

(node 0) >>

TR RIRAIMEIAEET |, AT AR Fsshb& i i 73 R stowaway B E (adk AsshiftE , ITEEFFT KOO
ARBR I

« upload : [ M4 AT M _E{EXHF

(node @) >> upload test.7z test.xxx
[*] File transmitting, please wait...
136.07 KiB / 136.07 KiB [~=---- === === mmmmmm oo oo oo oo o oo 1 1¢

o download : FEYHID A LRI

(node @) >> download test.xxx test.xxxx
[*] File transmitting, please wait...
136.07 KiB / 136.07 KiB [~===== === mm oo oo oo oo o o o o e 1 1

e forward : BREfadmin_ ks EImFEim 0

(node @) >> forward 9000 127.0.0.1:22
[*] Trying to listen on 0.0.0.0:9000......
[*] Waiting for response......
[*] Forward start successfully!
(node @) >>

$ ssh 127.0.0.1 -p 9000
Password:

# phdntom @ ph4ntoms-MBP in ~ &% [17:19:51]
$

« stopforward : XPFX4 BT REIZAZER 5T
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(node @) >> stopforward
[0] A1l

[1] Listening Addr : [::]:9000 , Remote Addr : 127.0.0.1:22 , Active Connections :
[*] Do you really want to shut down forward?(yes/no): yes
[*] Please choose one to close: 1

[*] Closing......

[*] Forward service has been closed successfully!

o backward : Jz[a) R 5T 24 BTagent_E v [ 2= adminfl) A4S ithig O

(node @) >> backward 9001 22
[*] Trying to ask node to listen on 0.0.0.0:9001......
[*] Waiting for response......
[*] Backward start successfully!
(node 9) >>

$ ssh 127.0.0.1 -p 9001
Password:

# phdntom @ ph4ntoms-MBP in ~ (F [17:22:14]
$

«  stopbackward : 5XPF) 24T UK S R 5

(node @) >> stopbackward

[0] ALl

[1] Remote Port : 9001 , Local Port : 22 , Active Connections : 1
[*] Do you really want to shut down backward?(yes/no): yes

[*] Please choose one to close: 1

[*] Closing......

[*] Backward service has been closed successfully!

e shutdown :ﬁﬁ%%é%ﬁﬁﬁ?#17?2£

(node 1) >> shutdown
(node 1) >>
[*] Node 1 is offline!

e back : IR[E]Z)ZF=panel

(node 1) >> back

(admin) >>
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o exit : iR stowaway

(node 1) >> exit

[*] Do you really want to exit stowaway?(y/n): vy
[*] BYE!

TODO

. 1B&bug
o XIFTLS
o Y iFZstartnodef i FEZ

EEEM

o WREFNERRNTFASES , MR ARBEMAETE | TEETsEFEbug , 1B Z ZRHF

o adminNELES | B BRI

o adminfSHFF— N EHEHagentT ), agentTy A M FTIHLPR Y

SR A FEAwindows Fadmind , 5L T #ansicon , SREEXE TE , 2 F#HF AN R fuik
BISLHR , PAT ansicon.exe -1 BIA] , AN¥Radmindipes HINELALEE)E

o AFEFAUZIFARAERETREC1928FTEIARA] UDP ASSOCIATE |, VE7E{F Flsocks5 udpfRERRS/EE MR AT {E
FRHFER (BIani#23%) , BMEARNNETIERREC1928 |, 7B FEBTAEE R,

4042551 R

ﬁ Starlink

Stowaway ILE NN 4048 551K
gt

A AT I {EANIR B FEStowaway T A TS A2 HOFE B

e 12520520

e SignorMercurio
e MMO0x00

e 10ck3rt

¢ Termite

e Venom

Source: https://github.com/ph4ntonn/Stowaway
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https://github.com/adoxa/ansicon/releases
https://github.com/ph4ntonn/Stowaway/blob/master/ansicon/ansi189-bin.zip
https://www.ietf.org/rfc/rfc1928.txt
https://www.ietf.org/rfc/rfc1928.txt
https://github.com/knownsec/404StarLink/raw/master/Images/logo.png
https://github.com/knownsec/404StarLink/raw/master/Images/logo.png
https://github.com/knownsec/404StarLink
https://github.com/lz520520
https://github.com/SignorMercurio
https://github.com/MM0x00
https://github.com/r0ck3rt
https://github.com/rootkiter/Termite
https://github.com/Dliv3/Venom

