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TriangleDB has extracted the device’s keychain.

TriangleDB has collected and exfiltrated files.

TriangleDB has encrypted data using 3pES.LU

TriangleDB has encrypted data using RSA.1]

TriangleDB has obtained a list of files using the
fts API and has obtained files that match a

specified regular expression.m

TriangleDB has deleted an implant module or

specified files.]

TriangleDB has loaded additional modules stored

in memory.ﬂ1

TriangleDB has monitored the device’s

geolocation, which includes coordinates, altitude,

bearing and speed.m

TriangleDB has used the Protobuf library for

command and control communication.!]
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TriangleDB has collected a list of running

Mobile 11424 Process Discovery 1
processes.[—]
TriangleDB has obtained a list of installed
Mobile T1418 Software Discovery 1
applications.[—]
System Network TriangleDB has collected and sent information on
Mobile T1422 Configuration the device’s IMEI, MEID, serial number and other
Discovery device information.[1]

Source: https://attack.mitre.org/software/S1216

Page 2 of 2


https://attack.mitre.org/techniques/T1424
https://attack.mitre.org/techniques/T1424
https://attack.mitre.org/software/S1216
https://securelist.com/triangledb-triangulation-implant/110050/
https://attack.mitre.org/techniques/T1418
https://attack.mitre.org/techniques/T1418
https://attack.mitre.org/software/S1216
https://securelist.com/triangledb-triangulation-implant/110050/
https://attack.mitre.org/techniques/T1422
https://attack.mitre.org/techniques/T1422
https://attack.mitre.org/techniques/T1422
https://attack.mitre.org/techniques/T1422
https://attack.mitre.org/software/S1216
https://securelist.com/triangledb-triangulation-implant/110050/

