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A Chinese cyber-espionage group known as APT31 (or Zirconium) has been seen hijacking home routers to form

a proxy mesh around its server infrastructure in order to relay and disguise the origins of their attacks.

In a security alert published today, the French National Cybersecurity Agency, also known as ANSSI (Agence

Nationale de la Sécurité des Systèmes d'Information), published a list of 161 IP addresses that have been hijacked
by APT31 in recent attacks against French organizations.

The agency said the APT31 attacks started at the beginning of 2021 and are still ongoing.

French officials said that APT31's proxy botnet was used to perform both reconnaissance operations against their
targets, but also to carry out the attacks themselves.

In a series of tweets today, Ben Koehl, a security researcher for the Microsoft Threat Intelligence Center, said
APT31 was using this proxy network to make it appear that attacks are coming from the target organization's
national IP address space.

One of the reasons for this tactic is that some organizations might be blocking incoming traffic from international
IP addresses as a security measure.

On the other side they are able to exit in the countries of their targets to _somewhat_ evade basic
detection techniques.

— bk (Ben Koehl) (@bkMSFT) July 21, 2021

ANSSI officials are now urging companies, both in France and in other countries, to take the 161 IP addresses and
see if connections have been detected in network logs this year, which would suggest that an organization might
have been the target of an APT31 operation.

"Finding one of the IOCs in logs does not mean the entire system has been compromised and further analysis will
be required," the agency said.

According to William Thomas, a security researcher at security firm Cyjax, the IP addresses were located all over
the world, and not all were located in France. A copy of the APT31 malware implant installed on the hacked
routers was also identified on VirusTotal.

— Will (@BushidoToken) July 21, 2021

APTs have used proxy meshes since 2018
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https://malpedia.caad.fkie.fraunhofer.de/actor/apt31
https://www.cert.ssi.gouv.fr/ioc/CERTFR-2021-IOC-003/
https://twitter.com/bkMSFT/status/1417823714922610689
https://twitter.com/bkMSFT/status/1417827820454170624?ref_src=twsrc%5Etfw
https://twitter.com/billyleonard/status/1417910729005490177
https://twitter.com/BushidoToken/status/1417898954403028992?ref_src=twsrc%5Etfw


The operational tactic of using home routers to create proxy meshes to disguise the origin of web attacks is a
common tactic these days.

In most cases, hacked routers and IoT devices are assembled into botnets, which are then rented to cybercrime
groups. These groups use the botnets as giant proxy meshes to relay a wide variety of malicious activity, such as

brute-force attacks, vulnerability exploitation, port scanning operations, and traffic carrying stolen data.

But while the tactic has been widely used by financially motivated cybercrime groups, it has also been seen as part
of the arsenal of nation-state hacking groups since at least April 2018, when Akamai mentioned APT abuse in

a report [PDF] on the UPnProxy technique.

On another note, APT31 was also one of the two Chinese hacking groups, together with APT40, that the US and

its allies accused on Monday of orchestrating a hacking campaign against Microsoft Exchange servers earlier this
year.

The Record understands that APT31 used proxy meshes made of home routers as a way to scan the internet and

then launch and disguise its attacks against Exchange email servers earlier this year; however, the technique was
also used for other operations as well.
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https://www.akamai.com/us/en/multimedia/documents/white-paper/upnproxy-blackhat-proxies-via-nat-injections-white-paper.pdf
https://therecord.media/us-indicts-four-members-of-chinese-hacking-group-apt40/
https://therecord.media/white-house-formally-blames-chinas-ministry-of-state-security-for-microsoft-exchange-hack/
https://therecord.media/white-house-formally-blames-chinas-ministry-of-state-security-for-microsoft-exchange-hack/
https://therecord.media/chinese-apt-targeted-exchange-servers-with-four-zero-days-microsoft-says/
https://www.recordedfuture.com/?utm_source=therecord&utm_medium=ad
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