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2 Tool: TunnelSpecter

Names TunnelSpecter
Category Malware
Type Backdoor

o (Palo Alto) A variant of GhOst RAT. TunnelSpecter’s name refers to its DNS tunneling
Description ) ]
functionality.

Information  <https://unit42.paloaltonetworks.com/operation-diplomatic-specter/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.tunnelspecter>

Last change to this tool card: 27 December 2024

Download this tool card in JSON format

All groups using tool TunnelSpecter

Changed Name Country Observed
APT groups

Operation Diplomatic Specter 2022

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=ed5abca9-d702-435f-93e5-328a912da205
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