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Introduction

SocGholish is a term I first saw in signatures from the EmergingThreats Pro ruleset to describe fake browser

update pages used to distribute malware like a NetSupport RAT-based malware package or Chthonic banking

malware. Although this activity has continued into 2020, I hadn't run across an example until this week.

Legitimate site with injected code from one of its URLs
URLs from gate domain
fake browser update page
loader malware (HTA file or zip-ed JS file)

HTTP POST traffic to C2 domain

¥

follow-up malware (NetSupport RAT)

Shown above: A recent infection chain from the SocGholish campaign.
Fake browser update pages

The beginning of an infection chain starts with a legitimate website with injected code from a file sent by of its
URLs. The URL most often ends with a .js. The injected code is highly-obfuscated, and I was unable to figure
out where it came from on the legitimate site when I generated an infection in my lab. The end result looked like

the image below.
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- * Update Firefox

< X @

You are using an older version of Firefox

Update now to keep your Firefox browser running smoothly and securely.

Your download will begin automatically. If not, click here:

Opening Firefox Update deedi zip

You have chosen to open:

¢ Firefox.Update.deed88.2ip
which i Compreszed (zipped) Folder (31.5 KB)
from: blob:

What should Firefox do with this file?
(®)Open with | Windows Explorer (default) v

) Save File

Do this autornatically for files like this from now on

Transferring data from mentanamanshops.com...

Shown above: Fake browser update page seen after visiting a legitimate website.

The downloaded zip archive contained a JavaScript file with heavily obfuscated Javascript. This happened when I
used Firefox as my web browser. If you use Google Chrome, the fake browser page sends an HTA file instead of
a zip archive. In my example, the fake Firefox update page sent a zip archive containing a file named Firefox.js

for the malware downloader.
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. =

Firefox.Update Firefox.js

4eed88.zip ‘
""" - O X

| Firefoxjs - Notepad

File Edit Format View Help
/*!1function(a,b){use strict;object==typeof module&&object==typeof
module.exports?module.exports=a.document?b(a, !@):function(a){if(!a.document)throw
new Error(jQuery requires a window with a document);return b(a)}:b(a)}
(undefined!=typeof window?window:this,function(a,b){use strict;var c=
[],d=a.document,e=0bject.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.index0f
,3={},k=j.toString,1l=j.hasOwnProperty,m=1.toString,n=m.call(Object),o={};function
p(a,b){b=b||d;var c=b.createElement(script);c.text=a,b.head.appendChild
(c).parentNode.removeChild(c)}var g=3.1.1,r=function(a,b){return new r.fn.init
(a,b)},s="[SUFEFFxAR]+| [ SUFEFFxA@]+$g,t="-ms-,u=-([a-2])g,v=Function(a,b){return
b.toUpperCase()};r.fn=r.prototype=
{jquery:q, constructor:r,length:0,toArray:function(){return f.call
(this)},get:function(a){return null==a?f.call(this):a<@?this[a+this.length]:this
[a]l},pushStack:function(a){var b=r.merge(this.constructor(),a);return
b.porevObiect=this.b}.each:function(a){return r.each(this.a)}.man:function(a)

Ln 1, Col 2185 100%  Windows (CRLF) UTF-8

Shown above: The downloaded zip archive and extracted .js file.

Infection traffic

Infection traffic was typical of what I've seen before with this campaign. The malware downloader is very picky.

It knows which machines I've infected before, so when I use a computer that I've infected once or twice before, it

won't deliver the follow-up malware. Also, this .js-based downloader (or HTA-based downloader if you had a

fake Chrome update page) is extremely VM-aware. It's rare for me to get a full infection chain of events. In this

case, I got the fake browser update page on one computer, then I switched to another computer to get Firefox.js to

deliver the follow-up malware.
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It

NNNNNNNNNNNN

Result Protoco

take Firefox | ...

fonts.gstatic.com

Host URL

[sjopensans v 17 fmem8YaGs 126MiZpBA-UFVZ0b. woff2

Body

transition
URLs

Content-Type #

font/woff2

13 update page sodality. mandmsolicitors.com /WebResource.axd?d=dj1iODNkMDU 1YzUzZWRhZDkyN;. .. 2,245 applicationfjaval
35163 200 H sodality. mandmsolictors.com /WebResource.axd?d=Y 2kPTIONyZ 2PTgyNTAXNzZYyYTE... 3,919 applicationfjaval
2564 200 TTPS sodality. mandmsolicitors.com /WebResource.axd?d=Y 2kPTIONyZ2PWQ5YzowNWU2Z 2,008 application javal
€965 200 -] trace.mukandratourandtravels.com /wordpressfindex.php?a=2478c=3773668q=4b334bba... 47,097 text/html; charg
B Y Y T . gy Sy yppp——— | p———r— — YT T
43567 200 H www.google-analytics.com fga.js 7,168

& 68 y TS a-ana < ) -5 7 74 5 ane

rs5{69 200 HTTP trace.mukandratourandtravels.com /browserfiles/css.css 12,870 textfcss

7 HTTT - g —- g T a—p— - — Blae Havirnm Meafn

z 2 : §

_—I—. - TTF ace ka a a avels.co f serfiles firr } e 63,71 maage fipe

E 73 200 HTTP trace.mukandratourandtravels.com /browserfiles/fonts/cJZKeOuBrnakERxqtaUH3VEXRaBTV... 15,572 font/woff2

E 74 200 HTTP trace.mukandratourandtravels.com /browserfiles/fonts/MTP_ySUJH_bn48VBG8sNSugdmOLZ... 16,164 font/woff2

75 200 HTTP trace.mukandratourandtravels.com /browserfiles/fonts/DXI 1ORHCpsQm3Vp6mXoaTegdmoL.. . 16,152 fontfwoff2

E 76 200 HTTP trace.mukandratourandtravels.com /browserfiles/fonts/k3k70220KiL Jc3WVjuplzOgdmOLZdjq. .. 16,276 fontfwoff2
;_—.—— HTTE VR W VI e~ N — v Y8 =478 2T TIEE R 4b334bba mage/qif v
< >

Shown above:

capture.

Time
LYLY=UL=US

2020-02-04
2020-02-04
2020-02-04
+ 2020-02-04
2020-02-04
2020-02-04
2020-02-04
2020-02-04
2020-02-04
2020-02-04

Gate URLs and a fake Firefox update page from the SocGholish campaign shown in a Fiddler

Ll 1D WL

21:16:02
21:16:02
21:16:02
21:16:03
21:16:04
21:16:04
21:16:05
21:16:06
21:16:06
21:16:06

2020-02-0

2020-02-04
2020-02-04
2020-02-04
2020-02-04
2020-02-04
2020-02-04
2020-02-04
2020-02-04
2020-02-04
2020-02-04

fake Firefox
update page

6:07
6:08
6:09
6:10
110
= 1
212
21:1
21:16*
21:16:27
21:16:28
21:16:28
21:16:28
21:16:28
21:16:28

118

Dst port
JU.ULe LLL. LD ov
50.62.111.116 8@
50.62.111.116 8@
50.62.111.116 80
50.62.111.116 80
50.62.111.116 8@
50.62.111.116 8@
50.62.111.116 8@
50.62.111.116 8@
50.62.111.116 80
50.62.111.116 80
50.62.111.116 80
50.62.111.116 8@
50.62.111.116 8@
5.45.179.174 443

172.217.9.3 443 fonts.gstatic.com

Host
muiLalgidisiups. Lui

montanamanshops. com
montanamanshops. com
montanamanshops. com
montanamanshops. com
montanamanshops. com
montanamanshops. com
montanamanshops. com
montanamanshops. com
montanamanshops. com
montanamanshops. com
montanamanshops. com
themanshops.com
montanamanshops. com
pixelapn.adsprofitnetwork.com

Info
/WH=LUIILEIIL/ up Lual

/wp-content/uploat
/wp—content/uploac
/wp—content/uploac
/wp—content/uploac
/wp—content/uploac
/wp—-content/uploac
Jwp—content/uploac
/wp—content/uploac

— 1
transition pitn

up loac
domain uploac
uploac
Jwp—content/uploac
ient Hello

lient Hello

130.0.234.134 443 sodality.mandmsolicitors.com Client Hello
188.120.239.154 443 trace.mukandratourandtravels.com Client Hello
50.62.111.116 8@ montanamanshops.com GET /favicon.ico HTTP,
172.217.9.14 443 www.google—-analytics.com Client Hello

188.120.239.154 80
188.120.239.154 80
188.120.239.154 8@
188.120.239.154 8@
188.120.239.154 8@
188.120.239.154 80

trace.mukandratourandtravels.com
trace.mukandratourandtravels.com
trace.mukandratourandtravels. com
trace.mukandratourandtravels. com
trace.mukandratourandtravels. com
trace.mukandratourandtravels.com

GET /browserfiles/css.
GET /browserfiles/fav:
GET /browserfiles/foni
GET /browserfiles/logc
GET /browserfiles/img,
GET /browserfiles/foni

Shown above: Gate domain and fake Firefox update page from the SocGholish campaign from a pcap shown in

Wireshark.
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Time Dst port Host Info

. 5 16:57:3544130.0.233.178 8@ 2e2belcd.auth. codingbit.co.in POST /submit.aspx HTTP/1.1
Runnmg “ﬁ? 130.0.233.178 80 2eZbelcd.auth.codingbit.co.in POST /submit.aspx HTTP/1.1
the JS file p 16:57:36 ] 130.0.233.178 8@ 2e2belcd.auth.codingbit.co.in POST /submit.aspx HTTP/1.1

5 17:03:01%130.0.233.178 8@ 2e2belcd.auth.codingbit.co.in POST /submit.aspx HTTP/1.1

2020-02-05 17:03:07 |81.17.21.98 443 81.17.21.98 POST http://81.17.21.98/fakeurl.htm
2020-02-85 17:03:07 |62.172.138.35 8@ geo.netsupportsoftware.com GET /location/loca.asp HTTP/1.1

2020-92-05 17:03:07 |81.17.21.98 443 81.17.21.98 POST http://81.17.21.98/fakeurl.htm
2020-02-05 17:03:07 181.17.21.98 443 81.17.21.98 POST http://81.17.21.98/fakeurl.htm
2020-02-05 17:03:08 |81.17.21.98 443 81.17.21.98 POST http://81.17.21.98/fakeurl.htm

2020-02-05 17:04:08 [81.17.21.98 443 81.17.21.98 post-infection POST http://81.17.21.98/fakeurl.htm
2020-02-05 17:05:08 |81.17.21.98 443 81.17.21.98 ) POST http://81.17.21.98/fakeurl.htm
2020-02-05 17:06:08 |81.17.21.98 443 81.17.21.08  trafficfrom  pocr piio.’/81.17.21.98/fakeurl. htm
2020-02-05 17:07:00 |81.17.21.98 443 81.17.21.98 NetSupport RAT PoST http://81.17.21.98/fakeurl.htm

2020-02-05 17:08:09 181.17.21.98 443 81.17.21.98 POST http://81.17.21.98/fakeurl.htm
2020-02-05 17:09:09 |81.17.21.98 443 81.17.21.98 POST http://81.17.21.98/fakeurl.htm
2020-02-05 17:10:09 |81.17.21.98 443 81.17.21.98 POST http://81.17.21.98/fakeurl.htm
2020-02-05 17:11:09 |81.17.21.98 443 81.17.21.98 POST http://81.17.21.98/fakeurl.htm

Shown above: Traffic from infecting a host with the Firefox.js file.

1847191c1a01410007001d2c110c191d00060740521b0c1847191c1a@1411b1c@72T00050c2c110c191d0
006074052120c070d3b@c181c@clald411b@c184052P0ST /submit.aspx HTTP/1.1

Accept: x/x*

Accept-Language: en-us

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.@; Win64; x64; Trident/
7.0; .NET4.0C; .NET4.0E)

Host: 2e2belcd.auth.codingbit.co.in

Content-Length: 22 :
Connection: Keep-Alive 10 MB ASC".te.Xt file
Cache-Control: no-cache consisting of
62525f0644535f57525544HTTP/1.1 200 0K hexadecimal
Server: nginx/1.14.0@ (Ubuntu) characters

Date: Wed, @5 Feb 2020 16:57:37 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/7.2.24

Access—-Control-Allow-0rigin: =
Access-Control-Allow-Methods: GET,POST,OPTIONS,DELETE,PUT

eec
7e180b101d0al711105e3536292a3730212d273b56252d0a@c171019235e5a3c262b3d3a3a302a242c525
€252d0a0c171019235e5a38312934363a303b3d3d5773740573745a2b37392d35312b2c3b2e5e435e5¢c46

ATAANLACAN A TAANA AT IAIATAIAA_ALT1 _ANTN1I FAATTANA TATAATAT AR _ANAN ACTS AT AT A TAa AN

9 client pkts, 7,290 server pkts, & turns.

Entire conversation (10 MB) Show and save dataas  ASCIl Stream 24 °

Shown above: Data returned from the server contacted after running Firefox.js on my lab host.

This NetSupport RAT-based malware package was sent as a 10MB ASCII text file consisting of hexadecimal
characters. This is encoded data, and the file was saved to my lab host and decoded to a zip archive containing the
malware package. This ASCII data and decoded zip archive were deleted from my infected lab host by the time I

performed post-infection forensics.
Post-infection forensics

The NetSupport RAT-based malware package was kept persistent through the Windows registry and stored in a

folder under the infected user's AppData\Roaming directory.
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ﬁ Registry Editor — | *

File Edit View Favorites Help

Computer\HKEY_CURREMNT_USER\Software\Microsoft\Windows\CurrentVersion\Run

RADAR ~ || Name Type Data
Run 3_‘_’] (Default) REG_SZ (value not set)
RunOnce 4 3_‘_’] ServiceDLL  REG_SZ C\Users\rickjames\AppData\Roaming\XDk7Fyz6\presentationhost.exe
< >

Shown above: NetSupport RAT-based malware package persistent on the infected windows host.

| & = | C\Users\rickjames\AppData\Roaming\XDk7Fyz6 ' O X
Home Share View v e
= v 4 « Roa.. * XDKJF.. ~ (@) L Search XDk7Fyz6
)
Name Date modified Type Size
_ client32.ini 2/5/202 - - -
 UTCTLA2DLL 2/5/202 E presentationhost.exe Properties X
‘_ msver100.dll 2/5/202 General Compatibility Digital Signatures
o nskbfltrinf 2/5/202 Security Details Previous Versions
L NSMLini 2/5/202
[ NSMic 2/57202( | Propemy s
% pcicapidll 2/5/202 D"“""_t"_’" _ o
[ PCICHEK.DLL 257202 | Fie description - NetSupport Glert Apphcation
Type Application
% PCICL32.DLL 2/5/202 Fle version 12.10.0.30
m presentationhost.exe 2/5/202 Product name  NetSupport Manager
™ remcmdstub.exe 2/5/202 Product version V12.10
Size 103 KB (105,848 bytes)
Date modified 2/5/2020 5:03 PM
Language English (United Kingdom)
Original filename client32.exe
12 items Remove Properties and Personal Information
G| [ it

Shown above: NetSupport RAT-based malware package stored under the infected user's AppData\Roaming

directory.
Indicators from the infection
Gate activity leading to fake browser update page:
e 130.0.234[.]134 port 443 - sodality.mandmsolicitors[.Jcom - URLs from gate domain (HTTPS)

Fake browser update page:
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e 188.120.239[.]154 port 443 - trace.mukandratourandtravels[.]Jcom - initial URL sent as HTTPS
e 188.120.239[.]154 port 80 - trace.mukandratourandtravels|.Jcom - follow-up URLs for fake browser
update page

e Note: The domain name used for these fake update pages frequently changes.

URLs caused by Firefox.js (malware downloader):

e 130.0.233[.]178 port 80 - 2e2belcd.auth.codingbit|.]co[.]in - POST /submit.aspx

e Note: The first part of the domain name (with the hex characters) is different for each infection.
Traffic generated by NetSupport RAT-based malware package:

e 81.17.21[.]98 port 443 - 81.17.21[.]98 - POST http://81.17.21[.]98/fakeurl.htm
e 62.172.138[.]35 port 80 - geo.netsupportsoftware[.Jcom - GET /location/loca.asp (not inherently

malicious)

SHA?256 hash: 6b89a2¢1650012d7953f04£39ef7ecd97341114480918602d041593a597442d7

 File size: 32,231 bytes
 File name: Firefox.Update.4ee488.zip
 File description: Zip archive sent by fake browser update page

e Note: File name is different for each download (file hash might be as well)

SHA256 hash: 69ea88be502bd00e87aef75e1f41da3e5e0bdb6946d18db5a4a52d919e2dc79b

« File size: 90,690 bytes
e File name: Firefox.js

e File description: JavaScript-based malware downloader extracted from downloaded zip archive

Note: File hash might be different on each occasion

SHA?256 hash: 49a568f8ac11173e3a0d76cff6bc1d4b9bdf2c35c6d8570177422f142dcfdbe3

« File size: 105,848 bytes
e File location: C:\Users\[username]\AppData\Roaming\XDk7Fyz6\presentationhost.exe
o File description: NetSupport Manager RAT executable

Final words

This is a long-running campaign that continually evolves. To get an idea how it has changed since last year, view

my _previous ISC diary I wrote about this campaign in February 2019.

Computers running Windows 10 with the latest updates and recommended security settings are not very
vulnerable to this threat. Default security settings for Chrome and Firefox usually block this activity. However,
the criminals behind this campaign keep updating their tactics as they attempt to evade detection, and these fake
browser pages sometimes slip through. If someone clicked through enough security warnings, they might very

well infect a vulnerable Windows host.
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The associated malware and a pcap of the traffic can be found here.

Brad Duncan

brad [at] malware-traffic-analysis.net

Source: https://isc.sans.edu/forums/diary/Fake+browser+update+pages+are+still+a+thing/25774/
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