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 Tool: QuarkBandit

Names QuarkBandit

Category Malware

Type Backdoor, Keylogger, Info stealer

Description
(Microsoft) QuarkBandit is a modified version of the widely used Gh0st RAT, an openly
available remote access tool (RAT).

Information <https://www.microsoft.com/security/blog/2019/12/12/gallium-targeting-global-telecom/>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool QuarkBandit

Changed Name Country Observed

APT groups

  Gallium 2018-Jun 2022  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=66996ee0-ae62-4d46-b6df-5365a71079a2

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=66996ee0-ae62-4d46-b6df-5365a71079a2

Page 1 of 1

https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=66996ee0-ae62-4d46-b6df-5365a71079a2
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=66996ee0-ae62-4d46-b6df-5365a71079a2
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Backdoor
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Keylogger
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Info%20stealer
https://www.microsoft.com/security/blog/2019/12/12/gallium-targeting-global-telecom/
https://apt.etda.or.th/cgi-bin/listgroups.cgi?t=Gh0st%20RAT
https://www.microsoft.com/security/blog/2019/12/12/gallium-targeting-global-telecom/
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=QuarkBandit&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Gallium
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=China
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=China

