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Maze Ransomware encrypts files and makes them inaccessible while adding a custom extension containing part of
the ID of the victim. The ransom note is placed inside a text file and an htm file. There are a few different

extensions appended to files which are randomly generated.

Actors are known to exfiltrate the data from the network for further extortion. It spreads mainly using email spam

and various exploit kits (Spelevo, Fallout).

The code of Maze ransomware is highly complicated and obfuscated, which helps to evade security solutions

using signature-based detections.

2024-05-01 - Natto Thoughts -
Ransom-War: Russian Extortion Operations as Hybrid Warfare, Part One

Clop Conti Maze TrickBot 2024-02-15 - Department of Justice - Office of Public Affairs

Foreign National Pleads Guilty to Role in Cybercrime Schemes Involving Tens of Millions of Dollars in Losses

Egregor IcedID Maze Zeus 2024-02-15 - Bleeping Computer - Sergiu Gatlan

Zeus, IcedID malware gangs leader pleads guilty, faces 40 years in prison
Egregor IcedID Maze Zeus 2023-01-30 - Checkpoint - Arie Olshtein
Following the Scent of TrickGate: 6-Year-Old Packer Used to Deploy the Most Wanted Malware
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Ransomware-as-a-service: Understanding the cybercrime gig economy and how to protect yourself
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Cybercrime loves company: Conti cooperated with other ransomware gangs
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Conti Leaks: Examining the Panama Papers of Ransomware
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Gone in 52 Seconds...and 42 Minutes: A Comparative Analysis of Ransomware Encryption Speed
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Dharma Egregor Entropy Epsilon Red Gandcrab Karma LockBit LockFile Mailto Maze Nefilim RagnarLocker

Ragnarok REvil RobinHood Ryuk SamSam Snatch WannaCryptor WastedL.ocker 2022-02-23 - splunk - Shannon Davis,

SURGe
An Empirically Comparative Analysis of Ransomware Binaries

Avaddon Babuk BlackMatter Conti DarkSide LockBit Maze Mespinoza REvil Ryuk 2022-02-09 - Bleeping Computer -

Lawrence Abrams
Ransomware dev releases Egregor, Maze master decryption keys
Master decryption keys for Maze, Egregor, and Sekhmet ransomware leaked online

Egregor mQyv Maze Sekhmet 2021-11-03 - CERT-FR - ANSSI

Identification of a new cybercriminal group: Lockean

Identification of a new cyber criminal group: Lockean

Cobalt Strike DoppelPaymer Egregor Maze PwndlL.ocker QakBot REvil 2021-08-15 - Symantec - Threat Hunter Team

The Ransomware Threat
Babuk BlackMatter DarkSide Avaddon Babuk BADHATCH BazarBackdoor BlackMatter Clop Cobalt Strike
Conti DarkSide DoppelPaymer Egregor Emotet FiveHands FriedEx Hades IcedID LockBit Maze MegaCortex

MimiKatz QakBot Ragnarl.ocker REvil Ryuk TrickBot Wastedl.ocker 2021-08-10 - Bleeping Computer - Sergiu Gatlan
Crytek confirms Egregor ransomware attack, customer data theft

Egregor Maze 2021-08-05 - KrebsOnSecurity - Brian Krebs

Ransomware Gangs and the Name Game Distraction
DarkSide RansomEXX Babuk Cerber Conti DarkSide DoppelPaymer Egregor FriedEx Gandcrab Hermes Maze
RansomEXX REvil Ryuk Sekhmet 2021-07-09 - The Record - Catalin Cimpanu

Ransomwhere project wants to create a database of past ransomware payments

Egregor Mailto Maze REvil 2021-07-01 - DomainTools - Chad Anderson

The Most Prolific Ransomware Families: A Defenders Guide

REvil Conti Egregor Maze REvil 2021-06-16 - Proofpoint - Daniel Blackford, Garrett M. Graff, Selena Larson

The First Step: Initial Access Leads to Ransomware
BazarBackdoor Egregor IcedID Maze QakBot REvil Ryuk TrickBot Wastedl.ocker TA570 TA575 TA577 2021-05-

18 - The Record - Catalin Cimpanu

Darkside gang estimated to have made over $90 million from ransomware attacks
DarkSide DarkSide Mailto Maze REvil Ryuk 2021-05-18 - Bleeping Computer - Ionut Ilascu
DarkSide ransomware made $90 million in just nine months

DarkSide DarkSide Egregor Gandcrab Mailto Maze REvil Ryuk 2021-05-10 - DarkTracer - DarkTracer

Intelligence Report on Ransomware Gangs on the DarkWeb: List of victim organizations attacked by ransomware
gangs released on the DarkWeb
RansomEXX Avaddon Babuk Clop Conti Cuba DarkSide DoppelPaymer Egregor Hades .ockBit Mailto Maze

Medusal.ocker Mespinoza Mount Locker Nefilim Nemty Pay2Key Pwndl.ocker Ragnarl.ocker Ragnarok

RansomEXX REvil Sekhmet SunCrypt ThunderX 2021-05-07 - Bleeping Computer - Lawrence Abrams

Data leak marketplaces aim to take over the extortion economy

Babuk Maze 2021-05-06 - Cyborg Security - Brandon Denker
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TerraStealer TerraTV TinyLoader TrickBot Vidar Winnti ANTHROPOID SPIDER APT23 APT31 APT39 APT40
BlackTech BuhTrap Charming Kitten CLOCKWORK SPIDER DOPPEL SPIDER FIN7 Gamaredon Group
GOBLIN PANDA MONTY SPIDER MUSTANG PANDA NARWHAL SPIDER NOCTURNAL SPIDER
PINCHY SPIDER SAILTY SPIDER SCULLY SPIDER SMOKY SPIDER Thrip VENOM SPIDER VICEROY

TIGER 2020-03-03 - Bleeping Computer - Lawrence Abrams

Ransomware Attackers Use Your Cloud Backups Against You

CSI: Evidence Indicators for Targeted Ransomware Attacks — Part 1T
Cobalt Strike I.ockerGoga Maze MegaCortex 2020-01-30 - - ZATAZ - Damien Bancal

Cyber attaque a I’encontre des serveurs de Bouygues Construction
Maze 2020-01-29 - ANSSI - ANSSI
Ftat de la menace rangongiciel

Clop Dharma FriedEx Gandcrab LockerGoga Maze MegaCortex REvil RobinHood Ryuk SamSam 2020-01-22 -

Deloitte - Deloitte

Project Lurus

Maze 2020-01-01 - Secureworks - SecureWorks
GOLD VILLAGE

Maze 2020-01-01 - Blackberry, - Blackberry Research

State of Ransomware

Maze Medusal.ocker Nefilim Phobos REvil Ryuk STOP 2019-12-24 - Bleeping Computer - Lawrence Abrams

Maze Ransomware Releases Files Stolen from City of Pensacola

Maze 2019-12-18 - Github (albertzsigovits) - Albert Zsigovits

Maze ransomware

Maze 2019-12-17 - Cisco - Dave Liebenberg, JJ Cummings

Incident Response lessons from recent Maze ransomware attacks

Maze 2019-12-16 - KrebsOnSecurity - Brian Krebs

Ransomware Gangs Now Outing Victim Businesses That Don’t Pay Up
Maze 2019-12-11 - Bleeping Computer - Lawrence Abrams
Maze Ransomware Behind Pensacola Cyberattack, $1M Ransom Demand

Maze 2019-11-21 - Bleeping Computer - Lawrence Abrams

Allied Universal Breached by Maze Ransomware, Stolen Data Leaked
Maze 2019-11-14 - Proofpoint - Bryan Campbell, Proofpoint Threat Insight Team

TA2101 plays government imposter to distribute malware to German, Italian, and US organizations
Maze TA2101 2019-11-08 - Twitter (@certbund) - CERT-Bund

Tweet on Spam Mails containing MAZE

Maze 2019-10-18 - Bleeping Computer - Sergiu Gatlan

Maze Ransomware Now Delivered by Spelevo Exploit Kit
Maze 2019-05-13 - - Amigo A
ChaCha Ransomware

Maze 2019-01-01 - CrowdStrike - CrowdStrike

Twisted Spider
Maze TA2101
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» [TLP:WHITE] win_maze_auto (20251219 | Detects win.maze.)

Source: https://malpedia.caad.fkie.fraunhofer.de/details/win.maze
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