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Executive Summary

Unit 42 has spent the past four months following the activities of Prometheus, a new player in the ransomware

world that uses similar malware and tactics to ransomware veteran Thanos.

Prometheus leverages double-extortion tactics and hosts a leak site, where it names new victims and posts stolen
data available for purchase. It claims to have breached 30 organizations in government, financial services,
manufacturing, logistics, consulting, agriculture, healthcare services, insurance agencies, energy and law firms in
the United States, United Kingdom and a dozen more countries in Asia, Europe, the Middle East and South

America.

Like many ransomware gangs, Prometheus runs like a professional enterprise. It refers to its victims as
“customers,” communicates with them using a customer service ticketing system that warns them when payment
deadlines are approaching and even uses a clock to count down the hours, minutes and seconds to a payment

deadline.

“We are closing the ticket and have started an auction on your data,” the group threatens when victims fail to pay
up. But there’s an out: Victims can click to open a new “ticket” if they’re willing to pay up to stop the auction and

recover their data.

Only four victims have paid to date, according to the group’s leak site. It claims that a Peruvian agricultural
company, a Brazilian healthcare services provider and transportation and logistics organizations in Austria and

Singapore paid ransoms. However, we’re unable to confirm the ransom amounts.

One interesting note is that Prometheus claims to be part of the notorious ransomware gang REvil. Unit 42 has
seen no indication that these two ransomware gangs are related in any way. The claim may be an attempt to

exploit REvil’s name to persuade victims to pay up, or it could be a false flag to take attention away from Thanos.

We’ve compiled this report to shed light into the threat posed by the emergence of new ransomware gangs like
Prometheus, which are able to quickly scale up new operations by embracing the ransomware-as-a-service (RaaS)
model, in which they procure ransomware code, infrastructure and access to compromised networks from outside

providers. The RaaS model has lowered the barrier to entry for ransomware gangs.

Full visualization of the Prometheus techniques observed and the courses of action relevant for response can be
viewed in the Unit 42 ATOM Viewer.

If you think you may have been impacted, please email unit42-investigations@paloaltonetworks.com or call (855)

875-4631 to get in touch with the Unit 42 Incident Response team.
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Prometheus Ransomware Overview

Prometheus ransomware was first observed in February 2021 and is a new variant of a known strain called
Thanos. Thanos ransomware has been advertised for sale on underground forums since at least the first half of

2020, where it has a builder that allows actors to customize a sample with a wide variety of available settings. This

suggests that different threat actors may have leveraged this builder to create their own variants and brands.

In this case, we turn our attention to one of those threat actors, Prometheus. While this ransomware gang claims to
be part of REvil, we haven’t seen any other solid connection between the two groups. REvil operates on an
affiliate-driven RaaS program, but we believe the Prometheus ransomware gang may be acting on their own and
attempting to leverage the infamous REvil name and reputation to improve the chance that victims will pay the

demanded ransom. This would not be the first time adversaries have used the names of well-known threat groups

to strengthen their credibility.

At the time of writing, we don’t have information on how Prometheus ransomware is being delivered, but threat
actors are known for buying access to certain networks, brute-forcing credentials or spear phishing for initial

access.

When Prometheus ransomware is executed, it tries to kill several backups and security software-related processes,
such as Raccine, a ransomware prevention tool that tries to stop ransomware from deleting shadow copies in

Windows. Here is a sample of its approach:

"taskkill" /F /IM RaccineSettings.exe

"reg" delste
"HECUN\SOFTWAREM\Microsoft\Windows\CurrentVersionh\ERun"
Tray"™ /F

i

/W "Raccilne

Prometheus ransomware appends an extension using the following format .[ XXX-XXX-XXXX] (Figure 1). We
found that the extensions are hardcoded into the sample. We believe that the Prometheus ransomware operators
generate a unique payload per victim, which is used for their negotiation site to recover files. We obfuscated the
extensions because they could be used to identify the victims on the leak site. Prometheus also adds an

hexadecimal string of GotAllDone at the end of all encrypted files.

Pictures library

Chrysanthemum. Diesert. jpg. [ A4 deskiop.in Hydrangeas.jpg.| Jelbfich jpg. [ Abd Koals [AA4- Lighthouse.jpg.| Penguins. jpg A4 Tulips.jpg.[A84-

Figure 1. Encrypted files after execution.
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After the backup and security processes are terminated and encryption is complete, Prometheus ransomware drops
two ransom notes: a RESTORE_FILES_INFO.TXT file and a RESTORE_FILES_INFO.TXT.hta file (Figure 2),

both containing the same information.

Sorvice Pack- Sorviee Pack 1

Q\E} PROMETHEUS

GROUP OF REvil
YOUR COMPANY NETWORK HAS BEEN HACKED

i

All your important files have been encrypted!

Your files are safe! Only modified.(AES)
No software available on internet can help you.
‘We are the only ones able to decrypt your files.

We also gathered highly confidentialipersonal data.
These data are currently stored on a private server
Files are also encrypted and stored securly

As a result of working with us, you will receive:

€™ installation.

If you decide not to work with us:

Figure 2. RESTORE_FILES_INFO.hta.

The ransom note also includes instructions for contacting Prometheus ransomware operators to recover files, as
well as informing the victim that, if the demands are not met, the threat actors will release the data to the public or

sell it to a third party.

Since the extensions are used as a victim identifier, by following the instructions on the ransom note, we were able
to take a look at the negotiation part of their site using the extensions ID to gain access. Interestingly, this group
uses a ticketing system for tracking victims. The tickets include a tracking ID, created date, resolution status and
priority. A victim can even open a ticket with the threat actors to request data recovery — though this will cost you

extra, according to the site (Figure 3).
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Immediately after payment we will send you decryption tool and decryption key.
You just have to run decryption tool and files will be decrypted automatically!

Waiting for your answer.

If you don't answer is within 48 hours, then we put your data on a private auction for sale

You can see status of your data in our blog

© Refresh this page

Reply by Prometheus - group of REvil » about 7 hours ago @

You have not contacted us within 3 days.
We are closing the ticket and started an auction on your data.

If you still want to recover data, open a request.

Ticket Details £ Refresh this page
Tracking ID: YHA-GH6-JI7Y
Ticket status Resolved

[Open ticket]

This message verified by Prometheus Team.

Q&ﬁ/ PROMETHEUS

GROUP OF REvil

Figure 3. Prometheus reply to a victim ticket.

The Prometheus ransomware gang tailors their ransom demand depending on the victim organization. From the
available instances observed, we have seen payments requested as low as $6,000 and as high as $100,000 in
Monero (XMR). This price is doubled if the victims don’t contact the threat actors within the established
timeframe, which on average is a week. At the time of writing, four victims paid the ransom including a Peru-
based agricultural company, a healthcare services provider in Brazil, and two transportation and logistics

organizations — one located in Austria and the other in Singapore.
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GROUP OF REvil
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- [
Beunised
our AME &= sl
AR tel e 1y TSI 14 Wb o 14 Ry i B P P PRI 1 B0 iy Pl et b s g Femsss P T [ tichast]

mwm“lmﬂ D o g 17 el ™
I21-05 2206 M0 10

[ N Promatheus - group of REwl

You have: 3 days, 19:06:19 .
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* Tiene and on Jun 08 08:-30:10

W s

Current price: 100000 §
After time ends: 200000 §

- "
- "m
Hallo doar customer,

Yiour dats was encrypled with strong crypto sigorithm snd con be decrypled let snd wicly. Dom worry, we
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Buy KMR with bank: hitpsfeenkraken com'
By MMR locally wilh cash or online hipas o e alosn com
A change Witpstewvws basicharmge.oom’

Vou can by Bifcoins and eschange for mo

Imenediately after payment we will send you decryption tool and decrypiion key.
You just haswg bo nun decryption fool and Hles el be decnyped st oty

\Waitine for vour arswer.

Figure 4. Prometheus victim ticket.

Like many current ransomware gangs, this group also created a leak site (a different section of the same website

that hosts the “ticketing system”) where they name and shame their victims (Figure 5).
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Status: Waiting for the company decision

Figure 5. Prometheus leak site.

The Prometheus ransomware operators include a status per victim. We found that some of the information posted

on the leak site has already been sold to an unknown third party. There are also posts showing that victims within
impacted industries paid the ransom and their data was removed from the site (Figure 6).
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Leak Status

For Sale

Sold

Status

Company Paid

Waiting for Company

Figure 6. Leak site victim status for Prometheus ransomware out of 30 victims.

Prometheus Victimology

At the time of this writing, the Prometheus leak site hosts 30 victims, impacting multiple industries globally. By
taking a look at their victims listed, we generated this graph, showing the locations of organizations impacted by

this ransomware.

Impacted Countries

USA

Brazil
Norway
France

Peru
Mexico

UK
Switzerland
Singapore
Malaysia
Italy

India

Ghana
France

El Salvador
Chile

United Emirates
Austria

Country

o
N
S
o
[o2]

Count

Figure 7. Countries impacted by Prometheus ransomware out of 30 victims.

Manufacturing was the most impacted industry among the victim organizations we observed, closely followed by

the transportation and logistics industry.

Page 7 of 13



https://unit42.paloaltonetworks.com /prometheus-ransomware/

Impacted Industries

Manufacturing
Transportation and Logi...
Financial

Agriculture

Insurance

Healthcare

Construction

Hospitality

Industry

Other

Utilities & Energy
Consulting

Profesional and Legal S...
Printing

Emergency Services

Government

Count

Figure 8. Industries impacted by Prometheus ransomware out of 30 victims.

Older Prometheus Variants

The first encountered Prometheus sample, first observed in February 2021 (SHA256:
9bf0633f41d2962ba5e2895ece2ef9fa7b546ada311ca30f330f0d261a7fb184), behaves similarly to the more recent

variant we are currently tracking. However, it appends the following extension to the encrypted files:

.PROM[prometheushelp@mail[.]ch].

Some of the observed samples, when executed, opened a Windows Command Shell showing the encryption

progress (Figure 9). The most recent Prometheus samples do not display this information.
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8 | This console windewwill close by itself. DONT CLOSE IT MANUALLY OR THE WHOLE PROCESS WILL TERMINATE!
ll_mei — File Size: 18183680 buytes -

Total Files » Done ~ Errors: 138,
Time elapsed BA:88:23.A753887

AMNEnterpriseld

[N} SIEUsersDesktopsen_office_enterprise_ 2007 _united_states_xB86_cd_481472\Enterprise .\WEnterW!.cahj
264821648 hytes
Done ~ Erro 148, 134, 5
H 23.2 88

G:sUserssIEUsersDesktopsen_office_enterprise_2007_united_states_x86_cd_481472\Enterprise.WN0fficeb4Ul.
e e: B47872 hytes
s +# Done / Erro 131, 135, &5

File in process: G:xUsers:\IEUser-Desktop~en_office_enterprise 2007 united_states_x86_cd_481472\Enterprise . WWNOfficebdWt.
xml — File Size: 2318 hytes

Total Files ~ Done ~ Errors: 142, 136, 5

Time elapsed: ©@:00:24.2166284

_uni _x86_cd_481472\Enterprise . WMNOUOWe 4 . cal

_x86_cd_481472<Enterprise .MM setup.xml —|

File in proce GC:sUserssIEUsersDesktopsen_office_enterprise 2007 united_states x86_cd_481472\Catalog~filesl2.cat — Fil
e Size: 1323033 bytes

Total Fil # Done / Erro 145, 13%. 5

Time el H =0 3

g: G:xUserss\IEUsersDesktopen_office_enterprise 28087 _united_states_x86_cd_481472“Admin~zh-twoct.chm - Fil]
e Size: 68984 hytes

Total Files ~ Done ~ Errors: 146, 148, 5

Time elapsed: @ 25.2539782

_x86_cd_481472\Admin“zh—cn“oct.chm — Fills

Figure 9. Encryption progress window.

Another variant (SHA256: 11aebdff8c064c160c2b21f3a844bacaecd581d9dc2e4224d31903d2a56e2dd3)
appended the . XXXXXXXXXX[prometheusdec@yahoo[.]Jcom] extension format to encrypted files where the X
is the victim ID. Like the current variant, it generates two ransom note files. The ransom note includes two ways
to contact the group that are different from those offered by the current variant (Figure 10). Based on the content
and instructions provided by this variant, we believe Prometheus didn’t have a leak site established at the time
they distributed it.
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@y PROMETHEUS

GROUP OF REvil

IALL YOUR FILES ARE ENCRYPTED !!!

All your files, documents, photos, databases and other important files are encrypted.

You are not able to decrypt it by yoursell The only method of recovering files is to purchase an unique private key.
Oy we can give you this key and only we can recover your files.

HINNIY We backed up all your docwments and databases.
IF YOUNOT START DI4LOGUE WITH US, WE WILL POST ALL YOUR DOCUMENTS AND DATABASES ON INTERNET. I

We recommend you upload 3 encrypted files in hiips-/privatlab.com/file and paste link to you message. We will demonstrate that we can recover your files

* Please note that files must not contain any valuable information.

1) Using a TOR browser!
d) Download and install TOR broswser from this site: hitps://torproject.org

b) Open website: http://sonarmsniko2hviu.onion/7a=reg

Registration Form

There is no way to recover the password, make sure you don't forget it.

Veeame ||

‘Valid characters: 2-Z, 0-9, _and -

Same Passwurd

‘ Enter the captcha.

Register

©) Register account

box - Sent - Settings
" and write to us, our username: Prometheus, in message write Your key identifier (it is at the end of file) and file extension (forexample TEST[prometheushelp@mail ch])

Compose
d) Click Compose =
and fink to 3 encrypted fles in hitps:/fprivatiab confile

T Fomcthens <——— Wrte our usernam ]

suect ]

Measage:
= 4 Wit you Key Identifier here

There is  limit of 8000 characters

m

2) Using a email

Write to 3 emails address at once, in message write Your key identifier (it is at the end of file) and file ion (f le TEST| heushel, il.ch]) and link to 3 encrypted files in
htps://privatlab.com/file :

prometheusdec@yahoo.com
prometheusdec@hotmail.com
prometheusdec@gmail.com

Figure 10. RESTORE_FILES_INFO.hta (as sent by an older Prometheus variant).

Instead of directing the victim to the leak site as the current variant does, the older variant of Prometheus instructs
the victim to go to a Tor site called Sonar, a web-based messaging service, and create an account. After the
account is created, the ransom note instructs the victim to send a message to the username Prometheus, containing
the file extension identifier and a link to three encrypted files to provide proof of decryption. The second method
of contact is through email and includes three email addresses for contact, requesting the same information as the

first method.
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This helps us understand how the Prometheus ransomware group originally operated and shows the evolution of

their approach to securing payment before deciding to start their own leak site.

Conclusion

Prometheus is a new and emerging ransomware gang that uses a personalized variant of Thanos ransomware. The
operators behind this ransomware are actively targeting multiple industries globally. Like many other ransomware
groups, Prometheus hosts a leak site to create additional pressure and shame victims into paying the ransom.
While Prometheus claims to be part of the REvil ransomware gang, during our research, we didn’t find a solid

connection between the two ransomware groups at the time of writing this report.

Indicators associated with this Threat Assessment are available on GitHub, have been published to the_Unit 42
TAXII feed and are viewable via the ATOM Viewer.

Palo Alto Networks customers are protected from this threat by:

o WildFire: All known samples are identified as malware.

e Cortex XDR with:
o Indicators for Prometheus/Thanos.
o Anti-Ransomware Module to detect Prometheus/Thanos encryption behaviors.
o Local Analysis detection to detect Prometheus/Thanos binaries.

e AutoFocus: Tracking related activity using the Thanos tag.

More information on ransomware can be found in the 2021 Unit 42 Ransomware Threat Report.

Indicators of Compromise
Courses of Action

This section documents relevant tactics, techniques and procedures (TTPs) used with Prometheus and maps them
directly to Palo Alto Networks product(s) and service(s). It also further instructs customers on how to ensure their

devices are configured correctly.
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Product / .
. Course of Action
Service

Persistence, Privilege Escalation

The below courses of action mitigate the following techniques:

Registry Run Keys / Startup Folder [T1547.001]

Enable Anti-Exploit Protection
Cortex XDR
Enable Anti-Malware Protection

Defense Evasion

The below courses of action mitigate the following techniques:

Disable or Modify Tools [T1562.001], Modify Registry [T1112]

Look for the following BIOCs alerts to detect activity: Process attempts to kill a known

Cortex XDR security/AV tool

Enable Anti-Malware Protection

Discovery

The below courses of action mitigate the following techniques:

Process Discovery [T1057]

XDR monitors for behavioral events via BIOCs along a causality chain to identify
Cortex XDR ) ]
discovery behaviors*

Impact

The below courses of action mitigate the following techniques:

Data Encrypted for Impact [T1486], Inhibit System Recovery [T1490]
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Deploy XSOAR Playbook - Ransomware Manual for incident response.

Cortex XSOAR
Deploy XSOAR Playbook - Palo Alto Networks Endpoint Malware Investigation
Enable Anti-Malware Protection

Cortex XDR Look for the following BIOCs alerts to detect activity™*:

Cortex XDR Agent - Behavioral Threat Detected

Table 1. Courses of Action for Prometheus ransomware.

* These analytic detectors will trigger automatically for Cortex XDR Pro customers.

Palo Alto Networks has shared our findings, including file samples and indicators of compromise, in this report
with our fellow Cyber Threat Alliance members. CTA members use this intelligence to rapidly deploy protections
to their customers and to systematically disrupt malicious cyber actors. For more information on the Cyber Threat

Alliance, visit www.cyberthreatalliance.org.

Source: https://unit42.paloaltonetworks.com/prometheus-ransomware/
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