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&2 Tool: Silent Night

Names

Category

Type

Description

Information

AlienVault OTX

Silent Night

Malware

(Malwarebytes) Recently, we have been observinganother bot, with the design reminding

of Zeus, that seems to be fairly new (a 1.0 version was compiled at the end of November

2019), and is actively developed. Since the specific name of this malware was for a long
time unknown among researchers, it happened to be referenced by a generic term

ZIoader/Zbot (a common name used to refer to any malware related to the ZeuS family).

Our investigation led us to find that this is a new family built upon the ZeuS heritage,
being sold under the name “Silent Night”. In our report, we will call it “Silent Night”

Zbot.

<https://resources.malwarebytes.com/files/2020/05/The-Silent-Night-Zloader-
Zbot Final.pdf>

<https://otx.alienvault.com/browse/pulses?q=tag:Silent%20Night>

Last change to this tool card: 26 May 2020

Download this tool card in JSON format

All groups using tool Silent Night

Changed Name Country Observed

Unknown groups

1 group listed (0 APT, 0 other, 1 unknown)
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