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Klingon RAT Holding on for Dear Life

By Ryan Robinson
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With more malware written in Golang than ever before, the threat from Go-based Remote Access Trojans (RATS)
has never been higher. Not only has the number of Go malware increased but also the sophistication of these
threats. This is a technical analysis of an advanced RAT written in Go that we are calling Klingon RAT. The RAT
is well-featured and resilient due to its multiple methods of persistence and privilege escalation. It was
determined that the RAT is being used by cybercriminals for financial gain. It is important to stay on top of this
threat as it will degrade Antivirus security through killing targeted processes and hiding communications through

encrypted channels.

Technical Analysis

When searching our various hunting platforms for malware one particular sample caught our eye. This Go sample,
active since at least 2019, was flagged as malicious but mostly unique code by our platform. It is not common to
find RATSs with very few code reuse. Threat actors reuse code all the time to expedite malware development. Since
it is rare to see a RAT with such a large amount of code written from scratch, we dug deeper down the gopher
hole. This RAT is full of tactics to combat Antiviruses, maintain persistence and escalate privileges. It
communicates encrypted with its Command and Control (C2) server using TLS and can receive commands

allowing the attacker to fully control the infected machine.
-~ INTEZER ANALYZE Scan File Scan Endpoint Scan Memory Dump v v Integrations

B 44é3762de44353375lCUbaaCe09Cf8329357Zae7c51Cb457597267be289c6511

Original File S
Original File ic Summary

Unique
S e

newrelic

Figure 1: Old analysis with unique code

Initialization

The malware starts by creating an object whose purpose is to store information about the victim machine,

controller setup and paths to dropped utilities.
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It will then run a WMI command (wmic process get Caption,ParentProcessld,Processld) to get all running

processes. The returned value is parsed and stored in a slice. The malware will check this process list and match it

against a list of targeted Antivirus processes. The taskkill command is used to kill matching processes and child

processes. The targeted processes are linked here.

To start gathering the information on the victim machine, it will get the OS version using the ver command, then

function, it will fetch the machine ID from the registry key

HKEY_LOCAL_MACHINESOFTWAREMicrosoftCryptography as shown in Figure 2. This ID will later be sent

in a beacon to the Command and Control (C2) server.

lea rbp, [rsp+60h+var 8]
lo}' rax, 0

oV [rsp+60h+var_10], rax
oV [rsp+60h+var 19], 0

orps xmm0, xmm0

ovups [rsp+60h+arg 0], xmm0

oV eax, 80000002h
oV [rsp+60h+var 60], rax
lea rax, aTlsDialwithdia+9BEh ; "SOFTWARE\\Microsoft\\CryptographyTLS: s"...
oV [rsp+60h+var 58], rax
oV [rsp+60h+var_50], 1Fh
oV dword ptr [rsp+60h+var_ 48], 101h
call internal_syscall windows_registry OpenKey 0
oV rax, [rsp+60h+var 40]
cmp [rspt+60h+var_38], 0
jnz loc_65CE7F
i i ¥
FEE FIEE]
lea rcx, off_ 736248
mov [rsp+60h+var 10], rex loc_65CE7F:
mov [rsp+60h+var_ 18], rax xorps xmm0, xmm0
mov [rsp+60h+var_19], 1 movups [rsp+60h+arg_0], xmm0
mov [rsp+60h+var 60], rax |mov rbp, [rsp+60h+var 8]
lea rax, aMachineguid ; "MachineGuid" add rsp, 60h
mov [rsp+60h+var_58], rax retn
mov [rsp+60h+var 50], OBh
call golang_org_x_sys_windows_registry Key_ GetStringValue
mov rax, [rsp+60h+var_40]
mov rcx, [rspt+60h+var_ 48]
cmp [rsp+60h+var_30], 0
jz short loc_65CE58
3 7, ¥
FEE e
XOrps xmm0, xmm0
movups [rsp+60h+arg 0], xmmO loc_65CES58:
mowv [rsp+60h+var_19], 0 mov gword ptr [rsp+60h+arg 0], rcx
mov rax, [rsp+60h+var 18] mov gword ptr [rsp+60h+arg 0+8], rax
mov [rsp+60h+var 60], rax mov [rsp+60h+var_19], 0
call internal_syscall_windows_registry Key_Close_2|mov rax, [rsp+60h+var_18]
mov rbp, [rsp+60h+var 8] mov [rsp+60h+var 60], rax
add rsp, 60h call internal syscall windows_registry Key Close 2
retn mov rbp, [rsp+60h+var_8]
add rsp, 60h
retn
Figure 2: Function that fetches the key
Dependency Deployment

The malware will decompress and drop three Gzip embedded files into the %temp% directory. The dropped files

are utilities for the threat actor to use once a C2 channel has been established. The files dropped are Foxmail,

PAExec and LSASS, shown below.
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| | 833dc4c335
;> pxr @ 9x983360
Ox0000000000088b1f . 559903
@xd5147c7dbdecf 00
@x605924eecd7c30d9
@xa0d04a2a34481661
@xdc@4c4a2b23b8062

0x4366217175808668

@x42a5bb74d5b424c4

@x357674204b680661

@xealfbbdabbZ2ae393

@xbeb7debed8fb@5a3

@x3e69b0dd2d68ad37

@xa8a@d50a3512f910 v,
0x9881b26241a8dd67 g..Ab... @ str.gAb
@x7a09376673aefef3 :

Figure 3: Head of embedded Foxmail.exe file, Gzip compressed

| 18219041 3af045dbh38dfb d2 9600 b A7 7 b, 5/1572021 22940 SESFile 1KE

55| 083152757 exe Lsass 5£15/2021 749 At Application 13 KB
B=| 004633205.exe PAExec 5/A15/2021 748 AM Application 185 KB
5=| 119354403, ex2  Foxmail 5/A15/2021 835 AM Application 5 KB

| aria-debug-5816.log 541020211012 Ak Tewt Docurnent OkE

Figure 4: Dropped dependencies

Next, the malware will check to see if it is installed at “C: UsersIEUserAppDatal.ocalWindows
Updateupdater10.exe.” If not installed, the malware will be relocated to the path.

Persistence

Persistence can be set up in multiple ways, some of which require admin privileges. Privilege escalation will be

covered in a later section.

Registry Run Key: Current User

The following registry entry is created:

e Key: ComputerHKEY_CURRENT_USERSoftwareMicrosoftWindowsCurrentVersionRun
e Name: Windows Updater
e Value: “C:UsersAppDatal.ocalWindows Updateupdater10.exe” -1 -0
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E Reqgistry Editor
File Edit ‘iew Faworites Help

CornputersHRKEY_CURRENT_USERYSoftware Microsoft\indowsh CurrentyizrsioniRun

Backgroun & || pamme Type Data
Capabilityd
COP
ClickMote
CloudStare
ContentDel

Controls Fo

|ab f REG_SZ {wvalue not set)

REG_ZZ "CiUsershEUsery&ppDatatLocalWindows Updatetupdater1Qexe” -1 -0

Figure 5: Registry Run Key
Registry Run Key: Local Machine

A similar entry as the above is created at:
ComputerHKEY_LOCAL_MACHINESoftwareMicrosoftWindowsCurrentVersionRun

Image File Execution Options Injection

Image File Execution Options are configured by the Windows registry with the intention of being used for
debugging. This can be leveraged for persistence as any executable can be used as a “debugger.” The malware
ensures the following keys exist: HKEY_LOCAL_MACHINE SoftwareMicrosoftWindows
NTCurrentVersionAccessibility

HKEY_CURRENT_USER SoftwareMicrosoftWindows NTCurrentVersionImage File

Execution Optionsmagnify.exe

The Image File Execution Options key has the following entries set:

Name Data
Configuration mangnifierpane
Debugger “C:UsersIEUserAppDatal.ocalWindows Updateupdater10.exe” -1 -0

This causes the binary for Microsoft Screen Magnifier (magnify.exe) accessibility tool to be backdoored and

execute the malware.

WMI Event Subscription

In this option the malware utilizes “WMIC” to create an event subscription for persistence. Three commands are
executed to create events in the “rootsubscription” namespace that will start the payload within 60 seconds of

Windows booting up. The commands executed are:

wmic /namespace:’\rootsubscription’ PATH __EventFilter CREATE Name="GuacBypassFilter’,
EventNameSpace="rootcimv2’, QueryLanguage="WQL’, Query="SELECT * FROM
__InstanceModificationEvent WITHIN 60 WHERE TargetInstance ISA
‘Win32_PerfFormattedData_PerfOS_System”
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wmic /namespace:’\rootsubscription’ PATH CommandLineEventConsumer CREATE
Name="GuacBypassConsumer’, ExecutablePath=""C:UsersIEUserAppDatal.ocalWindows Updateupdater10.exe”
-1 -0', CommandLineTemplate=""C:UsersIEUserAppDatal.ocalWindows Updateupdater10.exe” -1 -0’

wmic /namespace:’\rootsubscription’ PATH __FilterToConsumerBinding CREATE
Filter="__ EventFilter.Name="GuacBypassFilter”,

Consumer="CommandLineEventConsumer.Name="GuacBypassConsomer”)

Winlogon Helper DLL
The malware can modify the “Winlogon” key in order to run itself during Windows logon. The path of the
executable is appended to the “Userinit” entry.

B Registry Editor - m} X
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOF TWARE\Micrasoft\Windows NTACurrentiersion\Winlogon

RemoteRec A || pame Type Data ~
S(hed‘u\a 3b|DebugServerCo.., REG_SZ no

:::‘E:Lt 9% DisableBackButt., REG_DMWYORD 000000001 (1)

setup '-’-';%J DisableCAD REG_DM/QRD 0200000001 (1)

SoftwarePn ‘-'-/'c':\ DisableLock\Wor... REG_DW/ORD 000000000 (0)

pp | EnableFirstlogo.., REG_DWORD 0x00000001 (1)

SRUM ) EnableSiHostint.. REG_DWORD 0<00000001 ¢1)

Superfetch #%|ForceUnlockLog... REG_DWORD (00000000 (0}

Suchost ]LastlogOffEndT... REG_QWORD Dxcd13a21450 (842142979152)

SysternRest ab| | astllsedUserna,., REG_SZ |EUser

Terminal Se ab)legalMoticeCap... REG_SZ
TileDatahdc ab]LegalMoticeText  REG_SZ

Time Zone: 8| PasswordExpiry... REG_DWORD (00000005 (5)
TokenBroke b Powerdowndfte., REG_SZ 0
Tracing ab|PreCreateknow.., REG_SZ {£52041244-1780-4FF6-BD18-167343C5AF 16}
UAC ab] ReportBootOk REG_SZ 1
Update b scremoveoption  REG_SZ 0
MersionsList ab| Shell REG_SZ explorer.exe
Virtualizatic | | fo) op o) Critical REG_DWVORD 000000000 (0)
VolatileNot ab| Shellinfrastructure REG_SZ sihost.exe
m“;;iec:: 8 ShutdownFlags  REG_OWORD 0<0000032b (B11)
Windon 5% SiHostCritical REG_DWORD 0x00000000 (0)
Winlagon 'i'.'éj SiHostReadyTim... REG_DWORD (00000000 (0}
WinsAT $%) SiHostRestartCo... REG_DWORD 0x00000000 (0)
N 24 SiHostRestartTi.. REG_DWORD 000000000 (0)
‘irelessDo ab| Userinit REG_SZ CiWindowshSystern32\userinit.exe, "C:\Users\[EUsen\AppData\Local\Windows Updatetupdater10.exe” -1 -0
WOF ,{bWMApplet REG_SZ SysternPropertiesPerformance.exe /pagefile
WUDF abWinStationsDisa.. REG_SZ 0
H Shlim A aiaie Nlbadat > N
< > < >

Figure 6: Winlogon registry modified

Scheduled Task

The malware can create a scheduled task called “OneDriveUpdate” to maintain persistence. The task is configured

from an XML file, “elevator.xml” dropped to APPDATA, to trigger upon logon.
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<2¥ml wersion="1.0" encoding="UTF-16"72>
ﬂ <Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
= <RegistrationInfo>
<Date>2018-06-09T15:45:11.0109885</Date>
<Author:>000000000000000000</ Author>
<URI>\Microsoft\Windows\0OneDrivelUpdate</URI>
= </RegistrationInfo>
% <Triggers>
= <LogonTrigger>
<Enabled>true</Enabled:>
</LogonTriggers>
</Triggers>
<Principals>
«<Principal id="Author":>
<UserId>S-1-5-18</UserId>
<RunLevel>HighestAvrailable</RunLevel>

UHLF

- </Principals
</Principals>

Ll

<3Jettings>
<MultiplelnstancesPolicy>IgnoreNew</MultiplelInstancesPolicy>
<DisallowitartIfOnBatteries>false</DisallowitartIfOnBatteries>
<StoplfGoingOnBatteries>false</StopliGoingOnEatteriess
<AllowHardTerminate>false</AllovHardTerminate>
<StartUhenivailsblertrue</JtartWhenivailable>
<RunCnlyIflletworkivailable>false</RunOnlyIfNetworkivailable:>

= <IdleSettings>

<StopOnldleEnd>true</StopOnIdleEnd:>

<RestarcOnldlexfalse</RestarcOnldler

= </ IdleSettings>

<AllowStartOnDemand:true</AllowitarconDerand>

<Ensbled>true</Enabled>

<Hidden>false</Hidden>

<RunCnlyIfIdle>false</RunOnlyIfIdlex>

<WakeToRun>false</ UakeToRun>

<ExecutionTimelimit>PT0S</ExecutionTiwelimits>

<Priority>7</Priority>

= <RestartOnFailure>

<Interval>PT2H</ Interval>

<Count>999</Count>

r </RestartOnFailure>

i </Settings>

ﬂ <Actions Context="Auther">

= <Exec>

<Command>"C:\Users\IEUser\AppDataiLocal\Windows Update\updaterl0.exe" -1 -0</Comands>

r </Exec>

r </Actions:

= </ Task>

Figure 7: Task configuration file

(E‘J OneDrivellpdate Ready At log on of any user 11/30/199512:00:00 AN The task has not yet run, (0:41303)

<

General Triggers Actions  Conditions Settings  History (disabled)

When you creste a task, you must specify the action that will accurwhen your task starts. To change these actions, open the task property pages using the Properties command,

Action Details
Starta program "CiUsers\EUsersAppDatatlocal\Windows Update\updater10.exe” -1 -0

Figure 8: Action of triggering the task

The file “elevator.xml” is then removed from the disk.

Privilege Escalation

There are multiple avenues that the malware can take for privilege escalation. It will first test to see if it already
has admin privileges and if it is a Windows server. To check if the process has admin privileges, it will attempt to
open “\\PHYSICALDRIVEDQD;” if unsuccessful, the malware will attempt to open “\.\SCSI0.” If successful for
either of these, it will return “True” from the function. If “False,” the program will check to see if it is a Windows
server by running the command “systeminfo,” and parsing for the string “Microsoft Windows Server,” as shown

in Figure 9.
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P

public client_IsWindowsServer
lclient_IsWindowsServer proc near

ar_20= gword ptr -20h
ar_18= gword ptr -18h
ar 10= gword ptr -10h
ar 8= gword ptr -8
arg_0= byte ptr 8

mov rcx, gs:p8h
mov rex, [rex+0]
lcmp rsp, [rcx+10h]
jbe short loc_687430
¥ oL [
= =
sub rsp, 30h
mov [rsp+30h+var_8], rbp loc_687430:
lea rbp, [rsp+30h+var 8] call runtime morestack_noctxt
icall client_GetSystemInfo jmp client_IsWindowsServer
lcmp [rsp+30h+var_20], 0 client_IsWindowsServer endp
inz short loc_687421
T 3 —
P e =
lea rax, aMicrosoftWindo ; "Microsoft Windows ServerMontevideo Stan"..
mov [rsp+30h+var_20], rax loc_687421:
mov [rsp+30h+var_ 18], _18h . . _mow Lren+3i0h+ara 01. 1
lcall strings_Index aMicrosoftWindo db 'Microsoft Windows ServerMontevideo Standard TimeNorth Asia Standa’
lemp [rsp+30h+var 10], _ . i DATA XREF: client_ IsWindowsServer+3lto
51 short loc_687412 db 'rd TimePacific SA Standard TlnﬁQueryPer'
i P
Imov [rsp+30h+arg 0], 1
[mov rbp, [rsp+30h+var_ 8](|loc_687412:
add rsp, 30h mov [rsp+30h+arg 0], O
retn mov rbp, [rsp+30h+var 8]
add rsp, 30h
retn

Figure 9: Check for Windows Server

The malware has four options for privilege escalation, one of which is not implemented properly:

UAC Bypass: Computer Defaults
This exploit starts by opening the following registry key:
HKEY_CURRENT_USER (0x80000001) SoftwareClassesms-settingsshellopencommand

The default entry is set to the path of the malware, and an entry “DelegateExecute” has an empty string value

added. Next, the program “computerdefaults.exe” is executed to complete the exploit.

[ Registry Editor

File Edit “iew Fawvorites Help

ComputeriHEEY_CURREMT_LISERN Software!, Classesyms-settingsishellhopentcormmand

camrmand 1 Marme Type Data
ms-sttoverlay 2 REG_5F "CalserssEUser AppDatatLocalWindows Update..,
rns-swEY {'}j Delegatebxecute  REG_EZ
ms-todo
ms-to-da

rms-unistore-email

rms-woip-call

Figure 10: Registry set for exploit

The key is deleted after exploitation.

UAC Bypass: Fodhelper

This exploit is similar to the Computer Defaults UAC bypass but this time it leverages the program “Features on

Demand Helper” (Fodhelper.exe), a binary with the “autoelevate” setting set to true. The same registry entries are
used.
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linz loc 6820BC |
F; 3
(G=
sax, BUBO000TR
Lzspt1i8hivar_118], rax [1oc_ss208c:
rax, aSoftwarsClasse_ oftware\\Classes\\ms-settings\\shell\\" ... [lnov quord ptr [rsp+ll8h+arg_10], rex
quord ptr [rsp+llBh+var_110], rax fmov aword ptr [rap+ll8h+arg 10+8], rax
quord ptr [rsp+llBh+var_110+8), 2Fh ; '/ mov , (rsp+118n+var_7
dword ptr [rap+ll8h+var 1001, mov (rsp+l1Bh+arg 20],
internal_syscall_windows. _Fegistry openkey 0 1ea (xsp+118h+arg_28)
rax, gword ptr [Fsp+llBhivar F 1ea [ 18h+var_70]
rcx, (rap+llShivar E8) mov (rsp+li8h+var 128, rbp
rdx, quord ptr [rsp+llsh+var Fe+8] 1ea (rsp+llghivar 128)
rbx, off 736248 a1l
[rep+1l8Revar_10], rbx mov (£bp+0]
[rap+1lBhevar CO], rax mov [rup‘llEhovut ]
{rsp+1i8hevar D1, 1 laaa 1
rdx, rdx jretn
loc 682056
F Y
E==
TEsp? ITETvar CB], Tax
{zspellensvar_[18], rax Jroe_seznss:
quord ptr [rsp+llBh+arg_10], rdx
[npuunour 110], xmm0 hov quord ptr [raptllehiarg 103, rox
tr [rep+ll8hevar 100], 1 ov rax, [rsp+ll
rex, [x.p‘uanov.r B8] ov Trop+d 18hvarg 201, ra
d ptr [rep+llgh+var | 1ea rdi, [rap+llshtazg 28]
mx, [rsp+118h+var DO llea rsi, lnponcnovu 70)
qword ptr [rsp+ll8hevar F8+d), re ov [rsp+iish bp
Tolang org % sys windows regletry, Key_setstringvalos [le top, [rapell Evar 130)
rax, [rsp+liBhévar E0] leall  loc'4s39sC
rex, [rsptll8htvar E8] fov Topr [2bpe0
cx, rex frov [rsp+118hevar D1), 0
loc’ 682CF0 pov rex, [reptlighivar C0)
[rsp+118hevar_118]
Fali  lncarnal syscall windows _registry Key Close 2
o bp, [rap+llshévar 8]
ladd rsp,
retn
ks
= -
Tax, [reprllBhevar CB]
[rsp+lishevar _118], rax jroo_ssacros
rax, aloTimeoutiamse+1F4dh ; “DelegateExecuteDeviceloControlbuplicate”. qword ptr (rsp+ll8hearg 10],
qword ptr [rsp+ll8hivar_110], rax lov  quord pir (rsp+ildhsarg 10481 Tax
qword ptr [rsp+ll8hevar 110+8], OFh frov rax, (rep+ll8htvar 78]
dword ptr [rsp+lihevar_100], § fmov (rsp+l18hearg 20], rax
xm0 Lea xdi, (rep+ll8hvarg 28]
{rop+110n+var_¥8), xmm0 Lea rsi, [rep+ilshevar 70]
golang_org_x_sys_windows, _Key_setStringValue fpov {Esptl18hiver 128); cbp
rax, [rsptllBh+var_EB] Lea bp, [rsptll8htvar 128]
rex, [rsptllshiver_eo] fcall 1oc,|53uc
rax, mov xbp, (rbp+d]
Toe sa2c8n fpov (r.pnmnvu o1l 8
v ax, [rsp+118h+var_CO]
fpov Teoptiiohevar. 1161, rax
[call  internal_syscall windows_registry Key Close_2
fmov Tbp, (rep+lilBhevar 8]
ladd 8Py
[retn
¥ 1]
wax,
(rsp+ligh+var_118], rax [roc_sezeeas
ime_Sleep qword ptr [rsp+llBhtarg 10], rax
7 xmm0 Jmow Gord Btr [repsll8hrarg-1046], rox
(rsp+llghevar 98], xmm0 Jmov rax, [rsp+llBhtvar_78)
Lrsptilshivar 8], xemo Jmow (rspt+118h+arg 20], rax
Tax, aC_ 1ea rdi, [rsp+l18F+arg_28)
arozd pEx lrlr“uhtvl _gt), rax 102 rei, [rep+ll8h+var 70]
qwo. T (repe 98+8], 2 o (rspt+1lah+var_128); r
Tany afioDiatvithdiaciBo ¢ 1c1\\Windows\\Systend2\\ fodhelper. execap®. . 102 rbp, [rep+ilsfsvar 128]
qword ptr [rsp+ll8hevar 88), rax a1l 1oc 463
q\mrd Ber (zapeilohevar 83d), 210 ; 1 Iro Tbp, [rbp
aCmd Imov (owiishimar o)
lup*llﬁhwur 1181v rax mov [rsp+118h+vas cv]
avord per (repellshevar 110), 3 Imow [rop+iifnevar. 118); zax
zax, (rsprlifhevar call  internal syscall windows registry Key Close 2
avoid ptr (rapsllshevar 11048], rax o Tbp, [rep+ll8hevar
Trepriishivar 100, 2 ada rep, 118h
qword ptr |npolmmur ¥, 2 retn
o5_exec_Coman

ptr [rsp+l18hivar_F8+8]
[Esp+T10ntvar B0, rax
Ei

rcx, unk_6F9

sp+118h+var_118], rex
Funtise sevojact
fex, quord pt [ceptilBhivar_110)
byte ptr [(rax],
rcx, (rsptil8hivar_BO)
[rex], a
Sairunting writesarrier, 0
loc_682

i Y
[~ C 1

Figure 11: UAC bypass with Fodhelper.exe

UAC Bypass: Disk Cleanup

This UAC bypass works by leveraging the scheduled task named “SilentCleanup.” This task runs with the highest

privileges but is configured to have the ability to be executed by unprivileged users.
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General Triggers Actions Conditions  Settings  History (disabled)

Marne: SilentCleanup

Location: YWicrosoft\Windows\DiskCleanup
Authar: Microsoft Corpaoration

Description: | Maintenance task used by the systern to launch a silent auto disk cleanup when running low on free disk space,

Security options

When running the task, use the following user account:

Users
Run anly when user is logged on
Run whether user is logged on or not

Do not store password, The task will only have access to local resources

Rur with highest privileges
Figure 12: Config for SilentCleanup

The malware attempts to leverage the environment variable “%windir%” to execute itself with higher privileges.
The scheduled task runs an action “%windir%system32cleanmgr.exe,” therefore the malware tries to set the

“windir” variable to the path of the malware.

General Triggers A&ctions  Conditions  Settings  History (disabled)

Withen you create a task, you must specify the action that will occurwhen your task starts, To change these actions, open the task property pages using the Properties command,

Action Details

Start a program Fawindirihsystern32hcleanmagr.exe fautoclean fd Ysystemdrive®

Figure 13: Action of the scheduled task (SilentCleanup)
Registry Editar )

File Edit “iew Favorites Help

Cormputer\HKEY_CURREMT_LISERNEresirontment

v B8 Computer A Marne

HEEY_CLAS

v | HKEV_CURRENT_USER
AppEvents

Type Data

REG_S7 (walue not set)

Consale

Contral Panel
Eredironraent
ELDC

Keyboard Layout
INetweork

Printers
Software

Sypstern

Waolatile Environrnent ablyyindir REG_SZ "Cilsersy EsertAppDatatLocaldindows Updatetupdater]Qexe” -0-1
v HEEY_LOCAL MACHINE
ECD00000000

Figure 14: “windir” variable set in the registry

After setting the registry, the malware runs the scheduled task.
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xmm0, xmm0

[rsp+140h+var_D0], xmm0O
[rsp+140h+var_C0], xmm0

rax, aC_0 ; /et

qword ptr [rsp+l40h+var DO0], rax
gword ptr [rsp+l140h+var DO+8], 2

rcx, aSchtasksRunTnM ; "schtasks /Run /TN \\Microsoft\\Windows"...

qword ptr [rsp+l40h+var CO0], rcx
gword ptr [x

A\ gword ptr [rsp+l40h+arg 10+48], rax
oV rax, [rsp+l40h+var_ 78]
v [rsp+140h+arg_20], rax
lea rdi, [rsp+l40h+arg_28]
lea rsi, [rsp+l40h+var_70]
\4 [rsp+140h+var_150], rbp
lea rbp, [rsp+l40h+var_150]
all loc_46398C

aSchtasksRunTnM db ‘schtasks /Run /TN \Microsoft\Windows\DiskCleanup\5ilentCleanup /I’

rdx, aCmd ; DATA XREF: client uac_once w32 nt once silentCleanup+253to
[rsp+140h+ve ; client uac_once w32_nt_once_silentCleanup+305t0
[£Sp+140h+Var—soury P e A

rbx, [rsp+l140h+var_D0] icall internal_syscall windows_registry Ke
[rsp+l40h+var_130], rbx mov rbp, [rsp+l40h+var_8]
[rsp+140h+var_128], 2 add rsp, 140h

[rsp+140h+var_120], 2 retn

os_exec_Command

rax, [rsp+l40h+var_118]
[rsp+140h+var_B0], 0
xmm0, xmm0
[rsp+140h+var_A8], xmm0
[rsp+140h+var_98], xmm0
[rsp+140h+var_88], xmmO0
rex, acCmd ; "emd"

Figure 15: Execution of the scheduled task

The resulting process:

=

[85] swchost.exe
[®5] swehostexe
[85] svchost exe
[85] swehost exe
[5] swchost.exe
[¥] swchost.exe
[ swehostexe
[85] swehost exe
[5] svchostexe
v [¥] suchost.exe

B3 conhostexe
\3 WBoxSerdice. exe
[#] swchost.exe
[#5] swchost.exe
[#5] swehost exe
[E] NisSrv,exe
[®] swchost.exe
[#5] svchost.exe
[o=] s355.exe
[ fontdrvhost exe

092 213 8B NT AUTHORITYASYSTER. Host Process for Windowes Ser.
1016 [ updateriO.exe (704) Praperties e [m]
1040 . :
1048 Mernory Environment Handles Disk and Metwork  Comment [ WIEUseriAapphatasiloca
113 General Skatistics Performance Threads Token Modules
1152 File .
1160 A Perrmissions for updater1Qexe *
25 {UMVERIFIED) Security
1328 Wersion: M4 _
1464 Group or user n

Irnage file name:

‘ CriUsers\IEUser AppDataiLocaliwindaws Llpdate\updaterm.e>ce|

7780

1500 455

1520 Process
pra

. Cormand line: ‘ daterl0.exe” -0 -1system32iceanmar. exe 3l

2

5544 Current directory: ‘ Ciwindows)system32)

7980 Started: ‘ 2 minukes and 40 seconds ago (1:45:58 AM 6/,

e PEE add [ me3croo | 1mage 4

address: X370 mage

445 " ad
65 Parent: ‘ svchost.exe (1464)
828

Mitigation policies: ‘ DEF {petmanent)

sage: 24.93%

Physical mem

onys 2,22 GB (36.90%) P Protection: Mone

1NNNNNNE&37NR 4

ptr ss:[rsp+A0]=[000000C000143AEQ]=54557

Permissions Tl

Figure 16: The elevated process

UAC Bypass: Event Viewer

SR Admiristrators (MSEDGEWINTOMA tors)
a? LogonSessionld_0_734839 [NT AUTHORITY)

Add... ‘ ‘ Remove

Permissions for 5Y5TER Aallo Deny

Full contral o =

Cuery limited information O

Queny information O

Set information O

Set quatas O w
For special pe ionz or advanced settings Advarced

click &dvanced

Based on the strings in this path, it appears that the malware intended to leverage the “Event Viewer” UAC

bypass. But this does not appear to be properly implemented in the program.
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lea
lea
oV
lea
all
oV
oV
add
retn
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FEE

var 88= qword ptr -88h
var_71= byte ptr -71h
var_ 70= qword ptr -70h
var 68= byte ptr -68h
var 8= gword ptr -8

arg_10= xmmword ptr 18h

arg_20= gword ptr 28h
arg_28= byte ptr 30h

oV rcx, gs:28h
oV rcx, [rex+0]
cmp rsp, [rcx+10h]
jbe loc_6826FF

public client uac_once_w32_nt_once_eventvwr
client_uac_once_w32_nt_once_eventvwr proc near

v

rsp, 78h
[rsp+78h+var_8], rbp
rbp, [rsp+78h+var_ 8]
[rsp+78h+var_71], 0
xmm0, xmm0
[rsp+78h+arg_10], xmmO
[rsp+78h+arg_20], 0
rdi, [rsp+78h+arg 28]
rdi, [rdi-20h]
[rsp+78h+var_88], rbp
rbp, [rsp+78h+var_ 88]
loc_463631

rbp, [rbp+0]

rax, cs:off_ 78E6A0 ;
[rspt+78h+var_70], rax
rdi, [rsp+78h+var 68]
rsi, asc_78E6A8 ; "\b"
[rsp+78h+var_88], rbp
rbp, [rsp+78h+var_ 88]
loc_46398C

rbp, [rbp+0]

xmml, xmml
[rsp+78h+arg_10], xmml
rax, [rsp+78h+var_70]
[rsp+78h+arg_20], rax
rdi, [rsp+78h+arg_28]
rsi, [rsp+78h+var_68]
[rsp+78h+var_88], rbp
rbp, [rsp+78h+var_ 88]
loc_46398C

rbp, [rbp+0]

rbp, [rsp+78h+var_ 8]
rsp, 78h

"eventvwrevpn.exe"

loc_6826FF:

call runtime_morestack noctxt

jmp client_uac_once w32_nt_once_eventvwr
client_uac_once_w32_nt once_eventvwr endp

Figure 17: References to “eventvwr” in a function called by “MakeAdmin” parent

Command and Control

Before Command and Control (C2) is established the malware initiates a controller struct:

type control.Controller struct{

[]control.Shell

connection net.Conn

bot model.Bot

socksSessions []control.SocksProxy

shellSessions

keepAlive net.Conn }

First, a x509 keypair is decoded from Base64 and loaded by the function tls.x509KeyPair.
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rsp, 178h

[rsp+178h+var_ 8], rbp

rbp, [rspt+l78h+var 8]

rax, cs:encoding base64_StdEncoding
[rsp+178h+var_178], rax

rax, aLsOtlslcrudjti ; "LS0tLSICRUdAJTiBDRVJIUSUZJQOFURSOtLSOtCkL"
[rsp+178h+var_170], rax

[rsp+178h+var_168], OABCh

encoding_base64 ptr_Encoding _DecodeString
rax, [rsp+l78h+var 160]

[rsp+l178h+var_A0], rax

rcx, [rspt+l78h+var 150]

[rsp+178h+var_ B8], rcx

rdx, [rsp+l78h+var 158]

[rsp+l78h+var_C0], rdx

rbx, cs:encoding base64_StdEncoding
[rsp+l178h+var_178], rbx

rbx, aLsOtlslcrud]tl 1 ; "LSO0tLS1CRUAJTiBSUOEgQUFJJVKFURSBLRVKtLSO0".
[rsp+178h+var_170], rbx

[rsp+178h+var_168], 10ECh

encoding_base64 ptr_Encoding DecodeString
rax, [rsp+l78h+var 160]

rcx, [rsp+l78h+var 150]

rdx, [rspt+l78h+var 158]

rbx, [rsp+l178h+var A0]

[rsp+l178h+var_178], rbx

rbx, [rsp+l78h+var_ CO0]

[rsp+178h+var_170], rbx

rbx, [rspt+l78h+var B8]

[rspt+178h+var_168], rbx

[rsp+178h+var_160], rax

[rsp+178h+var_158], rdx

[rsp+178h+var_150], rcx
crypto_tls_X509KeyPair

rax, [rspt+l78h+var 148]

Faememe 1170 leemee OA [R——

Figure 18: Loading x509 key pair

The decoded keypair is linked here and here. Strings from this certificate can be matched to strings in the Issuer

DN of a similar certificate with subject “UrbanCulture, Inc.” A further PEM certificate is decoded and appended
to the cert pool. A TLS handshake is performed with the C2 server 185.188.183[.]144 on the port 1141 and then

creates a Goroutine called “Controller. WaitCommands.”
The malware is able to:

e Start a SOCKS proxy (‘proxy’)
e Start a reverse shell (‘shell’)

e Start an RDP server (‘rdp’)

e Start a binary (‘binary’)

e Update binary (‘update’)

e Run PowerShell command (‘cmd’)

The malware will initiate further Goroutines to collect information from the system. If running as administrator, it

will run the Lsass binary previously dropped into the temp folder.

P L MU DO DU L e e e e P D TR e

% Dump 1 B Dump 2 B Dump 3 B Dump 4 B Dump 5 B8 wakch 1 [x=] Locals s Struct
Address Hewx ASCIT
000000C000276C00 |43 34 SC GBS (73 S5 F2 FI|SC 459 48 BE|F3 EL F2 Lo |C:ihwUsershIEUserh,

000000C000276C10 |41 70O 7O 44|61 74 61 5C|4C 6F 63 61 |6C 5C 54 &5 [AppDataslocalhTe
00000QZ000276Z20| 60 70 5C 3G5(38§ 33 35 35|31 3F 35 35 |2E &5 78 &5 [mMpAEEILS1TI5.exe

nonnnnennn?7ec2nl 21 s 20 srlrE 27 e FTnlzn ne 77 oaslsn aF AR nTia FTaln fha’” T ow

Lsass.exe

Figure 19: Path of the Lsass binary to be executed
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The results are stored in a file called “Andrew.dmp” inside the temp folder. This information is sent to the C2

server through a HTTP POST request.

| (4 = | Ternp

Haorme Share Wie

« v A » |EUser » AppData » Local » Temp

Marne Diate mud\i}ied Type Size

3 Quick access i
— | ] Andrew.dmp 6352027 1:04 Ak DkAP File
P4 nn

Figure 20: Location of dump file

Another routine will take a fingerprint of the machine, concatenating the results into a string, and send this off in a

HTTP POST request. It runs the following commands in this order:

. systeminfo

. ipconfig

. net view /all

. net view /all domain
. net users /domain

. nltest /domain_trusts

N OO U AW N

. nltest /domain_trusts /all_trusts
Finally, the malware will periodically get information about the local network and adapters.
Detect and Respond to Klingon RAT

Detect if your Windows machine or server has been compromised by Klingon RAT or any variant that reuses
code using the Intezer Analyze Live Endpoint Scanner available via the enterprise edition. Running the scanner

will classify all binary code residing in your machine’s memory.
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INTEZER ANALYZE Scan File Scan Endpaint Scan Memory Dump Reports v Plugins v Integrations

Genetic Summary

44237e2de44a533751c0baace09cf83293572ae7c51cb4575e7267 .

v Klingon RAT

updateri0.exe

moduleupdateri0.exe

Figure 21: Endpoint scan of an infected system

Indicators of Compromise

MD5 C2

8d44ccac6b5512a416339984ad664d79 185.188.183[.]144

14471a353788bb6cdb6071d0e0a83004 94.177.123[.]1134

327090cbddf94fc901662f0e863ba0cb 88.214.27[.]140

39d550fd902ca4c1461961d01adlaebb 51.83.216[.]211
MITRE ATT&CK

Tactic 1D Name

Execution T1059.001  PowerShell

T1059.003  Windows Command Shell

T1047 Windows Management Instrumentation
Persistence T1547.001  Registry Run Keys / Startup Folder

T1547.004  Winlogon Helper DLL

Windows Management Instrumentation Event
T1546.003 o
Subscription

T1546.012  Image File Execution Options Injection
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https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1047/
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1547/004/
https://attack.mitre.org/techniques/T1546/003/
https://attack.mitre.org/techniques/T1546/012/
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T1053.005  Scheduled Task

Privilege Escalation T1548.002  Bypass User Account Control

Defense Evasion T1562.001  Disable or Modify Tools

T1070.004  File Deletion

Credential Access T1003.001 = LSASS Memory

Discovery T1082 System Information Discovery
T1016 System Network Configuration Discovery
T1018 Remote System Discovery

Command and
T1571 Non-Standard Port
Control

T1071.001 = Web Protocols

Source: https://www.intezer.com/blog/malware-analysis/klingon-rat-holding-on-for-dear-life/
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https://attack.mitre.org/techniques/T1053/005/
https://attack.mitre.org/tactics/TA0004/
https://attack.mitre.org/techniques/T1548/002/
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/techniques/T1562/001/
https://attack.mitre.org/techniques/T1070/004/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/techniques/T1003/001/
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1016/
https://attack.mitre.org/techniques/T1018/
https://attack.mitre.org/tactics/TA0011/
https://attack.mitre.org/tactics/TA0011/
https://attack.mitre.org/techniques/T1571/
https://attack.mitre.org/techniques/T1071/001/

