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UScellular, self-described as the fourth-largest wireless carrier in the US, has disclosed a data breach after the company's
billing system was hacked in December 2021.

The mobile carrier said in data breach notification letters sent to 405 impacted individuals that the attackers also ported
some of the affected customers' numbers using personal information stolen in the incident.

"On December 13, 2021, UScellular detected a data security incident in 'which unauthorized individuals illegally accessed

our billing system and gained access to wireless customer accounts that contain personal information," the carrier explained.
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"Unauthorized individuals attempted to leverage access to that information to fraudulently port numbers. Based on our

investigation, we believe that the incident occurred on December 13-19, 2021."

After hacking into UScellular's CRM system, the attackers could also view customers' account information, including their

phone numbers and addresses.

"Information in customer accounts include name, address, PIN code and cellular telephone number(s) as well as information
about wireless services including service plan, usage and billing statements," UScellular said.

"Sensitive personal information, such as Social Security number and credit card information, is masked within the CRM
system. At this time, we have no indication that there has been unauthorized access to your UScellular online user account."

Employee login credentials reset after the attack

While UScellular did not say if any of its employees' accounts were compromised in this security breach, the company reset
an undisclosed number of retail store login employee credentials.

The mobile carrier also reset the impacted customers' security questions, answers, and personal identification numbers (PIN)
linked to their accounts.

"Upon discovery of the incident, UScellular immediately disconnected the computer accessed by the unauthorized

individuals from the internet and requested immediate removal from the internet of the fraudulent websites used by the
fraudsters as part of the scheme," UScellular added.

Impacted UScellular customers are advised to be on the lookout for targeted phishing scams using personal information
stolen from the company's CRM systems.

This is the second data breach that hit UScellular in 2021 after hackers were also able to gain access to the carrier's CRM

software in January 2021.

Just as following the December breach, the threat actors were also able to successfully port some UScellular customers'

numbers which would allow them to steal two-factor authentication codes sent via text messages and, potentially, hijack the
victims' online accounts.

A UScellular spokesperson was not available for comment when contacted by BleepingComputer earlier today,
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Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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