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In Joe Sandbox Cloud Basic, our community version of Joe Sandbox, we often get very interesting and recent

malware samples. On the September 16th, 2020 we came across a new GulLoader variant
(MD5: 01a54f73856¢cfb74a3bbba47bcec227b). GuLoader is a malware loader well known for its anti-evasion

techniques.

Slow VM Exits

The initial analysis on a virtual machine showed the following results:
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As we can see in the Signature section, there are some RDTSC based evasion checks executed:
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Malware Analysis System Evasion:

Spurce Clserswser\DesktoptMew Inquiry  90383TITTTTT2  ROTSC instruction interceptor First address: 0000000002 114688 second address 000

1102029393003938 exe

0000TFACICO04508h Dx0000000f fence 0x00000012 mov edx, dword ptr [TFFE0O1 48
024 pop ecx (x00000025 add edi. adx 0x00000027 dec acx 0xDO0DO00Z2E cmp cx, du O
QOTFACICO0YR2EN 0x00000039 call 0000TFACICO0451AN Dx000000 3 Hence 0x000
rdisc

Among many other anti-evasion checks, GuLoader uses the following code to detect that it is running in a virtual

machine:
1 fincludse <stdic.h>
2 finclude <windows.h>
3
4 ﬁ_dc-:l:;pur_'{n.;kcd:l ikt Eun{) |
5 H _ asm {
& _loop:
T lfence
B rdtsc 5L
g lfence
10 shl edx, Ox
11 or adx, eax
12 mov 9s5i, edx
13 pushad
14 mov aax, Oxl
15 cpuid
16 bt ecx, 0x1F
17 jb _hers
18 _here:
148 popad
20 lfence
21 rdtec F512)
22 lfence
23 shl edx, Ox?
24 or adx, @ax
25 sub edx, esi
26 cmp adx, Oxi
27 jle _loop
28 mov oax, edx
29 retn
30 r ki
31 1
3z
33 [int main() {
34 [ for (imt r = 5; r; r--) {
35 int sum = 0;
36 for (int i = oono; iy i-—-) I
37 sum += funi();
38 - 1
39
40 int expected = 11000000
41 H peintf {("expected between: [0, %d)\n got @  &din result @ Esh\nhin"
42 expacted, sum, {(sum < 0 || sum > expacted) 7 “Ffailaed™ : "passed™) ;
43 Blesp(5Ud)
44 b
45
46 Blesp (5000} ;
47 raturn 7;
48 A

The code has two main purposes. First, it measures how long the execution of the CPUID instructions takes. On

real hardware, CPUID is directly executed by the CPU. Inside a virtual machine, the CPUID instruction forces a

VM exit - execution is transferred from the guest VM to the host. The hypervisor handles the instructions and

switches back. This transition is much slower compared to direct CPU execution. The same is true for other
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instructions like RDTSC. This difference is measured and used to decide if the loader is going to execute the

payload or not.

Instruction Hammering

Secondly, the measurements are not executed once but executed thousands of times. The result is an overall delay
which often exceeds the execution time on a sandboxed analyzer. As a result, the payload execution is never
reached. This method of executing massive amounts of delay instructions to prevent the execution - also known as
Instruction Hammering - is very similar to API hammering, a technique we saw in TrickBot and many other

malware samples.

Instruction Hammering is extremely powerful since it is hard to detect and challenging to bypass, as it exploits the
architecture of virtualization. The GuLoader creators seem to have noticed that, and in the new version they have

even increased the number of delay instructions being executed:
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Disassembly:

8: ef 31 rdtsc
2: bE 91 @2 28 oo Mo eax,Bxl
78t a cpuid
9: 61 popa
a: =B 93 89 29 o call Bxl12
f: 8f as eB Ifence
12: 8b 15 14 @8 fe 7f mow edx, WORD PTR ds:8x7ffedeld I
18: 8f ae eB lfence
1b: 3 ret
[ Ic: 25 12 sub G EPGER |
le: ci ret
1f: 66 39 cB cmp aw,cK
22: BS c2 test edx, eax
24 59 pop eCx
25: 81 d7 add edi,edx
27: 49 dec ecH
28: BB 39 dl cmp i, dx
2b: 83 f9 @a cmp e, Ixd
Ze: 75 eh jne Bxlb
3@: 51 push ecx
31: 66 39 c@ Cmp ax,ax
34: eB 26 90 22 0@ call Bx51
39: e8 15 29 @90 2 call Bx53
3e: Bf ae eB 1fence
| 41: 8b 15 14 @8 fe 7f mov  edx,DWORD PTR ds:@x7ffeeeld |
47: 8f ae eB 1fence
da: c3 ret
I Ab: B9 df Mo el edx I
4d: 68 pusha
da: B8f 31 rdtse

This code executes RDTSC and CPUID 11 million times. In addition, UserSharedData.SystemTime is being used

for time measurements.

On a Windows 10 x64 system running on VirtualBox the delay loop takes several minutes to finish:
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On real hardware, the loop is executed in under one second!

Bare Metal Analysis to the Rescue

Joe Sandbox is one of a few vendors offering analysis on bare metal. In this setup, the malware sample is run on a
real physical machine. Physical machines are much closer to the real target of the malware. As a result, VM-based
evasions don't work and the sandbox can catch and record the real payload. If we analyze GuLoader on bare metal

the delay loop is passed in under a second and we can see that the LuminosityLink RAT is dropped:
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The full analysis report of the GuLoader variant is available here.
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