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Welcome back Intrusion Truth readers, it’s been a little while. We hope you’ve spent the time reflecting on our
findings from our previous set of articles on suspicious happenings in and around Wuhan. We don’t know about
you, but even after six articles we felt we had some unfinished business with Wuhan Xiaoruizhi and friends. So,
we put together the remaining information we had to give you a few more interesting snippets on APT31’s

operational infrastructure.

For our first annex, we will tackle a lead that was buried in the information leaked by our disaffected Xiaoruizhi
insider, of articles 4 and 5. That employees of Xiaoruizhi (AKA APT31 actors) had moved to new companies in
2020.

We set out to investigate these claims and see if we could identify some, or all, of the follow-on destinations of

Xiaoruizhi’s class of 2019. And, we are pleased to report, we had a pretty good run.

Let’s begin with the link that was most straightforward to piece together. A company we named, briefly, in an

earlier article.

A touch of in-depth Googling on some of the known Xiaoruizhi actors brought up the below spreadsheet, which
proved to be a goldmine. A spreadsheet of Wuhan City-based individuals in receipt of employment/training
subsidies, which, luckily for us, includes the companies they are employed by. Poring through this enormous

document, we hit the jackpot. Wuhan Shenzhou Human Resources Development Services.
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As of October 2020, no less than 12 Xiaoruizhi actors who we named previously were now on the books of

Wuhan Shenzhou Human Resources Development Service.

We again see some familiar characters — graduates of Wuhan Kerui Cracking Academy who left feedback. Xiong
Wang, Li Yilong, Hu Jiaxing (who we did not name but can be found on Kerui’s website) and Huang Zhen.
Moving onto a human resources department can’t have been part of their plan following their elite hacker training,
right?

Wuhan Shenzhou Human Resources appears to be legitimate, at least in the sense that it’s probably a real
company. It’s got its own website, which is a start, on which it claims to have 500 square meters of office space

and a labor force of 4,000 people. Impressive.
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WSHRS claims to specialize in labor dispatch, labor outsourcing, subcontracting, and headhunting, among a
number of other noble pursuits. But this provides a clue. The practice of labor dispatch in China is a process by
which employees are hired through an employment services agency and contracted out to an end user, as opposed
to the traditional practice of direct employment. The workers sign contracts with the employment services agency,
rather than the end user of their services. It’s our best guess here at team I-T that Wuhan Shenzhou Human
Resources now acts as labor dispatch for these 12 APT31 employees, and dispatches them out to — well - APT31

or as others may know it; the MSS’ Hubei State Security Department’s cyberespionage program.

Hubei Chuangxin

Our next front company came to us via the gift that has given generously throughout this investigation. Social

insurance. Specifically, the social insurance records for Liao Xuliang and Zhou Yin.
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For our purposes, the most interesting rows of these documents are at the very bottom right. For both Liao and
Zhou the entry marked 201912, i.e. the insurance contribution for December 2019, was registered to Wuhan
Xiaoruizhi. But from 202001, January 2020, onwards, insurance contributions are registered to Hubei Chuangxin

Human Resources Department.

Readers, if you’re anything like us, the span of your interest in Chinese Human Resources Service providers will
be limited, so we will spare you too much detail here. But it certainly looks, per the screenshots below, like Hubei
Chuangxin provides labor dispatch services in exactly the same way as Wuhan Shenzhou, that is, most probably

contracting Liao and Zhou back to the MSS (APT, oops — sorry; typo.....)
BE ME = M H: BEs S8 BN g &0 EENTE BE

) . 3 338 . =
Ba cb ﬂ BRI AN RS R PR Wil i
I | o * W | EEEE | A .*

LRSS RER RS, FEFTRY, EXTHEARNETE. ATFECRUAES, #DCHER SN

LB AN ERIRS P OBRATE

RLCEERADSRESFONRLIRTFIORSNANSERE IETETERRIDED. ERiCEARS, LRE8N
EEEEA, BLsRERAEE, R TN e,

S R (202311

-

20800R 23
HTRNRIS

Sttt

Page 7 of 18



https://intrusiontruth.wordpress.com /2023 /07 /04 /wuhan-xiaoruizhi-class-of-19

Hubsel Inngvaticn Huran Resources Sendos Cenber Co, Lid
CRNEEr Iemined Raasly Oompanes

Subrsisting

alin 020026 i
Mo, 265, Happy Avenve, Eas! Lake Ecological Sosnic Area, Yuhan

4(has Licensed Rems: labor dspalch senvices, employment imenmedian acivities, oonsinaciion engineering Consirucion
consinaction labor senace subooniracting (projects submct 1o appeoval coonding 10 Ly Can only De aperated afer
agpreyval by relevan! depanments, and Specific DUSIness. pRoiects ane suliect Do approval documents oF Bosnses.
FEgiTy relerwant JEpAMmments ) General iBmsS. NTEn (ESounte Senices (Bxtiaing ob inlemedian BCIniles and
AL QIpECh SEraCes ), IBDOT Serioes (exChudng labor AEpaichn], DusSmess. \ramng (Exciudng edwcabonal
raining, votalional Skils. Iraming, S0t [l requing permisson), Sofaans oulsounting senices.  Producion ine
maAnagement senice; Linil lDgistics management senace, Professional cleaning, ckaning dsinfeciion
service, Technical senvace, lEchnical deselopment tschnical consullation, lechnical exchange, bechriogy
transter lechnical promotion; Information lechnology Consalting serace 0l and natural gas technical senvice;Far ol
drilling and production Manufactunng of equipment, manutaciuning of general equipment {exciuding marutaciuning
of special equipment). manufacturing of special equipment for geclogical explorabion; manutaciuning of mechanical
and elecirical equipment: manufaciunng of special equipment (exciuding manufacturing of soensed professional
equipment|c leasing of mechanical equipment; manyfacthuing of communicalion equipment; sales of
COmmnICation equipment. Sakes of elecinoni; products: sakes of mobile ComMUNICAtGN equipment, cansbnction of
lanadscapng progcs; fonsign coniracked progects. management of missicinal facilties, enginsenng manajement

Wuhan Juge/Hubei Win Future

Moving on. A contributor speaking on condition of anonymity provided us with information that a further 12
former employees of Wuhan Xiaoruizhi Science and Technology were now in receipt of subsidies under a separate
company, Wuhan Juge Enterprise Management:

o Chang Zhen ¥k

o Zhang Chaofeng 5KitB4&
o Wang Guangcan J 64l
o Tu Meng &%

 Yan Wenlong&F3Z i,

o Gu Chengwu PBiLAE,
 Liu Chencheng XI| /& A%
 Huang Jin &4

o Zuo Hequn ZZ#SE¥

+ LiHaiqing /g%
 Yuan Hongxi #p£T i

» Hou Qiang {%3%

Wuhan Juge appears to have a number of branches across Wuhan City, and has a wildly diverse business portfolio,
which includes (deep breath): Enterprise management, marketing planning, human resource services, loading and
unloading, general cargo warehousing services, storage (excluding dangerous goods!), communication
engineering construction and maintenance, and, most randomly, sales of automobiles. Seriously impressive range

for a company staffed in large part by APT31.
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Wuhan Juge Enterprise Management Co., Lt... notsettedyet

uhan

Employes Benefits colleagues are very good € anient lransportation good leade

business information company address Job openings

Company Profile

The second branch of Wuhan Juge Enterprise Management Co., Ltd. was established on 2021-06-23. The address is located on the 1
4th floor, Building 4, Phase |, Modem International Design City, No. 41, Guanggu Avenue, East Lake New Technology Development Zo
ne, Wuhan (work station number: No. 05, E&9) (Wuhan area of the Free Trade Zone), with convenient transportation Main general item
5. enterprise management | marketing planning, human resource services (excluding job intermediary activities and labor dispatch serv

Ices), loading and unioading; general cargo warehousing senvices (excluding hazardous chemicals and other tems req Apand 3l

business information

Wuhan Juge Enterprise Management Co., Ltd. Second Branch

Home > Enterprise Information Wall > Enterprise Details

Wuhan Juge Enterprise Management Co., Ltd. .
Release date: 2019-06-06 18:3% ﬂ uE Ei&

THE WEBSITE CONSTRUCTION

Date of establishment  2018-11-21 |-3ga| representative Liw Jun
registered capital 10 million RMB Type of company limited liability company
Unified Social Credit.. 91420112MAJK2B222P  company address Ne. 230, Cihuidun, Cihui Street Office, Dongxihu District, Wuhan City (8) ﬁl‘ ﬁf‘t

nterprise management. marketing planning services; human resource management services; loading. unlcading, storage}

WEBSITE OPTIMIZATION
Business Scope

(excluding dangerous goods) services; communication engineering construction and maintenance; sales of automobiles anf

Recommended registered domain name:

RiHE

FOR HOSTING

Recommended website host: Fat Cat Cloud: 5G space , Wuhan Telecom , free filing . free delivery upon site establishment

Alibaba Cloud: 56 space . Hong Kong BGP . no filing required , free delivery upon building a website

Digging into the shareholders and management of Wuhan Juge we found something interesting. The main

shareholders are as follows:

o HINEM{EH AR/ E] Wuhan Yungi Media Co. Ltd. — main shareholder.
o &K Teng Fei
 Fi#3% Wang Daogiang
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All three are also shareholders of another company called Hubei Win Future Enterprise Management AKA Hubei
Win Future Technology. Similarly, the legal representative, GAN Chunyan, is the same for both companies, as is
the registered phone number, 18995647475:
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L[]}
Bai'éB'EH 18995647475 X @

I Hubei Wuhan China Telecom

18995647475
Certified Enterprise Number SEE more

Baidu security number authentication platform

Hubei Win Future TEIE:I"1I"Il:)li::llg’yr Co., Ltd. - Enterprise Search
March 4, 2023 Tel - 18995647475 More 1 Same as Tel Enterprise 9 E-m

E‘ ail: tengfeihbyw!@163.com Mare 2 Official Website - Address: No. 22, M

ﬂm * iddle Ring Road, Jinyinhu Office, Dongxihu District, Wuhan City.. Enterp
rize search for nearby enterprises Check Industry: Enterprize Size: Num
ber of Employees: Brief introduction: Hubei_ .

@ Enterprise check

Wuhan Juge Enterprise Management Co., Ltd. - Enterprise Check
March 7, 2023 E-mail : 18995647475 @qq.com More 1 Official wabsite:- Address: Cihul Straet OF
fice, Dongxihu District, Wuhan City - 99+ nearby enterprises with the same address Enterprise S
earch Industry: Enterprise Scale: Introduction: Wuhan City Juge Enterprise Management Co,, Lt
d..

@ Enterprise check

So, there is considerable overlap in personnel/management between Juge and Win Future. Hubei Win Future,
according to a congratulatory article about a semi-recent recruitment drive, is a human outsourcing company of
China Telecom. It focusses on the recruitment of technical personnel and providing technical talent services for

China Telecom’s business.
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The interviewer from Hubei Wins the Future
visits Qianfeng Education Wuhan Campus for
door-to-door recruitment

B & * ¢

Recently, interviewers from Hubei Win Future Technology Co., Ltd. came to Qianfeng
Wuhan Campus to recruit technical talents. The main candidates are engineers in Java
development, front-end development, and data analysis. Hubei Win Future is a human
autsourcing company of China Telecom. It focuses on the recruitment of technical
personnel. It recognizes Qianfeng's education and training level very much and hopes to
establish a long-term and stable cooperation with Qianfeng through this door-to-door

recruitment.

Hubel Win Future was established in 2018, Seventy percent of its employees are
undergraduates with two or more degrees, and 20 percent are postgraduates. Currently
providing technical talent services for China Telecom's business, this year's recruitment

scale is 400 people, and next year plans to expand to 1,000 people. China Telecom's

According to the article, prospective employees can expect to enjoy all of China’s most significant holidays as

leave. Lucky them.

We had a source do some digging into Hubei Win Future to see if the overlap with Juge held any significance for
us. And what do you know? We found another Xiaoruizhi employee. Cheng Feng. Looks like Wuhan Yunqi

Media, Teng Fei and Wang Daoqgiang own an APT front company empire!

Sensing we were on to something, we continued to look at Hubei Win Future and found a new link. A phone

number registered to Hubei Win Future, 18995647475 was also registered to one Hubei Junxinda.

Hubei Junxinda Technology Co., Ltd. Xianning Branch

lag out

Tel: 1395564 ** Email: -
Official website: - Address: -
Introduction:-

Enterprise map Equity penetration chart ultimate beneficiary

Furthermore, historic ownership data demonstrated that Hubei Junxinda was once a 25% shareholder of Hubei

Win Future; and Hubei Win Future has been, according to internal reports, Hubei Junxinda’s principle supplier
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(although of what, we don’t know — perhaps personnel?):

Junxinda

MEEQ) : 839555

Hubei Junxinda Technology Co.. Ltd.

HUBED JUSKINDA TECHN OLOGY COJLTI

{4} Information sbout major suppliers

it yuan
serial number supplier Purchase amount  [s there any relatonshup between the proportion of annual purchases
1 Hube: Win Future Enterprise Management Co, Lud 1,500,000.00 93 80% mo
2 Hubei Zhiquan Information Techmology Co., Lid 2095258 131% 0
3 Shenzhen Laiji Intelligent Techmology Co., Ltd 19,778.40 1.24% e
4 YOFC Optical Fiber and Cable Co., Ltd, 14993 10 0.84% o
L] Wihan Anyixun Technology Co., Ltd 12,665.00 0.97% po
total 1,568,428 48 98.26%

Hubei Junxinda looks like a real company; various websites list numerous employees and a number of the projects
that Junxinda has won and in-depth reports such as the one above pore over its finances. It also has its own

website:

BiSiR#]  #=«= 830555 “FEN uSAE us

ISR

2009 =7 2016 =

HtBREERERGERASNZ 2009598188, EHER10128.77438m,
E—FFiswEEel, EEEERNEEARES, =itE, e uEE, 278
B, BEFREARE FiE {HETE8 FaERES—aIREiE- dill, 28
mAhOBEE, ASFF, WAE206A, BRIEMSS%, TRAS15%, BHEIR
IBET0%, Hig10%, E=ELEENIT. LEEmTEEz. FE=E. FEBR
FHFESESEEELRFEER. £h B £t EETSEEERER1IE
EAES. BEEREEERN "LUARTE | "REESE—E£0" 1R,
FETREREaRaEET, FF00ERETREENSE, YRElelss
THEMEEHER.

+&EE, BEANRSRTIAEARR. R RS, =SEnTEETER0
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How about Junxinda Technology
OCemplaint _

« Namre: private company

= Scale: 100-499 people

« Tndustry- Communication Telecom Network E | C i Telecom Op Velne-Added Services
= Full name: Hubei Jumanda Techrology Ca., Ltd.

Hubei Junxinda Technology Co., Ltd. was founded on September 18, 2009 with a registered capitel of 10 million yuan. Junxinda Technology focuses on the service work in the communication field. It is & high-
tech planrung, design, construction, network optimization, product sales agency, mivimation value-added services, computer system micgration and
network The "C ion I Network System Integration Emerprise Qualificanon Cemficare” (Class B) and "The People's Republic of China Value-Added Business Operanon
License” 1ssued by the Mimstry of Industry and [nformation Technology of the People's Republic of Chuna. The company provides hugh quality services to customers based on the concept of “creating trust with
sincerity and winning with quality” and the enterprise spirit of “hard work, dedication, unity and coap . and serious bility” The business involves communication network planning consultation,
communication enginsering design, communication enginsering construction, communication network optimization, indoor coverage and comniunication network system project

svatem, ete

Although Hubei Junminds Technology Co., Ltd. has not been established for a long time, in the face of itics and Junxinda Tecknology has always impl d the talemt swategy of "people-
onented, talent 1s productrvity”, constantly waproving the 1l structure and model, encouragmg and promotung techoology. Progress, raumng end trammg a creative and temn-sputed
workforce, bas attracted and condensed a large number of high and middle-level technical talents i a relatively short period of time. The company bas more than 110 employees, more than three-quarters of whom
have a college degree or above, and professional and vechnical personnel account for mere than 95% of the total aumber of employees in the company, ditig 3 senior eng: , 16 , and 73 junior
technical pasmions. Mr Yo Muhua, deputy peneral manager and technical director of the company, 15 a senior expert in tansmission lines and has presided over the design of dozens of large-scale ranonal tnk
lines; Mr Shi Kunlin, a technical consuliant, is an expent in transmission network design and has participated in the design of more than 20 large-scale projecis; Ms. Yan Xiuving, an expert in mobile
communication netwark design_ has presided over the planning and design of mobile communication netwarks in many provincial capital cities of China Mobile and China Unicom: they have mare than 30 years
of work experience in their respective fields, and have rich experience in project design menagement Tt has very profound attainments in transmission networking and mobile communication networking
technology, and has won excellent design awards from the government and the Ministry for many times. Relying on the superb 2y, nich i mg i and scientific and standardized project

process of prof and technical personnel, Junxinda Technology has successively participated in and completed the commumcation network engineering design and netweork oplumization
services of many provinces and cities in Cluna. At present, the company has camed oul transmission, access and mdoor coverage distibution design business in Guangxi Mobile, Fujian Mobile, Beijing Mobile,
Hube: Telecom, Hainan Telecom, Xinjiang Telecom, Shanxi Telecom, Hubes Unicom, and Guangxi Unicom, and has undertaken dozens of engineening projects The design and three-year rolling planning work,
with a total investment of nearly ane billion, have achieved gratifiang development

The company adheres 1o mark: i d, customer ion as the standard, continuous technological mnovanon and service innovation, and practically explores and improves the project management process
Amming at the charsctenstics of repid technology update and diversified customer needs in the commumication market, the company has mtroduced miernal and external links, incressed technical traming for
employees, and improved the level of design capabilities of employees.

Welcome to joir: Hubei Juninda Technology Co., Lud., vou will have new opp for career Let us ignute passion, achieve dreams, and create a better future together!

A friend of I-T investigated their premises on our behalf, and found a secure facility at Hubei Junxinda’s address.

Here is some imagery of their entrance hall:
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Here, we have to admit, our curiosity was piqued, but we ran out of road. We didn’t find any additional
APT31/Xiaoruizhi employees and were not able to uncover any more on the goings on behind closed doors at

Wuhan Juge, Hubei Win Future, and Hubei Junxinda. Any tips, give us a shout.

So, referring back to our original list of Xiaoruizhi employees, we’ve collated as many of their follow-on

destinations as we can.

Chinese Pinyin Destination after Xiaoruizhi
RS Cao Jinfang ?

Bk Chang Zhen Wuhan Juge Enterprise Management
25 Cheng Ding ?

4R Cheng Feng Hubei Win Future

Jes A% ER Gu Chengwu Wuhan Juge Enterprise management
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Hou Qiang

Hu Jiaxiang
Huang Zenghui
Huang Zhen
Huang Zhen

Li Haiqing

Li Jiacheng

Li Shengsheng
Li Yilong
LiaoXuliang
Liu Chencheng
Liu Hongwei
Ma Huan

Tang Xingzhao
Tu Meng

Wan Guangcan
Wang Yijun
Wei Yaobin
Xiong Wang
Yan Wenlong
Yang Xin

Yuan Hongxi
Zhang Chaofeng

Zhang Liye

Zhao Guangzong

Zhou Xin

Zuo Hequn

Wuhan Juge Enterprise Management
Wuhan Shenzhou Human Resources
Wuhan Shenzhou Human Resources

Wuhan Shenzhou Human Resources

Wuhan Juge Enterprise Management
Wuhan Shenzhou Human Resources
Wuhan Shenzhou Human Resources
Wuhan Shenzhou Human Resources
Hubei Chuangxin Human Resources
Wuhan Juge Enterprise Management
Wuhan Shenzhou Human Resources
Wuhan Shenzhou Human Resources
Wuhan Shenzhou Human Resources
Wuhan Juge Enterprise Management
Wuhan Juge Enterprise Management
Wuhan Shenzhou Human Resources
Wuhan Shenzhou Human Resources
Wuhan Shenzhou Human Resources
Wuhan Juge Enterprise Management
Wuhan Shenzhou Human Resources
Wuhan Juge Enterprise Management
Wuhan Juge Enterprise Management

Wuhan Shenzhou Human Resources

Hubei Chuangxin Human Resources

Wuhan Juge Enterprise Management
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We still have few gaps, but we are pretty pleased that we have been able to piece together as much as we have.

Now, we may never know what happened at Xiaoruizhi at the end of 2019 that caused APT31 to pursue a mass

career change. Perhaps Xiaoruizhi had simply served its time as an APT front and the powers that be needed to

move APT31 into different administrative structures.

Any light that our readers can shed would, as always, be gratefully received.

Discover more from Intrusion Truth

Subscribe to get the latest posts sent to your email.

Source: https://intrusiontruth.wordpress.com/2023/07/04/wuhan-xiaoruizhi-class-of-19
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