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 Tool: pgift

Names
pgift
ReRol

Category Malware

Type Reconnaissance, Downloader

Description

(FireEye) Dropped via malicious documents and connects back to a C2 server. This malware

communicates some information about the compromised computer; however, its primary
function is to deliver the second-stage malware to the compromised computer.

Information <https://www.fireeye.com/blog/threat-research/2014/07/spy-of-the-tiger.html>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.pgift>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool pgift

Changed Name Country Observed

APT groups

  PittyTiger, Pitty Panda 2011-2014  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=86d071f2-79ff-4e25-92ad-357b9f56c57c
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