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Static analysis of Goldenhelper Malware (Golden Tax malware)
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“GoldenHelper” was discovered on July 14, 2020 embedded in Golden Tax Invoicing Software, an invoice issuing

software used by Chinese banks. This malware variant seems to have been active between January 2018 and July

2019.
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3 This file has been generated by The Interactive Disassembler (IDA)

H Copyright (c) 2018 Hex-Rays, <supportfhex-rays.com> |

il Freeware version |

HI e e et E

)

3 Input SHA2S6 : AlAABGB4813CFESD7EDSC491CBAB132E5583B4FD02187FDAESAA4DIS4D933F29
3 Input MDS ¢ 498D17ASBEL6F3ABCL4CCSTFOSSE49B3

; Input CRC32 : 38374316

; File Mame
; Format
; Base Address:

: C:\Users\User\Desktop\Malware_Samples (VBoxSvr)\Malware-Feed-master\
1 Binmary file
2eaeh Range: @@8eh - 1EEeeh Loaded length: 1EE@Bh

3 Segment type:
seghes

Regular

segment byte public
assume C5:s5egbee
assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
db 4Dh ; M

db S&h ; Z

db  98h

db a8

db 3

usebd

Fig 1.0: First bytes of malware sample
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file settings  about

s | praperty walue
md3 490D 17ASR016FIARC14CCSTRIS5E4583
7 do;-l‘ﬂeadu'f,&i bytes) shal AIBETIFASA ARSIASTERTIGIRFAFFAFRIZD1GISE
B dos-stub (176 bytes) shalfh A48 0E2a8) ICFESNTEDSCASICEAR] 326 S5A3RIFD02 15 il :
.+ sich-header i8) first-bytes-hex 40 34 5000 03 00 00 0004 00 00 00 FF FF 00 00 BE 00 0O 0000 00 00 00 40 00 00 C0 0000 00 00 00
. file-header (Mar.2D18) first-bytes-text L A L L L L L L] T
.+ nptionsl-header [(GUI) file-size 126464 {lytes)
1 directaries (8) entrapy 5860
+ sections (39.19%) imphash
<71 Rbraries (blackfist) * signature
< imports (32) * Enley-point 4580 5C 240848 89 74 24 10 57 48 83 EC 20 4% 26 FA 8B DA 48 86 F1 83 FA DT 7505 EB.4F 32 0000
3 expos (£) file-wersion
) description
[ 5. b file-type dynamic-link-Hbrary
resources (manifest) €pu 64-bit
abe strings (1843) subsystern Gl
1k debug (Mar.201E) compiler-stamp 0x5ABO52C8 (Man Mar 18 17:16:09 2018)
E manifest [sdministratar) debugger-stamp OWSABDSICE (Man Mar 13 17: 1609 2018)
IE resources-stamp !
[".J ; impart-stamp pt
- " exports-stamp OxSABOS2CE (Man Mar 19 17:16:08 2018)
wersion-stamp
certfrcate-itamp

Fig 1.1: File header in PE studio
The following details were obtained from initial static analysis:

« File-type: dynamic-link-library (.dll)
CPU: 64-bit
Subsystem: GUI
Compiler-stamp: 0x5AB052C9 (Mon Mar 19 17:16:09 2018)
Debugger-stamp: 0x5AB052C9 (Mon Mar 19 17:16:09 2018)
File-size: 126464 (bytes)
e Hashes:
md5: 490D17A5B016F3ABC14CC57F955B49B3
shal: A1BB73F6581AB51457EB7160BESEE4FB18916153
sha256:A1AA0684813CFE9D7ED5C491C8AB132E5583B4FD02187FDAESAA4D934D933F29
e File path: F:\DLL\dII-client-0309\x64\Release\SvcDIl.pdb

Embedded Strings.
PE Studio identified ~1870 strings, the following have been highlighted:

o The following appear to be files that will be loaded during runtime
http://%s/app/taxver[.]jpg
http://%s/app/tps32[.]gif
http://%s/data/msabs[.]dat
http://%s/data/msabb[.]Jrar
http://%s/data/tax32[.]zip...
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