
Threat Group Cards: A Threat Actor Encyclopedia
Archived: 2026-04-05 23:21:19 UTC

Home > List all groups > List all tools > List all groups using tool NewPosThings

 Tool: NewPosThings

Names NewPosThings

Category Malware

Type POS malware, Keylogger, Credential stealer

Description

(Trend Micro) Similar to the previous 32-bit version reported last year, the 64-bit sample
is a multifunction Trojan that includes added functionalities and routines. These include

RAM scraper capabilities, keylogging routines, dumping virtual network computing
(VNC) passwords, and information gathering.

Information
<https://blog.trendmicro.com/trendlabs-security-intelligence/newposthings-has-new-pos-
things/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.newposthings>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:newposthings>

Last change to this tool card: 24 May 2020

Download this tool card in JSON format

All groups using tool NewPosThings

Changed Name Country Observed

APT groups

  Operation Black Atlas [Unknown] 2015  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=72e9165f-9f68-41af-9143-879a69524aba
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