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","body":"

In our present threat landscape, attackers are constantly trying to compromise organizations, each with their own set of
motives. They may want to compromise accounts credentials to later sell, utilize compromised users to spread phishing

campaigns, or even utilize the computing resources of the organization to deploy and run their own tooling. In this blog, we
will describe how attackers can compromise Azure subscriptions and use them for malicious activities. In addition, we will

share how Microsoft Defender for Cloud Apps data can help hunt for these activities and how to mitigate the risk of
compromised subscriptions.

\n\n\n\n

We will focus on 3 main scenarios of how a subscription can be compromised and/or hijacked. All the scenarios have shared
similarities but also a few differences.

\n\n\n

In this scenario, an attacker has compromised a user with sufficient permissions to create a new subscription and/or manage
an existing one (owner/contributor over a subscription). The admin can be compromised through leaked credentials,

guessing credentials, stolen tokens, etc.  We observed in most cases, the attackers are choosing to create a new subscription
instead of using an existing one (we assume they are doing so in order to reduce the chances of being notices). By using the

compromised user, the attacker can access the subscription through the portal and/or Azure Management API and deploy
their resources; for example, deploying VM’s for crypto-mining activities.

\n\n\n

The first stage of this scenario is the same as the previous one. An attacker has compromised an admin user and used it to
create and/or takeover an existing subscription. Unlike the first scenario, this time the attacker tries to be stealthier and
create a persistence mechanism by inviting an external user to the tenant. Then, the attacker promotes the external user to

privileged roles. At this point, the attacker is using the external user to perform actions in Azure.  In some cases, instead of
inviting a guest account, the attackers are creating a new account in the tenant.

\n\n

Let’s see the attack flow in a graph:

\n

\n
The attacker is inviting a guest account using the compromised admin

\n

\n\n\n

\n

The attacker creates a new subscription using the compromised admin
\n

\n\n\n

\n

https://techcommunity.microsoft.com/t5/microsoft-365-defender-blog/hunt-for-compromised-azure-subscriptions-using-microsoft/ba-p/3607121

Page 6 of 33



The attacker promotes the external account to privileged role. Now, the attacker can manage the subscription and
deploy resources using the external account.

\n

\n\n\n\n\n\n\n\n\n

For this scenario, we first need to understand some basic concepts.

\n\n

What is subscription transferring?

\n

Organizations might have several Azure subscriptions. Each subscription is associated with a particular Azure Active

Directory (Azure AD) directory (tenant). To make management easier, many of our current customers need to be able to
transfer a subscription to a different Azure AD tenant. The subscription transformation can be completed through the azure
portal:

\n\n\n\n\n

Figure 1 - Changing a directory of Azure subscription through the portal

\n\n

Several Azure resources have a dependency on a subscription or a tenant. When transferring subscriptions, some of the
resources and RBAC assignments are affected. For example, when transferring the subscription, all the role assignments of

the subscription are deleted as documented here.

\n\n

Another important nuance is that while the subscription is being transferred to another tenant, the billing account will remain

the same unless it is manually modified, meaning that while the subscription is managed by different, the original tenants’
billing account is charged:

\n\n\n

Figure 2 - warning message as seen on Azure portal

\n\n\n

Attackers have been observed utilizing the subscription transferring feature to hijack subscriptions from compromised
tenants by transferring these subscriptions to attacker-controlled tenants. After the attackers own the hijacked subscriptions,

attackers can utilize the subscription to deploy new resources for malicious activities.

\n\n

Attack flow in graphs:

\n

\n

1. An attacker compromises a user inside the victim tenant with enough permissions to invite a guest user from the
attacker-controlled tenant (usually Global Administrator but can also be other such as Guest Inviter or User
Administrator).

\n

\n\n\n

\n

1. The attacker creates a new Pay-As-You-Go / Azure Student subscription, or utilizes an existing one, and associates it
with either an existing billing account or a new billing account with new payment information.

\n

\n\n\n

\n

1. The attacker gives the newly added guest account an admin role over the subscription
\n

\n\n\n\n

\n
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1. The attacker account transfers the subscription to the attacker-controlled tenant.
\n

\n\n\n

What makes this technique relatively stealthy is the fact that after the subscriptions move to a different tenant, all the activity

logs of the hijacked subscriptions will be routed to the attacker tenant.

\n\n\n

After learning about the attack surface, let’s see how we can proactively hunt and detect potential subscription compromise

attempts and their related events.

\n\n\n

\n
Defender for Cloud Apps configured in the environment with the following connectors enabled:\n

\n

Azure connector for Azure Resource Management (ARM) events.
\n
Office 365 connector for AAD management events.

\n
\n

\n
Microsoft 365 Defender onboarded.
\n

\n\n\n

2 of the 3 mentioned scenarios include inviting malicious external accounts.

\n

First, Defender for Cloud Apps customers can monitor all external accounts using the Defender for Cloud Apps portal under
“Investigate” -> “Users and accounts” and filter for “external users” and “show admins only”:

\n\n\n\n\n

In addition, using ‘Advanced Hunting’ in M365D portal, we can hunt for users who added guest accounts to the tenants:

\n\n\n

CloudAppEvents\n| where Timestamp > ago(7d)\n| where ActionType == \"Add user.\"\n| where RawEventData.ResultStatus == \"

\n\n\n

If we want to filter further, we can search for new guest accounts who have been promoted to certain AAD roles:

\n\n\n

let Roles = pack_array(\"Company Administrator\");\nlet newGuestAccounts = (\nCloudAppEvents\n| where Timestamp > ago(7d)

\n\n\n\n

One of the most common resources deployed by attackers in compromised subscriptions are virtual machines. Let’s hunt for

a new external user who has deployed at least X virtual machines:

\n\n\n

let threshold = 3;\nlet newGuestAccounts = (\nCloudAppEvents\n| where Timestamp > ago(7d)\n| where ActionType == \"Add us

\n\n\n

Next, we can search users who have high risk sign-in activity, according to AAD Identity Protection, and have created a
resource group (which is indicator of subscription creation):

\n\n\n

let riskyAzureSignIns = (\nAADSignInEventsBeta\n| where Timestamp > ago(7d)\n| where ErrorCode == 0\n| where Application 
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\n\n\n\n

Defender for Cloud Apps enable you to create a custom activity policies and craft your own logic. With custom policies, we

can build alerts and take automatic actions on those users. Let’s take a look at a few examples.

\n\n\n

In this case, we want to create an alert and send email notification every time an external user has created a new virtual
machine. We will define the severity as 'low' as we still want to track this activity while still being able to focus on higher
severity alerts.

\n\n\n\n\n

Defender for Cloud Apps allows admins to work with IP ranges and tag them accordingly. Some of the IP addresses will be

tagged as ‘Risky’ by threat intelligence sources. In the following policy, we will alert users who created virtual machines
from a risky IP address.

\n\n\n\n\n

There following alerts could be related to the scenarios we described above, with the ones listed in bold being the most
critical to monitor.

\n\n\n

\n
Multiple VM activities

\n
Impossible travel activity
\n

Activity from infrequent country
\n

Activity from an anonymous proxy
\n
Activity from a Tor IP address

\n
Activity from a password-spray associated IP address

\n

\n\n\n

\n

Suspicious role assignment in Azure subscription
\n

Access elevation by risky user
\n
Risky user created global admin

\n

\n\n\n\n\n

We observed that almost all of the compromised admins in subscription compromised attacks did not have MFA enabled,

which would have helped combat the most common initial access vector of guessing a user’s credentials. The following
recommendations help significantly reduce the risk of credential guessing attacks.

\n

\n
Require multi-factor authentication for all user’s access 

\n
Block Legacy Authentication   

\n
Implement user and sign-in risk-based policies. 
\n

Eliminate weak passwords on-prem and in the cloud
\n

\n\n\n

Conditional access policies are evaluated and enforced every time an attacker attempts to sign-in. Organizations can protect
themselves from attacks that leverage stolen credentials by enabling policies such as compliant devices or trusted IP address
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requirements.  In the above example, the attacker’s sign-ins were assessed as high risk. Conditional access can be used to
block or require MFA for sign-ins that Azure AD Identity Protection detects are risky in real time.

\n\n\n

Continuous Access evaluation (CAE) revokes access in real time when changes in user conditions trigger risks, such as

when a user is terminated or moves to an untrusted location.

\n\n

Let us know if you have any other hunting scenarios you'd be interested in seeing. We would love to hear your feedback!

","body@stringLength":"25280","rawBody":"

In our present threat landscape, attackers are constantly trying to compromise organizations, each with their own set of

motives. They may want to compromise accounts credentials to later sell, utilize compromised users to spread phishing
campaigns, or even utilize the computing resources of the organization to deploy and run their own tooling. In this blog, we
will describe how attackers can compromise Azure subscriptions and use them for malicious activities. In addition, we will

share how Microsoft Defender for Cloud Apps data can help hunt for these activities and how to mitigate the risk of
compromised subscriptions.

\n\n\n

Attack Scenarios

\n

We will focus on 3 main scenarios of how a subscription can be compromised and/or hijacked. All the scenarios have shared
similarities but also a few differences.

\n\n

Scenario 1 – Compromised Admin

\n

In this scenario, an attacker has compromised a user with sufficient permissions to create a new subscription and/or manage
an existing one (owner/contributor over a subscription). The admin can be compromised through leaked credentials,
guessing credentials, stolen tokens, etc.  We observed in most cases, the attackers are choosing to create a new subscription

instead of using an existing one (we assume they are doing so in order to reduce the chances of being notices). By using the
compromised user, the attacker can access the subscription through the portal and/or Azure Management API and deploy

their resources; for example, deploying VM’s for crypto-mining activities.

\n\n

Scenario 2 – Compromised Admin to External User

\n

The first stage of this scenario is the same as the previous one. An attacker has compromised an admin user and used it to
create and/or takeover an existing subscription. Unlike the first scenario, this time the attacker tries to be stealthier and

create a persistence mechanism by inviting an external user to the tenant. Then, the attacker promotes the external user to
privileged roles. At this point, the attacker is using the external user to perform actions in Azure.  In some cases, instead of

inviting a guest account, the attackers are creating a new account in the tenant.

\n\n

Let’s see the attack flow in a graph:

\n

\n

The attacker is inviting a guest account using the compromised admin
\n

\n\n\n

\n
The attacker creates a new subscription using the compromised admin

\n

\n\n\n
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\n
The attacker promotes the external account to privileged role. Now, the attacker can manage the subscription and

deploy resources using the external account.
\n

\n\n\n\n\n\n\n\n

Scenario 3 – Compromised Admin to External User to Subscription Hijacking

\n

For this scenario, we first need to understand some basic concepts.

\n\n

What is subscription transferring?

\n

Organizations might have several Azure subscriptions. Each subscription is associated with a particular Azure Active

Directory (Azure AD) directory (tenant). To make management easier, many of our current customers need to be able to
transfer a subscription to a different Azure AD tenant. The subscription transformation can be completed through the azure

portal:

\n\n\n\n\n

Figure 1 - Changing a directory of Azure subscription through the portal

\n\n

Several Azure resources have a dependency on a subscription or a tenant. When transferring subscriptions, some of the
resources and RBAC assignments are affected. For example, when transferring the subscription, all the role assignments of

the subscription are deleted as documented here.

\n\n

Another important nuance is that while the subscription is being transferred to another tenant, the billing account will remain
the same unless it is manually modified, meaning that while the subscription is managed by different, the original tenants’
billing account is charged:

\n\n\n

Figure 2 - warning message as seen on Azure portal

\n\n

How are attackers abusing the subscription transferring feature?

\n

Attackers have been observed utilizing the subscription transferring feature to hijack subscriptions from compromised
tenants by transferring these subscriptions to attacker-controlled tenants. After the attackers own the hijacked subscriptions,

attackers can utilize the subscription to deploy new resources for malicious activities.

\n\n

Attack flow in graphs:

\n

\n

1. An attacker compromises a user inside the victim tenant with enough permissions to invite a guest user from the
attacker-controlled tenant (usually Global Administrator but can also be other such as Guest Inviter or User
Administrator).

\n

\n\n\n

\n
1. The attacker creates a new Pay-As-You-Go / Azure Student subscription, or utilizes an existing one, and associates it

with either an existing billing account or a new billing account with new payment information.

\n
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\n\n\n

\n

1. The attacker gives the newly added guest account an admin role over the subscription
\n

\n\n\n\n

\n
1. The attacker account transfers the subscription to the attacker-controlled tenant.

\n

\n\n\n

What makes this technique relatively stealthy is the fact that after the subscriptions move to a different tenant, all the activity
logs of the hijacked subscriptions will be routed to the attacker tenant.

\n\n

Let’s hunt with Microsoft Defender for Cloud Apps

\n

After learning about the attack surface, let’s see how we can proactively hunt and detect potential subscription compromise

attempts and their related events.

\n\n

Prerequisites:

\n

\n

Defender for Cloud Apps configured in the environment with the following connectors enabled:\n
\n

Azure connector for Azure Resource Management (ARM) events.
\n
Office 365 connector for AAD management events.

\n
\n

\n
Microsoft 365 Defender onboarded.
\n

\n\n

Hunt for suspicious external accounts

\n

2 of the 3 mentioned scenarios include inviting malicious external accounts.

\n

First, Defender for Cloud Apps customers can monitor all external accounts using the Defender for Cloud Apps portal under
“Investigate” -> “Users and accounts” and filter for “external users” and “show admins only”:

\n\n\n\n\n

In addition, using ‘Advanced Hunting’ in M365D portal, we can hunt for users who added guest accounts to the tenants:

\n\n\nCloudAppEvents\n| where Timestamp > ago(7d)\n| where ActionType == \"Add user.\"\n| where

RawEventData.ResultStatus == \"Success\"\n| where RawEventData has \"guest\" and RawEventData.ObjectId has
\"#EXT#\"\n| mv-expand Property = RawEventData.ModifiedProperties\n| where Property.Name == \"AccountEnabled\"
and Property.NewValue has \"true\"\n| project Timestamp, AccountObjectId, AccountDisplayName, newGuestAccount =

RawEventData.ObjectId, UserAgent\n\n\n\n

If we want to filter further, we can search for new guest accounts who have been promoted to certain AAD roles:

\n\n\nlet Roles = pack_array(\"Company Administrator\");\nlet newGuestAccounts = (\nCloudAppEvents\n| where
Timestamp > ago(7d)\n| where ActionType == \"Add user.\"\n| where RawEventData.ResultStatus == \"Success\"\n| where
RawEventData has \"guest\" and RawEventData.ObjectId has \"#EXT#\"\n| mv-expand Property =
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RawEventData.ModifiedProperties\n| where Property.Name == \"AccountEnabled\" and Property.NewValue has \"true\"\n|
project CreationTimestamp = Timestamp, AccountObjectId, AccountDisplayName, newGuestAccount =

RawEventData.ObjectId,newGuestAccountObjectId = tostring(RawEventData.Target[1].ID), UserAgent);\nlet
promotedAccounts = (\nCloudAppEvents\n| where Timestamp > ago(7d)\n| where isnotempty(AccountObjectId)\n| where

ActionType == \"Add member to role.\"\n| where RawEventData.ResultStatus == \"Success\"\n| where RawEventData
has_any(Roles) \n| where RawEventData.Actor has \"User\"\n| project PromoteTimestamp = Timestamp,
PromotedUserAccountObjectId = tostring(RawEventData.Target[1].ID));\n//join the two tables\nnewGuestAccounts\n| join

promotedAccounts on $left.newGuestAccountObjectId == $right.PromotedUserAccountObjectId\n| where
PromoteTimestamp > CreationTimestamp\n| project CreationTimestamp, PromoteTimestamp,

PromotedUserAccountObjectId, newGuestAccount, newGuestAccountObjectId\n\n\n\n

Hunt for suspicious Azure Resource Management (ARM) activities

\n

One of the most common resources deployed by attackers in compromised subscriptions are virtual machines. Let’s hunt for
a new external user who has deployed at least X virtual machines:

\n\n\nlet threshold = 3;\nlet newGuestAccounts = (\nCloudAppEvents\n| where Timestamp > ago(7d)\n| where ActionType
== \"Add user.\"\n| where RawEventData.ResultStatus == \"Success\"\n| where RawEventData has \"guest\" and
RawEventData.ObjectId has \"#EXT#\"\n| mv-expand Property = RawEventData.ModifiedProperties\n| where

Property.Name == \"AccountEnabled\" and Property.NewValue has \"true\"\n| project newGuestAccountObjectId =
tostring(RawEventData.Target[1].ID)\n| distinct newGuestAccountObjectId);\nCloudAppEvents\n| where Timestamp >
ago(7d)\n| where isnotempty(toscalar(newGuestAccounts))\n| where Application == \"Microsoft Azure\"\n| where

ActionType == \"Validate Deployments\"\n| where RawEventData contains \"createVm\"\n| where AccountObjectId in
(newGuestAccounts)\n| summarize VMCreationCount = count() by AccountObjectId\n| where VMCreationCount >

threshold\n\n\n\n

Next, we can search users who have high risk sign-in activity, according to AAD Identity Protection, and have created a
resource group (which is indicator of subscription creation):

\n\n\nlet riskyAzureSignIns = (\nAADSignInEventsBeta\n| where Timestamp > ago(7d)\n| where ErrorCode == 0\n| where
Application == \"Azure Portal\"\n| where RiskLevelAggregated == 100 or RiskLevelDuringSignIn == 100\n| project

AccountObjectId, RiskySignInTimestamp = Timestamp);\nlet resourceGroupCreation = ( \nCloudAppEvents\n| where
Timestamp > ago(7d)\n| where Application == \"Microsoft Azure\"\n| where ActionType == \"Write ResourceGroup\"\n|
project AccountObjectId, ResourceGroupCreation = Timestamp);\n//join the tables\nriskyAzureSignIns\n| join

resourceGroupCreation on AccountObjectId \n| where ResourceGroupCreation between (RiskySignInTimestamp ..
(RiskySignInTimestamp + 12h))\n\n\n\n

Build Detections with Defender for Cloud Apps Custom Policies Engine

\n

Defender for Cloud Apps enable you to create a custom activity policies and craft your own logic. With custom policies, we

can build alerts and take automatic actions on those users. Let’s take a look at a few examples.

\n\n

Custom Policy 1 – External user created virtual machine 

\n

In this case, we want to create an alert and send email notification every time an external user has created a new virtual
machine. We will define the severity as 'low' as we still want to track this activity while still being able to focus on higher
severity alerts.

\n\n\n\n

Custom Policy 2 – Risky IP used to create multiple Virtual Machine

\n

Defender for Cloud Apps allows admins to work with IP ranges and tag them accordingly. Some of the IP addresses will be
tagged as ‘Risky’ by threat intelligence sources. In the following policy, we will alert users who created virtual machines

from a risky IP address.

\n\n\n\n

Relevant Alerts
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\n

There following alerts could be related to the scenarios we described above, with the ones listed in bold being the most

critical to monitor.

\n\n

Defender for Cloud Apps Alerts

\n

\n
Multiple VM activities
\n

Impossible travel activity
\n

Activity from infrequent country
\n
Activity from an anonymous proxy

\n
Activity from a Tor IP address
\n

Activity from a password-spray associated IP address
\n

\n\n

M365D Alerts

\n

\n
Suspicious role assignment in Azure subscription

\n
Access elevation by risky user

\n
Risky user created global admin
\n

\n\n

Prevention mechanisms

\n\n

Mitigate risks of credential guessing attacks

\n

We observed that almost all of the compromised admins in subscription compromised attacks did not have MFA enabled,
which would have helped combat the most common initial access vector of guessing a user’s credentials. The following
recommendations help significantly reduce the risk of credential guessing attacks.

\n

\n

Require multi-factor authentication for all user’s access 
\n
Block Legacy Authentication   

\n
Implement user and sign-in risk-based policies. 

\n
Eliminate weak passwords on-prem and in the cloud
\n

\n\n

Enable conditional access policies
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\n

Conditional access policies are evaluated and enforced every time an attacker attempts to sign-in. Organizations can protect

themselves from attacks that leverage stolen credentials by enabling policies such as compliant devices or trusted IP address
requirements.  In the above example, the attacker’s sign-ins were assessed as high risk. Conditional access can be used to

block or require MFA for sign-ins that Azure AD Identity Protection detects are risky in real time.

\n\n

Enable continuous access evaluation

\n

Continuous Access evaluation (CAE) revokes access in real time when changes in user conditions trigger risks, such as
when a user is terminated or moves to an untrusted location.

\n\n

Let us know if you have any other hunting scenarios you'd be interested in seeing. We would love to hear your feedback!
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{"categoryId":"microsoft365"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-windows-
link","params":{"categoryId":"Windows"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-

microsoft-security-link","params":{"categoryId":"microsoft-security"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-microsoft-teams-link","params":

{"categoryId":"MicrosoftTeams"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-azure-
link","params":{"categoryId":"Azure"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-
content_management-link","params":{"categoryId":"Content_Management"},"routeName":"CategoryPage"},

{"linkType":"INTERNAL","id":"Common-microsoftintune-link","params":
{"categoryId":"microsoftintune"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-exchange-
link","params":{"categoryId":"Exchange"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-

windows-server-link","params":{"categoryId":"Windows-Server"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-outlook-link","params":

{"categoryId":"Outlook"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-microsoft365-copilot-
link","params":{"categoryId":"Microsoft365Copilot"},"routeName":"CategoryPage"},
{"linkType":"EXTERNAL","id":"Common_Enntvz-view-all-products-

link","url":"/Directory","target":"SELF"}],"linkType":"EXTERNAL","id":"products-link","url":"/","target":"SELF"},
{"children":[{"linkType":"INTERNAL","id":"Common-education-sector-link","params":

{"categoryId":"EducationSector"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-partner-
community-link","params":{"categoryId":"PartnerCommunity"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-healthcare-and-life-sciences-link","params":

{"categoryId":"HealthcareAndLifeSciences"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-i-
t-ops-talk-link","params":{"categoryId":"ITOpsTalk"},"routeName":"CategoryPage"},

{"linkType":"INTERNAL","id":"Common-public-sector-link","params":
{"categoryId":"PublicSector"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-microsoftfor-
nonprofits-link","params":{"categoryId":"MicrosoftforNonprofits"},"routeName":"CategoryPage"},

{"linkType":"INTERNAL","id":"Common-io-t-link","params":{"categoryId":"IoT"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-mvp-link","params":{"categoryId":"mvp"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-microsoft-mechanics-link","params":

{"categoryId":"MicrosoftMechanics"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-driving-
adoption-link","params":{"categoryId":"DrivingAdoption"},"routeName":"CategoryPage"},

{"linkType":"INTERNAL","id":"Common-microsoft-learn-for-educators-link","params":{"categoryId":"microsoft-learn-
for-educators"},"routeName":"CategoryPage"}],"linkType":"EXTERNAL","id":"topics-link","url":"/","target":"SELF"},
{"children":[],"linkType":"EXTERNAL","id":"all-blogs-link","url":"/Blogs","target":"SELF"},{"children":

[],"linkType":"EXTERNAL","id":"all-events-link","url":"/Events","target":"SELF"},{"children":
[{"linkType":"INTERNAL","id":"Skills-Hub-link","params":{"categoryId":"skills-hub"},"routeName":"CategoryPage"},

{"linkType":"INTERNAL","id":"Skills-Hub-Blog","params":{"boardId":"skills-hub-blog","categoryId":"skills-
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hub"},"routeName":"BlogBoardPage"},{"linkType":"EXTERNAL","id":"ms-learn-ext-LD","url":"/category/skills-hub?
tab=grouphub","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-

dynamics","url":"https://docs.microsoft.com/learn/dynamics365/?WT.mc_id=techcom_header-webpage-
m365","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-

m365","url":"https://docs.microsoft.com/learn/m365/?wt.mc_id=techcom_header-webpage-m365","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-security","url":"https://docs.microsoft.com/learn/topics/sci/?
wt.mc_id=techcom_header-webpage-m365","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-

pp","url":"https://docs.microsoft.com/learn/powerplatform/?wt.mc_id=techcom_header-webpage-
powerplatform","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-

github","url":"https://docs.microsoft.com/learn/github/?wt.mc_id=techcom_header-webpage-github","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-teams","url":"https://docs.microsoft.com/learn/teams/?
wt.mc_id=techcom_header-webpage-teams","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-

net","url":"https://docs.microsoft.com/learn/dotnet/?wt.mc_id=techcom_header-webpage-dotnet","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-azure","url":"https://docs.microsoft.com/learn/azure/?
WT.mc_id=techcom_header-webpage-m365","target":"BLANK"}],"linkType":"INTERNAL","id":"Skills-Hub","params":

{"categoryId":"skills-hub"},"routeName":"CategoryPage"},{"children":[{"linkType":"INTERNAL","id":"Common-
community-info-center-link","params":{"categoryId":"Community-Info-Center"},"routeName":"CategoryPage"},

{"linkType":"INTERNAL","id":"Common-usergroups-link","params":
{"categoryId":"usergroups"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-community-news-
desk-link","params":{"categoryId":"CommunityNewsDesk"},"routeName":"CategoryPage"},

{"linkType":"INTERNAL","id":"Common-microsoft-global-community-initiative-link","params":{"categoryId":"microsoft-
global-community-initiative"},"routeName":"CategoryPage"}],"linkType":"INTERNAL","id":"Common-gxcuf89792-

community","params":
{},"routeName":"CommunityPage"}]},"showSearchIcon":true,"languagePickerStyle":"iconAndLabel"},"__typename":"QuiltComponent"},
{"id":"community.widget.breadcrumbWidget","props":{"backgroundColor":"transparent","linkHighlightColor":"var(--lia-

bs-primary)","visualEffects":{"showBottomBorder":true},"linkTextColor":"var(--lia-bs-gray-
700)"},"__typename":"QuiltComponent"},{"id":"custom.widget.CommunityBanner","props":

{"widgetVisibility":"signedInOrAnonymous","useTitle":true,"usePageWidth":false,"useBackground":false,"title":"","lazyLoad":false},"__typename":"Qu
{"id":"custom.widget.ChatbotWidget","props":
{"customComponentId":"custom.widget.ChatbotWidget","cDisplay_form":true,"useBackground":false},"__typename":"QuiltComponent"},

{"id":"custom.widget.HeroBanner","props":
{"widgetVisibility":"signedInOrAnonymous","usePageWidth":false,"useTitle":true,"cMax_items":3,"useBackground":false,"title":"","lazyLoad":false,"w

{"backgroundImageProps":
{"assetName":null,"backgroundSize":"COVER","backgroundRepeat":"NO_REPEAT","backgroundPosition":"CENTER_CENTER","lastModified":null,"
[{"id":"custom.widget.SocialSharing","props":

{"widgetVisibility":"signedInOrAnonymous","useTitle":true,"useBackground":false,"title":"","lazyLoad":false},"__typename":"QuiltComponent"},
{"id":"custom.widget.MicrosoftFooter","props":
{"widgetVisibility":"signedInOrAnonymous","useTitle":true,"useBackground":false,"title":"","lazyLoad":false},"__typename":"QuiltComponent"}],"__ty

components/common/ActionFeedback-1775111751117":{"__typename":"CachedAsset","id":"text:en_US-
components/common/ActionFeedback-1775111751117","value":

{"joinedGroupHub.title":"Welcome","joinedGroupHub.message":"You are now a member of this group and are subscribed
to updates.","groupHubInviteNotFound.title":"Invitation Not Found","groupHubInviteNotFound.message":"Sorry, we could
not find your invitation to the group. The owner may have canceled the invite.","groupHubNotFound.title":"Group Not

Found","groupHubNotFound.message":"The grouphub you tried to join does not exist. It may have been
deleted.","existingGroupHubMember.title":"Already Joined","existingGroupHubMember.message":"You are already a

member of this group.","accountLocked.title":"Account Locked","accountLocked.message":"Your account has been locked
due to multiple failed attempts. Try again in {lockoutTime} minutes.","editedGroupHub.title":"Changes
Saved","editedGroupHub.message":"Your group has been

updated.","leftGroupHub.title":"Goodbye","leftGroupHub.message":"You are no longer a member of this group and will not
receive future updates.","deletedGroupHub.title":"Deleted","deletedGroupHub.message":"The group has been

deleted.","groupHubCreated.title":"Group Created","groupHubCreated.message":"{groupHubName} is ready to
use","accountClosed.title":"Account Closed","accountClosed.message":"The account has been closed and you will now be
redirected to the homepage","resetTokenExpired.title":"Reset Password Link has

Expired","resetTokenExpired.message":"Try resetting your password again","invalidUrl.title":"Invalid
URL","invalidUrl.message":"The URL you're using is not recognized. Verify your URL and try
again.","accountClosedForUser.title":"Account Closed","accountClosedForUser.message":"{userName}'s account is

closed","inviteTokenInvalid.title":"Invitation Invalid","inviteTokenInvalid.message":"Your invitation to the community has
been canceled or expired.","inviteTokenError.title":"Invitation Verification Failed","inviteTokenError.message":"The url you

are utilizing is not recognized. Verify your URL and try again","pageNotFound.title":"Access
Denied","pageNotFound.message":"You do not have access to this area of the community or it doesn't
exist","eventAttending.title":"Responded as Attending","eventAttending.message":"You'll be notified when there's new

activity and reminded as the event approaches","eventInterested.title":"Responded as
Interested","eventInterested.message":"You'll be notified when there's new activity and reminded as the event

approaches","eventNotFound.title":"Event Not Found","eventNotFound.message":"The event you tried to respond to does
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not exist.","redirectToRelatedPage.title":"Showing Related Content","redirectToRelatedPageForBaseUsers.title":"Showing
Related Content","redirectToRelatedPageForBaseUsers.message":"The content you are trying to access is

archived","redirectToRelatedPage.message":"The content you are trying to access is
archived","relatedUrl.archivalLink.flyoutMessage":"The content you are trying to access is archived View Archived

Content"},"localOverride":false},"CachedAsset:component:custom.widget.CommunityBanner-en-us-1774596318997":
{"__typename":"CachedAsset","id":"component:custom.widget.CommunityBanner-en-us-1774596318997","value":
{"component":{"id":"custom.widget.CommunityBanner","template":

{"id":"CommunityBanner","markupLanguage":"REACT","style":null,"texts":null,"defaults":{"config":{"applicablePages":
[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[],"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.CommunityBanner","form":null,"config":null,"props":
[],"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":

{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[],"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null},"localOverride":
en-us-1774596318997":{"__typename":"CachedAsset","id":"component:custom.widget.ChatbotWidget-en-us-

1774596318997","value":{"component":{"id":"custom.widget.ChatbotWidget","template":
{"id":"ChatbotWidget","markupLanguage":"REACT","style":null,"texts":{"chatbot.references.title":"Related

Articles","chatbot.welcome.title":"Welcome!","chatbot.welcome.description":"I'm here to help you explore and discover
great content.","chatbot.welcome.prompt":"Ask me a question or choose a suggestion below to get
started:","chatbot.welcome.cta":"Let's dive in—what would you like to discover today?","chatbot.status.typing":"Assistant

is typing…","chatbot.status.error":"error","chatbot.error.response":"Failed to get response. Please try
again.","chatbot.error.processing":"There was an error processing your message.","chatbot.error.configuration":"API URL

not configured","chatbot.error.network":"Network error occurred. Please check your connection and try
again.","chatbot.error.timeout":"Request timed out. Please try again.","chatbot.error.emptyResponse":"I couldn't generate a
response. Please try rephrasing your question.","chatbot.buttons.send":"Send","chatbot.buttons.close":"Close

chat","chatbot.buttons.newChat":"Start new chat","chatbot.buttons.collapse":"Collapse chat
panel","chatbot.buttons.expand":"Expand chat panel","chatbot.buttons.fullscreen":"Enter

fullscreen","chatbot.buttons.exitFullscreen":"Exit fullscreen","chatbot.buttons.like":"Like this
response","chatbot.buttons.dislike":"Dislike this response","chatbot.buttons.removeLike":"Remove
like","chatbot.buttons.removeDislike":"Remove dislike","chatbot.aria.chatInput":"Chat

input","chatbot.aria.sendMessage":"Send message","chatbot.aria.openChat":"Open chat
assistant","chatbot.aria.closeChat":"Close chat assistant","chatbot.defaults.title":"Ask Tech

Community","chatbot.defaults.subtitle":"Ask questions – get answers","chatbot.defaults.entryHeading":"Find
answers","chatbot.defaults.entrySubtext":"Ask the agent","chatbot.defaults.placeholder":"Type your
message…","chatbot.defaults.initialMessage":"Hi! I'm your assistant. Ask me something or pick a suggestion above to

begin.","chatbot.suggestions.findBlogs":"Find insightful blogs","chatbot.suggestions.exploreEvents":"Explore upcoming
events","chatbot.suggestions.startJourney":"Start your journey with something new","chatbot.dialog.endConversation":"End
conversation","chatbot.dialog.confirmEndConversation":"Do you want to end this conversation and start

over?","chatbot.dialog.endConversationButton":"End
conversation","chatbot.dialog.cancel":"Cancel","chatbot.error.genericServiceUnavailable":"The service is currently

unavailable. Please try again later.","chatbot.error.noResults":"We could not find any information related to your query. Try
rephrasing your query."},"defaults":{"config":{"applicablePages":
[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[],"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.ChatbotWidget","form":null,"config":null,"props":

[],"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[],"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null},"localOverride":

en-us-1774596318997":{"__typename":"CachedAsset","id":"component:custom.widget.HeroBanner-en-us-
1774596318997","value":{"component":{"id":"custom.widget.HeroBanner","template":

{"id":"HeroBanner","markupLanguage":"REACT","style":null,"texts":{"searchPlaceholderText":"Search this
community","followActionText":"Follow","unfollowActionText":"Following","searchOnHoverText":"Please enter your
search term(s) and then press return key to complete a search.","blogs.sidebar.pagetitle":"Latest Blogs | Microsoft Tech

Community","followThisNode":"Follow this node","unfollowThisNode":"Unfollow this
node","customField.teamsLink.title":"Microsoft teams link","customField.teamsLink.label":"Teams meeting
url"},"defaults":{"config":{"applicablePages":

[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label":"Max Items","description":"The

maximum number of items to display in the
carousel","possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.HeroBanner","form":{"fields":

[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description":null,"possi

{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label":null,"description":nul
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{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label":null,"descripti
{"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description

{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max

Items","description":"The maximum number of items to display in the
carousel","possibleValues":null,"__typename":"FormField"}],"layout":{"rows":
[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":

[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":
{"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null,"__typename":"FormFieldRef"},

{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":null,"to
{"id":"useBackground","type":"fieldset","as":null,"items":
[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant"

{"id":"widgetVisibility","type":"fieldset","as":null,"items":
[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant"
{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":

[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":nu
{"id":"componentPropsGroup","type":"fieldset","as":null,"items":

[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":nu
[],"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label":"Max Items","description":"The
maximum number of items to display in the

carousel","possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"form":
{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description

{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description":null,"possi
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label":null,"description":nul

{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label":null,"descripti
{"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description
{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description":n

{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max
Items","description":"The maximum number of items to display in the

carousel","possibleValues":null,"__typename":"FormField"}],"layout":{"rows":
[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":

{"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null,"__typename":"FormFieldRef"},
{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":null,"to
{"id":"useBackground","type":"fieldset","as":null,"items":

[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant"
{"id":"widgetVisibility","type":"fieldset","as":null,"items":

[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant"
{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":
[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":nu

{"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":nu

{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description":null,"possi

{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label":null,"description":nul
{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label":null,"descripti

{"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description
{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max

Items","description":"The maximum number of items to display in the
carousel","possibleValues":null,"__typename":"FormField"}],"layout":{"rows":
[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":

[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":
{"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null,"__typename":"FormFieldRef"},

{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":null,"to
{"id":"useBackground","type":"fieldset","as":null,"items":
[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant"

{"id":"widgetVisibility","type":"fieldset","as":null,"items":
[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant"

{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":
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[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":nu
{"id":"componentPropsGroup","type":"fieldset","as":null,"items":

[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant":nu
en-us-1774596318997":{"__typename":"CachedAsset","id":"component:custom.widget.UnregisteredCTAWidget-en-us-

1774596318997","value":{"component":{"id":"custom.widget.UnregisteredCTAWidget","template":
{"id":"UnregisteredCTAWidget","markupLanguage":"REACT","style":null,"texts":{"register.communityHub":"Welcome to
the {name} Community Hub. Sign in to like, participate, or start a conversation.","register.category":"Welcome to the

{name} Community Hub. Sign in to like, participate, or start a conversation.","register.discussionBoard":"Welcome to the
{name} space. Sign in to like, reply, or start a discussion.","register.blogSpace":"Welcome to the {name} space. Sign in to

like or comment on articles in this space.","register.eventSpace":"Welcome to the {name} space. Sign in to RSVP, add
events to your calendar, and join the conversation.","register.ideaSpace":"Welcome to the {name} space. Sign in to vote,
comment, or submit your own feedback.","buttonRegister":"Sign in","register.discussionBoardArticle":"Have a question or

insight to share? Sign in to join the discussion.","register.blogSpaceArticle":"Enjoying the article? Sign in to share your
thoughts.","register.eventSpaceArticle":"Don’t just watch - take part. Sign in to RSVP, ask questions, and join the
discussion.","register.ideaSpaceArticle":"Sign in to submit ideas, upvote ideas, and join the conversation."},"defaults":

{"config":{"applicablePages":
[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[],"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.UnregisteredCTAWidget","form":null,"config":null,"props":
[],"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":

{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[],"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null},"localOverride":

en-us-1774596318997":{"__typename":"CachedAsset","id":"component:custom.widget.SocialSharing-en-us-
1774596318997","value":{"component":{"id":"custom.widget.SocialSharing","template":
{"id":"SocialSharing","markupLanguage":"HANDLEBARS","style":".sharePage {\n display: flex;\n justify-content:

center;\n background: #d7d7d7;\n padding: 0px;\n height: 60px;\n}\n.singleSocialIcons {\n display: flex;\n gap: 12px;\n list-
style-type: none;\n padding: 0px;\n margin: 0;\n}\n.containers {\n display: flex;\n gap: 30px;\n}\n\n.listIcon {\n align-

content: center;\n}\n.headingShare {\n display: inline;\n margin-right: 25px;\n margin-bottom: 0px;\n font-size: 20px;\n
font-weight: 550;\n align-content: center;\n}\n\n@media (max-width: 990px) {\n .sharePage {\n display: flex;\n justify-
content: center;\n }\n\n .containers {\n display: inline-block;\n justify-content: center;\n align-content: center;\n align-items:

center;\n }\n .headingShare {\n display: flex;\n justify-content: center;\n }\n .singleSocialIcons {\n
}\n}\n","texts":null,"defaults":{"config":{"applicablePages":[],"description":"Adds buttons to share to various social media

websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[],"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.SocialSharing","form":null,"config":null,"props":

[],"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":"Adds buttons to share to various social media
websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[],"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":
{"css":".custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n background:

#d7d7d7;\n padding: 0;\n height: 3.75rem;\n}\n.custom_widget_SocialSharing_singleSocialIcons_6x3n8_8 {\n display:
flex;\n gap: 0.75rem;\n list-style-type: none;\n padding: 0;\n margin:
0;\n}\n.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: flex;\n gap:

1.875rem;\n}\n.custom_widget_SocialSharing_listIcon_6x3n8_20 {\n align-content:
center;\n}\n.custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: inline;\n margin-right: 1.5625rem;\n

margin-bottom: 0;\n font-size: 1.25rem;\n font-weight: 550;\n align-content: center;\n}\n@media (max-width: 990px) {\n
.custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n }\n\n
.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: inline-block;\n justify-content: center;\n align-content:

center;\n align-items: center;\n }\n .custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: flex;\n justify-
content: center;\n }\n .custom_widget_SocialSharing_singleSocialIcons_6x3n8_8 {\n }\n}\n","tokens":

{"sharePage":"custom_widget_SocialSharing_sharePage_6x3n8_1","singleSocialIcons":"custom_widget_SocialSharing_singleSocialIcons_6x3n8_8","co
en-us-1774596318997":{"__typename":"CachedAsset","id":"component:custom.widget.MicrosoftFooter-en-us-
1774596318997","value":{"component":{"id":"custom.widget.MicrosoftFooter","template":

{"id":"MicrosoftFooter","markupLanguage":"HANDLEBARS","style":".context-uhf {\r\n min-width: 280px;\r\n font-size:
15px;\r\n box-sizing: border-box;\r\n -ms-text-size-adjust: 100%;\r\n -webkit-text-size-adjust: 100%;\r\n & *,\r\n &
*:before,\r\n & *:after {\r\n box-sizing: inherit;\r\n }\r\n a.c-uhff-link {\r\n color: #616161;\r\n word-break: break-word;\r\n

text-decoration: none;\r\n }\r\n &a:link,\r\n &a:focus,\r\n &a:hover,\r\n &a:active,\r\n &a:visited {\r\n text-decoration:
none;\r\n color: inherit;\r\n }\r\n & div {\r\n font-family: 'Segoe UI', SegoeUI, 'Helvetica Neue', Helvetica, Arial, sans-

serif;\r\n }\r\n}\r\n.c-uhff {\r\n background: #f2f2f2;\r\n margin: -1.5625;\r\n width: auto;\r\n height: auto;\r\n}\r\n.c-uhff-
nav {\r\n margin: 0 auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 0 5%;\r\n box-sizing: inherit;\r\n &:before,\r\n
&:after {\r\n content: ' ';\r\n display: table;\r\n clear: left;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n

padding-left: 12px;\r\n }\r\n .c-heading-4 {\r\n color: #616161;\r\n word-break: break-word;\r\n font-size: 15px;\r\n line-
height: 20px;\r\n padding: 36px 0 4px;\r\n font-weight: 600;\r\n }\r\n .c-uhff-nav-row {\r\n .c-uhff-nav-group {\r\n display:

block;\r\n float: left;\r\n min-height: 1px;\r\n vertical-align: text-top;\r\n padding: 0 12px;\r\n width: 100%;\r\n zoom: 1;\r\n
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&:first-child {\r\n padding-left: 0;\r\n @media only screen and (max-width: 1083px) {\r\n padding-left: 12px;\r\n }\r\n }\r\n
@media only screen and (min-width: 540px) and (max-width: 1082px) {\r\n width: 33.33333%;\r\n }\r\n @media only

screen and (min-width: 1083px) {\r\n width: 16.6666666667%;\r\n }\r\n ul.c-list.f-bare {\r\n font-size: 11px;\r\n line-height:
16px;\r\n margin-top: 0;\r\n margin-bottom: 0;\r\n padding-left: 0;\r\n list-style-type: none;\r\n li {\r\n word-break: break-

word;\r\n padding: 8px 0;\r\n margin: 0;\r\n }\r\n }\r\n }\r\n }\r\n}\r\n.c-uhff-base {\r\n background: #f2f2f2;\r\n margin: 0
auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 30px 5% 16px;\r\n &:before,\r\n &:after {\r\n content: ' ';\r\n
display: table;\r\n }\r\n &:after {\r\n clear: both;\r\n }\r\n a.c-uhff-ccpa,\r\n a.c-uhff-consumer {\r\n display: flex;\r\n float:

left;\r\n font-size: 11px;\r\n line-height: 16px;\r\n padding: 4px 24px 0 0;\r\n }\r\n a.c-uhff-ccpa:hover,\r\n a.c-uhff-
consumer:hover {\r\n text-decoration: underline;\r\n }\r\n ul.c-list {\r\n font-size: 11px;\r\n line-height: 16px;\r\n float:

right;\r\n margin: 3px 0;\r\n color: #616161;\r\n li {\r\n padding: 0 24px 4px 0;\r\n display: inline-block;\r\n }\r\n }\r\n .c-
list.f-bare {\r\n padding-left: 0;\r\n list-style-type: none;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n
display: flex;\r\n flex-wrap: wrap;\r\n padding: 30px 24px 16px;\r\n }\r\n}\r\n\r\n.social-share {\r\n position: fixed;\r\n top:

60%;\r\n transform: translateY(-50%);\r\n left: 0;\r\n z-index: 1000;\r\n}\r\n\r\n.sharing-options {\r\n list-style: none;\r\n
padding: 0;\r\n margin: 0;\r\n display: block;\r\n flex-direction: column;\r\n background-color: white;\r\n width: 50px;\r\n
border-radius: 0px 7px 7px 0px;\r\n}\r\n.linkedin-icon {\r\n border-top-right-radius: 7px;\r\n}\r\n.linkedin-icon:hover {\r\n

border-radius: 0;\r\n}\r\n\r\n.social-share-email-image:hover {\r\n border-radius: 0;\r\n}\r\n\r\n.social-link-footer:hover
.linkedin-icon {\r\n border-radius: 0;\r\n}\r\n.social-link-footer:hover .social-share-email-image {\r\n border-radius:

0;\r\n}\r\n\r\n.social-link-footer img {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s ease;\r\n}\r\n\r\n.social-
share-list {\r\n width: 50px;\r\n}\r\n.social-share-rss-image {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s
ease;\r\n}\r\n.sharing-options li {\r\n width: 50px;\r\n height: 50px;\r\n padding: 8px;\r\n box-sizing: border-box;\r\n border:

2px solid white;\r\n display: inline-block;\r\n text-align: center;\r\n opacity: 1;\r\n visibility: visible;\r\n transition: border
0.3s ease; /* Smooth transition effect */\r\n border-left: none;\r\n border-bottom: none; /* Apply bottom border to only last

item */\r\n}\r\n\r\n.social-share-list-linkedin {\r\n background-color: #0474b4;\r\n border-top-right-radius: 5px; /* Rounded
top right corner of first item*/\r\n}\r\n.social-share-list-facebook {\r\n background-color: #3c5c9c;\r\n}\r\n.social-share-list-
xicon {\r\n background-color: #000;\r\n}\r\n.social-share-list-reddit {\r\n background-color: #fc4404;\r\n}\r\n.social-share-

list-bluesky {\r\n background-color: #f0f2f5;\r\n}\r\n.social-share-list-rss {\r\n background-color: #ec7b1c;\r\n}\r\n.social-
share-list-mail {\r\n background-color: #848484;\r\n border-bottom-right-radius: 5px; /* Rounded bottom right corner of last

item*/\r\n}\r\n.sharing-options li.social-share-list-mail {\r\n border-bottom: 2px solid white; /* Add bottom border only to
the last item */\r\n height: 52px; /* Increase last child height to make in align with the hover label */\r\n}\r\n.x-icon {\r\n
filter: invert(100%);\r\n transition: filter 0.3s ease;\r\n width: 20px !important;\r\n height: auto;\r\n padding-top: 5px

!important;\r\n}\r\n.bluesky-icon {\r\n filter: invert(20%) sepia(100%) saturate(3000%) hue-rotate(180deg);\r\n transition:
filter 0.3s ease;\r\n padding-top: 5px !important;\r\n width: 25px !important;\r\n}\r\n\r\n.share-icon {\r\n border: 2px solid

transparent;\r\n display: inline-block;\r\n position: relative;\r\n}\r\n\r\n.sharing-options li:hover {\r\n border: 2px solid
white;\r\n border-left: none;\r\n border-bottom: none;\r\n border-radius: 0px;\r\n}\r\n.sharing-options li.social-share-list-
mail:hover {\r\n border-bottom: 2px solid white; /* Add bottom border only to the last item */\r\n}\r\n\r\n.sharing-options

li:hover .label {\r\n opacity: 1;\r\n visibility: visible;\r\n border: 2px solid white;\r\n box-sizing: border-box;\r\n border-left:
none;\r\n}\r\n\r\n.label {\r\n position: absolute;\r\n left: 100%;\r\n white-space: nowrap;\r\n opacity: 0;\r\n visibility:
hidden;\r\n transition: all 0.2s ease;\r\n color: white;\r\n border-radius: 0 10 0 10px;\r\n top: 50%;\r\n transform:

translateY(-50%);\r\n height: 52px;\r\n display: flex;\r\n align-items: center;\r\n justify-content: center;\r\n padding: 10px
12px 15px 8px;\r\n border: 2px solid white;\r\n}\r\n.linkedin {\r\n background-color: #0474b4;\r\n border-top-right-radius:

5px; /* Rounded top right corner of first item*/\r\n}\r\n.facebook {\r\n background-color: #3c5c9c;\r\n}\r\n.twitter {\r\n
background-color: black;\r\n color: white;\r\n}\r\n.reddit {\r\n background-color: #fc4404;\r\n}\r\n.mail {\r\n background-
color: #848484;\r\n border-bottom-right-radius: 5px; /* Rounded bottom right corner of last item*/\r\n}\r\n.bluesky {\r\n

background-color: #f0f2f5;\r\n color: black;\r\n}\r\n.rss {\r\n background-color: #ec7b1c;\r\n}\r\n\r\n@media (max-width:
991px) {\r\n .social-share {\r\n display: none;\r\n }\r\n}\r\n","texts":{"heading.whatsNew":"What's

new","heading.store":"Microsoft
Store","heading.education":"Education","heading.business":"Business","heading.developer":"Developer &
IT","heading.company":"Company","link.whatsNew.surfacePro":"Surface Pro","aria.whatsNew.surfacePro":"Surface Pro

What's new","link.whatsNew.surfaceLaptop":"Surface Laptop","aria.whatsNew.surfaceLaptop":"Surface Laptop What's
new","link.whatsNew.surfaceLaptopStudio2":"Surface Laptop Studio 2","aria.whatsNew.surfaceLaptopStudio2":"Surface

Laptop Studio 2 What's new","link.whatsNew.copilotOrganizations":"Copilot for
organizations","aria.whatsNew.copilotOrganizations":"Copilot for organizations What's
new","link.whatsNew.copilotPersonal":"Copilot for personal use","aria.whatsNew.copilotPersonal":"Copilot for personal

use What's new","link.whatsNew.aiInWindows":"AI in Windows","aria.whatsNew.aiInWindows":"AI in Windows What's
new","link.whatsNew.exploreProducts":"Explore Microsoft products","aria.whatsNew.exploreProducts":"Explore Microsoft
products What's new","link.whatsNew.windows11Apps":"Windows 11 apps","aria.whatsNew.windows11Apps":"Windows

11 apps What's new","link.store.accountProfile":"Account profile","aria.store.accountProfile":"Account profile Microsoft
Store","link.store.downloadCenter":"Download Center","aria.store.downloadCenter":"Download Center Microsoft

Store","link.store.support":"Microsoft Store support","aria.store.support":"Microsoft Store support Microsoft
Store","link.store.returns":"Returns","aria.store.returns":"Returns Microsoft Store","link.store.orderTracking":"Order
tracking","aria.store.orderTracking":"Order tracking Microsoft Store","link.store.certifiedRefurbished":"Certified

Refurbished","aria.store.certifiedRefurbished":"Certified Refurbished Microsoft Store","link.store.promise":"Microsoft
Store Promise","aria.store.promise":"Microsoft Store Promise Microsoft Store","link.store.flexiblePayments":"Flexible

Payments","aria.store.flexiblePayments":"Flexible Payments Microsoft

https://techcommunity.microsoft.com/t5/microsoft-365-defender-blog/hunt-for-compromised-azure-subscriptions-using-microsoft/ba-p/3607121

Page 26 of 33



Store","link.education.microsoftInEducation":"Microsoft in education","aria.education.microsoftInEducation":"Microsoft in
education Education","link.education.devices":"Devices for education","aria.education.devices":"Devices for education

Education","link.education.teams":"Microsoft Teams for Education","aria.education.teams":"Microsoft Teams for Education
Education","link.education.m365":"Microsoft 365 Education","aria.education.m365":"Microsoft 365 Education

Education","link.education.howToBuy":"How to buy for your school","aria.education.howToBuy":"How to buy for your
school Education","link.education.training":"Educator training and development","aria.education.training":"Educator
training and development Education","link.education.deals":"Deals for students and parents","aria.education.deals":"Deals

for students and parents Education","link.education.ai":"AI for education","aria.education.ai":"AI for education
Education","link.business.microsoftAi":"Microsoft AI","aria.business.microsoftAi":"Microsoft AI

Business","link.business.security":"Microsoft Security","aria.business.security":"Microsoft Security
Business","link.business.dynamics":"Dynamics 365","aria.business.dynamics":"Dynamics 365
Business","link.business.m365":"Microsoft 365","aria.business.m365":"Microsoft 365

Business","link.business.powerPlatform":"Microsoft Power Platform","aria.business.powerPlatform":"Microsoft Power
Platform Business","link.business.teams":"Microsoft Teams","aria.business.teams":"Microsoft Teams
Business","link.business.m365Copilot":"Microsoft 365 Copilot","aria.business.m365Copilot":"Microsoft 365 Copilot

Business","link.business.smallBusiness":"Small Business","aria.business.smallBusiness":"Small Business
Business","link.developer.azure":"Azure","aria.developer.azure":"Azure Developer &

IT","link.developer.developerCenter":"Microsoft Developer","aria.developer.developerCenter":"Microsoft Developer
Developer & IT","link.developer.learn":"Microsoft Learn","aria.developer.learn":"Microsoft Learn Developer &
IT","link.developer.aiMarketplace":"Support for AI marketplace apps","aria.developer.aiMarketplace":"Support for AI

marketplace apps Developer & IT","link.developer.techCommunity":"Microsoft Tech
Community","aria.developer.techCommunity":"Microsoft Tech Community Developer &

IT","link.developer.marketplace":"Microsoft Marketplace","aria.developer.marketplace":"Microsoft Marketplace Developer
& IT","link.developer.marketplaceRewards":"Marketplace Rewards","aria.developer.marketplaceRewards":"Marketplace
Rewards Developer & IT","link.developer.visualStudio":"Visual Studio","aria.developer.visualStudio":"Visual Studio

Developer & IT","link.company.careers":"Careers","aria.company.careers":"Careers
Company","link.company.about":"About Microsoft","aria.company.about":"About Microsoft

Company","link.company.news":"Company news","aria.company.news":"Company news
Company","link.company.privacy":"Privacy at Microsoft","aria.company.privacy":"Privacy at Microsoft
Company","link.company.investors":"Investors","aria.company.investors":"Investors

Company","link.company.diversity":"Diversity and inclusion","aria.company.diversity":"Diversity and inclusion
Company","link.company.accessibility":"Accessibility","aria.company.accessibility":"Accessibility

Company","link.company.sustainability":"Sustainability","aria.company.sustainability":"Sustainability
Company","ccpa.label":"Your Privacy Choices","consumerhealthprivacy.label":"Consumer Health
Privacy","corp.sitemap":"Sitemap","corp.contact":"Contact

Microsoft","corp.privacy":"Privacy","corp.manageCookies":"Manage cookies","corp.terms":"Terms of
use","corp.trademarks":"Trademarks","corp.safetyEco":"Safety &
eco","corp.recycling":"Recycling","corp.aboutAds":"About our

ads","corp.microsoft":"Microsoft","social.linkedin.alt":"Share to LinkedIn","social.linkedin.label":"Share on
LinkedIn","social.facebook.alt":"Share to Facebook","social.facebook.label":"Share on Facebook","social.x.alt":"Share to

X","social.x.label":"Share on X","social.reddit.alt":"Share to Reddit","social.reddit.label":"Share on
Reddit","social.bluesky.alt":"Share to Blue Sky","social.bluesky.label":"Share on Bluesky","social.rss.alt":"Subscribe to
RSS","social.rss.label":"Share on RSS","social.email.alt":"Share to Email","social.email.label":"Share on

Email"},"defaults":{"config":{"applicablePages":[],"description":"The Microsoft
Footer","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[],"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.MicrosoftFooter","form":null,"config":null,"props":
[],"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":

{"applicablePages":[],"description":"The Microsoft
Footer","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[],"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":
{"css":".custom_widget_MicrosoftFooter_context-uhf_qp4x5_1 {\r\n min-width: 17.5rem;\r\n font-size: 0.9375rem;\r\n
box-sizing: border-box;\r\n -ms-text-size-adjust: 100%;\r\n -webkit-text-size-adjust: 100%;\r\n & *,\r\n & *:before,\r\n &

*:after {\r\n box-sizing: inherit;\r\n }\r\n a.custom_widget_MicrosoftFooter_c-uhff-link_qp4x5_23 {\r\n color: #616161;\r\n
word-break: break-word;\r\n text-decoration: none;\r\n }\r\n &a:link,\r\n &a:focus,\r\n &a:hover,\r\n &a:active,\r\n
&a:visited {\r\n text-decoration: none;\r\n color: inherit;\r\n }\r\n & div {\r\n font-family: 'Segoe UI', SegoeUI, 'Helvetica

Neue', Helvetica, Arial, sans-serif;\r\n }\r\n}\r\n.custom_widget_MicrosoftFooter_c-uhff_qp4x5_23 {\r\n background:
#f2f2f2;\r\n margin: -1.5625;\r\n width: auto;\r\n height: auto;\r\n}\r\n.custom_widget_MicrosoftFooter_c-uhff-

nav_qp4x5_69 {\r\n margin: 0 auto;\r\n max-width: calc(100rem + 10%);\r\n padding: 0 5%;\r\n box-sizing: inherit;\r\n
&:before,\r\n &:after {\r\n content: ' ';\r\n display: table;\r\n clear: left;\r\n }\r\n @media only screen and (max-width:
1083px) {\r\n padding-left: 0.75rem;\r\n }\r\n .custom_widget_MicrosoftFooter_c-heading-4_qp4x5_97 {\r\n color:

#616161;\r\n word-break: break-word;\r\n font-size: 0.9375rem;\r\n line-height: 1.25rem;\r\n padding: 2.25rem 0
0.25rem;\r\n font-weight: 600;\r\n }\r\n .custom_widget_MicrosoftFooter_c-uhff-nav-row_qp4x5_113 {\r\n

.custom_widget_MicrosoftFooter_c-uhff-nav-group_qp4x5_115 {\r\n display: block;\r\n float: left;\r\n min-height:
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0.0625rem;\r\n vertical-align: text-top;\r\n padding: 0 0.75rem;\r\n width: 100%;\r\n zoom: 1;\r\n &:first-child {\r\n padding-
left: 0;\r\n @media only screen and (max-width: 1083px) {\r\n padding-left: 0.75rem;\r\n }\r\n }\r\n @media only screen

and (min-width: 540px) and (max-width: 1082px) {\r\n width: 33.33333%;\r\n }\r\n @media only screen and (min-width:
1083px) {\r\n width: 16.6666666667%;\r\n }\r\n ul.custom_widget_MicrosoftFooter_c-

list_qp4x5_155.custom_widget_MicrosoftFooter_f-bare_qp4x5_155 {\r\n font-size: 0.6875rem;\r\n line-height: 1rem;\r\n
margin-top: 0;\r\n margin-bottom: 0;\r\n padding-left: 0;\r\n list-style-type: none;\r\n li {\r\n word-break: break-word;\r\n
padding: 0.5rem 0;\r\n margin: 0;\r\n }\r\n }\r\n }\r\n }\r\n}\r\n.custom_widget_MicrosoftFooter_c-uhff-base_qp4x5_187

{\r\n background: #f2f2f2;\r\n margin: 0 auto;\r\n max-width: calc(100rem + 10%);\r\n padding: 1.875rem 5% 1rem;\r\n
&:before,\r\n &:after {\r\n content: ' ';\r\n display: table;\r\n }\r\n &:after {\r\n clear: both;\r\n }\r\n

a.custom_widget_MicrosoftFooter_c-uhff-ccpa_qp4x5_213,\r\n a.custom_widget_MicrosoftFooter_c-uhff-
consumer_qp4x5_215 {\r\n display: flex;\r\n float: left;\r\n font-size: 0.6875rem;\r\n line-height: 1rem;\r\n padding: 0.25rem
1.5rem 0 0;\r\n }\r\n a.custom_widget_MicrosoftFooter_c-uhff-ccpa_qp4x5_213:hover,\r\n

a.custom_widget_MicrosoftFooter_c-uhff-consumer_qp4x5_215:hover {\r\n text-decoration: underline;\r\n }\r\n
ul.custom_widget_MicrosoftFooter_c-list_qp4x5_155 {\r\n font-size: 0.6875rem;\r\n line-height: 1rem;\r\n float: right;\r\n
margin: 0.1875rem 0;\r\n color: #616161;\r\n li {\r\n padding: 0 1.5rem 0.25rem 0;\r\n display: inline-block;\r\n }\r\n }\r\n

.custom_widget_MicrosoftFooter_c-list_qp4x5_155.custom_widget_MicrosoftFooter_f-bare_qp4x5_155 {\r\n padding-left:
0;\r\n list-style-type: none;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n display: flex;\r\n flex-wrap:

wrap;\r\n padding: 1.875rem 1.5rem 1rem;\r\n }\r\n}\r\n.custom_widget_MicrosoftFooter_social-share_qp4x5_281 {\r\n
position: fixed;\r\n top: 60%;\r\n transform: translateY(-50%);\r\n left: 0;\r\n z-index:
1000;\r\n}\r\n.custom_widget_MicrosoftFooter_sharing-options_qp4x5_297 {\r\n list-style: none;\r\n padding: 0;\r\n

margin: 0;\r\n display: block;\r\n flex-direction: column;\r\n background-color: white;\r\n width: 3.125rem;\r\n border-
radius: 0 0.4375rem 0.4375rem 0;\r\n}\r\n.custom_widget_MicrosoftFooter_linkedin-icon_qp4x5_317 {\r\n border-top-

right-radius: 7px;\r\n}\r\n.custom_widget_MicrosoftFooter_linkedin-icon_qp4x5_317:hover {\r\n border-radius:
0;\r\n}\r\n.custom_widget_MicrosoftFooter_social-share-email-image_qp4x5_331:hover {\r\n border-radius:
0;\r\n}\r\n.custom_widget_MicrosoftFooter_social-link-footer_qp4x5_339:hover

.custom_widget_MicrosoftFooter_linkedin-icon_qp4x5_317 {\r\n border-radius:
0;\r\n}\r\n.custom_widget_MicrosoftFooter_social-link-footer_qp4x5_339:hover .custom_widget_MicrosoftFooter_social-

share-email-image_qp4x5_331 {\r\n border-radius: 0;\r\n}\r\n.custom_widget_MicrosoftFooter_social-link-
footer_qp4x5_339 img {\r\n width: 1.875rem;\r\n height: auto;\r\n transition: filter 0.3s
ease;\r\n}\r\n.custom_widget_MicrosoftFooter_social-share-list_qp4x5_365 {\r\n width:

3.125rem;\r\n}\r\n.custom_widget_MicrosoftFooter_social-share-rss-image_qp4x5_371 {\r\n width: 1.875rem;\r\n height:
auto;\r\n transition: filter 0.3s ease;\r\n}\r\n.custom_widget_MicrosoftFooter_sharing-options_qp4x5_297 li {\r\n width:

3.125rem;\r\n height: 3.125rem;\r\n padding: 0.5rem;\r\n box-sizing: border-box;\r\n border: 2px solid white;\r\n display:
inline-block;\r\n text-align: center;\r\n opacity: 1;\r\n visibility: visible;\r\n transition: border 0.3s ease; /* Smooth transition
effect */\r\n border-left: none;\r\n border-bottom: none; /* Apply bottom border to only last item

*/\r\n}\r\n.custom_widget_MicrosoftFooter_social-share-list-linkedin_qp4x5_411 {\r\n background-color: #0474b4;\r\n
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{"authorName":"View Profile: {author}","anonymous":"Anonymous","ariaLabel.rank":"Rank:
{rankName}"},"localOverride":false},"CachedAsset:text:en_US-shared/client/components/users/UserRank-

1775111751117":{"__typename":"CachedAsset","id":"text:en_US-shared/client/components/users/UserRank-
1775111751117","value":{"rankName":"{rankName}","userRank":"Author rank
{rankName}"},"localOverride":false},"CachedAsset:text:en_US-components/messages/MessageTime-1775111751117":

{"__typename":"CachedAsset","id":"text:en_US-components/messages/MessageTime-1775111751117","value":
{"postTime":"Published: {time}","lastPublishTime":"Last Update: {time}","conversation.lastPostingActivityTime":"Last

posting activity time: {time}","conversation.lastPostTime":"Last post time: {time}","moderationData.rejectTime":"Rejected
time: {time}"},"localOverride":false},"CachedAsset:text:en_US-components/messages/MessageBody-1775111751117":
{"__typename":"CachedAsset","id":"text:en_US-components/messages/MessageBody-1775111751117","value":

{"showMessageBody":"Show More","mentionsErrorTitle":"{mentionsType, select, board {Board} user {User} message
{Message} other {}} No Longer Available","mentionsErrorMessage":"The {mentionsType} you are trying to view has been
removed from the community.","videoProcessing":"Video is being processed. Please try again in a few

minutes.","bannerTitle":"Video provider requires cookies to play the video. Accept to continue or {url} it directly on the
provider's site.","buttonTitle":"Accept","urlText":"watch"},"localOverride":false},"CachedAsset:text:en_US-

components/messages/MessageCustomFields-1775111751117":{"__typename":"CachedAsset","id":"text:en_US-
components/messages/MessageCustomFields-1775111751117","value":{"CustomField.default.label":"Value of
{name}"},"localOverride":false},"CachedAsset:text:en_US-components/messages/MessageRevision-1775111751117":

{"__typename":"CachedAsset","id":"text:en_US-components/messages/MessageRevision-1775111751117","value":
{"lastUpdatedDatePublished":"{publishCount, plural, one{Published} other{Updated}}

{date}","lastUpdatedDateDraft":"Created {date}","version":"Version {major}.
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{minor}"},"localOverride":false},"CachedAsset:text:en_US-shared/client/components/common/QueryHandler-
1775111751117":{"__typename":"CachedAsset","id":"text:en_US-shared/client/components/common/QueryHandler-

1775111751117","value":{"title":"Query Handler"},"localOverride":false},"CachedAsset:text:en_US-
components/tags/TagList-1775111751117":{"__typename":"CachedAsset","id":"text:en_US-components/tags/TagList-

1775111751117","value":{"showMoreFor":"Show more for {title}"},"localOverride":false},"CachedAsset:text:en_US-
components/messages/MessageReplyButton-1775111751117":{"__typename":"CachedAsset","id":"text:en_US-
components/messages/MessageReplyButton-1775111751117","value":{"repliesCount":"

{count}","title":"Reply","title@board:BLOG@message:root":"Comment","title@board:TKB@message:root":"Comment","title@board:IDEA@message:
components/messages/MessageAuthorBio-1775111751117":{"__typename":"CachedAsset","id":"text:en_US-

components/messages/MessageAuthorBio-1775111751117","value":{"sendMessage":"Send
Message","actionMessage":"Follow this blog board to get notified when there's new activity","coAuthor":"CO-
PUBLISHER","contributor":"CONTRIBUTOR","userProfile":"View Profile","iconlink":"Go to {name}

{type}"},"localOverride":false},"CachedAsset:text:en_US-shared/client/components/users/UserAvatar-1775111751117":
{"__typename":"CachedAsset","id":"text:en_US-shared/client/components/users/UserAvatar-1775111751117","value":
{"altText":"{login}'s avatar","altTextGeneric":"User's avatar"},"localOverride":false},"CachedAsset:text:en_US-

shared/client/components/ranks/UserRankLabel-1775111751117":{"__typename":"CachedAsset","id":"text:en_US-
shared/client/components/ranks/UserRankLabel-1775111751117","value":{"altTitle":"Icon for {rankName}

rank"},"localOverride":false},"CachedAsset:text:en_US-components/tags/TagView/TagViewChip-1775111751117":
{"__typename":"CachedAsset","id":"text:en_US-components/tags/TagView/TagViewChip-1775111751117","value":
{"tagLabelName":"Tag name {tagName}"},"localOverride":false},"CachedAsset:text:en_US-

components/users/UserRegistrationDate-1775111751117":{"__typename":"CachedAsset","id":"text:en_US-
components/users/UserRegistrationDate-1775111751117","value":{"noPrefix":"{date}","withPrefix":"Joined

{date}"},"localOverride":false},"CachedAsset:text:en_US-shared/client/components/nodes/NodeAvatar-1775111751117":
{"__typename":"CachedAsset","id":"text:en_US-shared/client/components/nodes/NodeAvatar-1775111751117","value":
{"altTitle":"Node avatar for {nodeTitle}"},"localOverride":false},"CachedAsset:text:en_US-

shared/client/components/nodes/NodeDescription-1775111751117":{"__typename":"CachedAsset","id":"text:en_US-
shared/client/components/nodes/NodeDescription-1775111751117","value":{"description":"

{description}"},"localOverride":false},"CachedAsset:text:en_US-shared/client/components/nodes/NodeIcon-
1775111751117":{"__typename":"CachedAsset","id":"text:en_US-shared/client/components/nodes/NodeIcon-
1775111751117","value":{"contentType":"Content Type {style, select, FORUM {Forum} BLOG {Blog} TKB {Knowledge

Base} IDEA {Ideas} OCCASION {Events} other {}}
icon"},"localOverride":false}}}},"page":"/blogs/BlogMessagePage/BlogMessagePage","query":

{"boardId":"microsoftthreatprotectionblog","messageSubject":"hunt-for-compromised-azure-subscriptions-using-microsoft-
defender-for-cloud-apps","messageId":"3607121"},"buildId":"VXuOn2D5MfObWEiRanLQ9","runtimeConfig":
{"buildInformationVisible":false,"logLevelApp":"info","logLevelMetrics":"info","surveysEnabled":true,"openTelemetry":

{"clientEnabled":false,"configName":"o365","serviceVersion":"26.1.0","universe":"prod","collector":"http://localhost:4318","logLevel":"error","routeCha
["components_community_Navbar_NavbarWidget","components_community_Breadcrumb_BreadcrumbWidget","components_customComponent_Custo
[{"id":"analytics","src":"https://techcommunity.microsoft.com/t5/s/gxcuf89792/pagescripts/1751476272000/analytics.js?

page.id=BlogMessagePage&entity.id=board%3Amicrosoftthreatprotectionblog&entity.id=message%3A3607121","strategy":"afterInteractive"}]}
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