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PrivateLoader is a loader from a pay-per-install malware distribution service that has been utilized to distribute
info stealers, banking trojans, loaders, spambots, rats, miners and ransomware on Windows machines. First seen in
early 2021, being hosted on websites that claim to provide cracked software, the customers of the service are able
to selectively deliver malware to victims based on location, financial activity, environment, and specific software
installed. Bitsight's partial visibility over its botnet of infected machines suggests that it’s spread worldwide, with

a significant percentage of infections in India and Brazil.

PrivateLoader was seen being distributed through SEO-optimized websites that claim to provide cracked software.
Victims download a password-protected zip file (the password is in the file name) which contains an NSIS
installer that executes many malicious payloads, including PrivateLoader. It’s a multi-stage malware loader

comprising at least three modules: the loader, the core, and the service.

In the first stage, the loader is executed, which downloads and executes the second stage, the core module. The

core module's primary purpose is to download and execute more malware, including another PrivateLoader
module named service. The service module takes care of persistence by creating a scheduled task and, not only

self-updates but also downloads and executes the loader module. Figure 1 depicts the typical infection chain.
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Fig. 1 - PrivateLoader infection chain.

The main purpose of PrivateLoader is to download and execute more malware. Moreover, both static and dynamic

analysis (Fig. 3 and 2) suggest that the malware has additional capabilities, such as disabling Windows Defender,
the discovery of user-sensitive data, and many anti-analysis techniques.
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v IE] Signatures

Filter: none

Collection Credential Access Defense Evasion Discovery Persistence

Modifies Windows Defender Real-time Protection settings

Tags
evasion trojan

TTPs
Modify Registry Modify Existing Service Disabling Security Tools

Reported I0Cs

description ioc

Key created \REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender\Real-Time Protection

Set value (int) \REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender\Real-Time Protection\DisableBehaviorMonitoring = "1"

Set value (int) \REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender\Real-Time Protection\DisableOnAccessProtection = "1"

Set value (int) \REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender\Real-Time Protection\DisableScanOnRealtimeEnable = "1"

Set value (int) \REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender\Real-Time Protection\DisableRealtimeMonitoring = "1"

Set value (int) \REGISTRY\MACHINE\SOFTWARE\Policies\MicrosoftiWindows Defender\Real-Time Protection\DisablelOAVProtection = "1"

Set value (int) \REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender\Real-Time Protection\DisableRawWriteMNotification = 1"
PrivateLoader

Checks computer location settings
Reads user/profile data of web browsers
Legitimate hosting services abused for malware hosting/C2

Looks up external IP address via web service

Fig. 2 - Automated dynamic analysis of the loader module.
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Fig. 3 - Rule-based static analysis of the core module with CAPA.
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Previous research on PrivateL.oader shared a YARA rule to detect and hunt its samples based on its string
decryption technique and also a python script to extract all of its strings, which contains valuable information
when reversing the malware. Those strings can also be used for defense, hunting, and tracking purposes since the
command and control servers (C2) and other configuration values are included in them. As an example, here are

all of the strings from a loader module, a core module, and a service module.

Combining the mentioned sample hunting technique with previous research on how the bots communicate with
their C2 servers allowed us to build a tracker that gives us visibility over what’s being distributed by

PrivateLoader.

We started tracking PrivateLoader in July 2022 and so far we’ve seen 1K+ URLs used to distribute 2K+ samples.
As an example, this URL was used to distribute 4 samples of Redline malware. We’ve seen many URLs from
Discord, VK, and Amazon CDNs, although domains and IPs are also often used.

Figure 4 shows the top malware distributed by PrivateLoader this past July and August. Most of them are stealers,
Redline being by far the most common, but there are also banking trojans, loaders, spambots, rats, miners

and even ransomware.
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Fig. 4 - Top Malware Families Distributed by PrivateLoader in July and August 2022.

We were able to identify with high confidence 30 malware families being distributed by PrivateLoader. They are
AgentTesla, Amadey, ArrowRAT, AsyncRAT, Azorult, Colibri, Danabot, DCRat, Eternity, Fabookie, Formbook,
GCleaner, Glupteba, Gozi_ISFB, PseudoManuscrypt, Nitol, NetSupport, Nymaim, PrivateL.oader, Qakbot,
Raccoon, Redline, SmokeLoader, Socelars, STOP, Tofsee, Vidar, WarzoneRAT, XMRig, and YTStealer. For some

of them, we only encounter a couple of samples, and so they are included in the “others” slice.
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Regarding the unknown samples, since this classification was done in an automated way, some samples are harder
to programmatically classify; some signatures probably need to be improved, but also some of them might be new
unknown malware. By sampling and manually analyzing some of the unknown samples, we mainly identify

Redline and Smokel.oader, although Fabookie, Vidar, Raccoon, and NekoStealer families were also observed.

Bitsight's partial visibility over the geographical distribution of PrivateL.oader in July 2022 suggests that it’s

spread worldwide, with a significant percentage of infections in India (21%) and Brazil (16%), as figure 5 shows.

0.001 N 0.212

Fig. 5 - Approximation of botnet distribution in July 2022.

The data used to populate this map is sampled, which means that the actual geographic distribution of

PrivateLoader may be closer to this one but not exactly what this map suggests.

0d7692792b4907f9470d3b1bb6ce8310 - NSIS installer
e8fe5a28d052a908573b49ab0a904ca4 - Privatel.oader loader module
5df119a002dcaf9b7ba82acfe35e4cb1 - PrivateL.oader core module
45abb1bedf83daf1f2ebbac86e2fal51 - PrivateLoader service module

We are currently uploading our live PrivateL.oader IoCs and dropped malware to abuse.ch:

- PrivateLoader samples by YARA hunting: https://yaraify.abuse.ch/yarahub/rule/privateloader/

- PrivateLoader C2 servers: https://threatfox.abuse.ch/browse/malware/win.privateloader/

- Drop URLSs obtained from the C2 server: https://urlhaus.abuse.ch/browse/tag/Privatel.oader/

- Malware samples from drop URLs: https://bazaar.abuse.ch/user/86185858/

Yara rule
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The following rule was tested with VirusTotal Retrohunt, which returned 1K+ samples within a one-year time

period:

rule win_privateloader

{

meta:

author = "andretavare5"

description = "Detects PrivateLoader malware."

org = "Bitsight"

date = "2024-01-11"

sample = "6f7f9de3238003897f35b86caf942f088f14e88ech1a5a1329ef5a7d421f7008"
reference = "https://malpedia.caad.fkie.fraunhofer.de/details/win.privateloader"

license = "CC BY-NC-SA 4.0"

strings:

$hdr = "Content-Type: application/x-www-form-urlencoded" wide ascii
$dom1 = "ipinfo.io" wide ascii

$dom?2 = "db-ip.com" wide ascii

$dom3 = "maxmind.com" wide ascii

$dom4 = "ipgeolocation.io" wide ascii

$ual = "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/74.0.3729.169 Safari/537.36" wide ascii

$ua2 = "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/93.0.4577.63 Safari/537.36" wide ascii

$instr = {66 OF EF (4?|8?)} // pxor xmm(1/0) - str chunk decryption

condition:
uint16(0) == 0x5A4D and // MZ header
filesize > 100KB and filesize < 10MB and

$hdr and
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any of ($dom*) and
any of ($ua*) and

#instr > 100

https://github.com/bitsight-research/threat research/blob/main/privateloader/privateloader.yara
Suricata rule

The following rule was tested with a PCAP generated from a sandbox run of the loader module:

alert http SHOME_NET any -> SEXTERNAL_NET 80 ( msg:"BitSight MALWARE PrivateLoader";
flow:established,to_server; content:"POST";http_method; content:"/base/api/getData.php";http_uri;
content:"data=";http_client_body; content:"application/x-www-form-urlencoded";http_header;
content:"Mozilla/5.0 (Windows NT 10.0|3B| Win64|3B| x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/";http_user_agent; reference:url,www.bitsight.com/blog/tracking-privateloader-malware-
distribution-service; sid:2008024;)

https://github.com/bitsight-research/threat research/blob/main/privateloader/privateloader.rules

Source: https://www.bitsight.com/blog/tracking-privateloader-malware-distribution-service
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