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Lumma/Amadey: fake CAPTCHAs want to know if you’re human

By Vasily Kolesnikov
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Attackers are increasingly distributing malware through a rather unusual method: a fake CAPTCHA as the initial
infection vector. Researchers from various companies reported this campaign in August and September. The
attackers, primarily targeting gamers, initially delivered the Lumma stealer to victims through websites hosting

cracked games.

Our recent research into the adware landscape revealed that this malicious CAPTCHA is spreading through a
variety of online resources that have nothing to do with games: adult sites, file-sharing services, betting platforms,
anime resources, and web apps monetizing through traffic. This indicates an expansion of the distribution network
to reach a broader victim pool. Moreover, we discovered that the CAPTCHA delivers not only Lumma but also

the Amadey Trojan.

To avoid falling for the attackers’ tricks, it’s important to understand how they and their distribution network
operate. The ad network pushing pages with the malicious CAPTCHA also includes legitimate, non-malicious
offers. It functions as follows: clicking anywhere on a page using the ad module redirects the user to other
resources. Most redirects lead to websites promoting security software, ad blockers, and the like — standard

practice for adware. However, in some cases, the victim lands on a page with the malicious CAPTCHA.

Sandra Ceccarelli et Francesca Inaudi - Il Richiamo

Examples of sites redirecting the user to a CAPTCHA

Unlike genuine CAPTCHASs designed to protect websites from bots, this imitation serves to promote shady
resources. As with the previous stage, the victim doesn’t always encounter malware. For example, the CAPTCHA

on one of the pages prompts the visitor to scan a QR code leading to a betting site:
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CAPTCHA with QR code

The Trojans are distributed through CAPTCHASs with instructions. Clicking the “I’m not a robot” button copies
the line powershell.exe -eC bQBzAGgAdABhA<...>MAIgA= to the clipboard and displays so-called

“verification steps”:

e Press Win + R (this opens the Run dialog box);
e Press CTRL + V (this pastes the line from the clipboard into the text field);

e Press Enter (this executes the code).

Verification
Steps

1. Press Windows
Button "M + R
2. Press CTRL + V

3. Press Enter

CAPTCHA with instructions

We’ve also come across similar instructions in formats other than CAPTCHASs. For instance, the screenshot below

shows an error message for a failed page load, styled like a Chrome message. The attackers attribute the problem
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to a “browser update error” and instruct the user to click the “Copy fix” button. Although the page design is

different, the infection scenario is identical to the CAPTCHA scheme.

G Google Chrome

Something went wrong while displaying this webpage.

There was an error during the latest update of browser version,
causing some web pages to malfunction.

Follow these instructions to resolve the issue:

1. Click the 'Copy fix' button below.

2. Right-click on the Windows icon

3. Select 'Windows PowerShell (Admin)’

4. Right-click within the open terminal window.

5. Wait for the update to complete, then refresh the page.

Fake update error message

The line from the clipboard contains a Base64-encoded PowerShell command that accesses the URL specified
there and executes the page’s content. Inside this content is an obfuscated PowerShell script that ultimately

downloads the malicious payload.

Payload: Lumma stealer

Initially, the malicious PowerShell script downloaded and executed an archive with the Lumma stealer. In the

screenshot below, the stealer file is named 0Setup.exe:
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Contents of the malicious archive

After launching, 0Setup.exe runs the legitimate BitLockerToGo.exe utility, normally responsible for encrypting
and viewing the contents of removable drives using BitLocker. This utility allows viewing, copying, and writing

files, as well as modifying registry branches — functionality that the stealer exploits.

0Setup .exe (3472) Fast Video Cutter ... C:\Users‘user\De...
%@ Bit LockerToGo.exe (7924) BitLocker To Go ... CAWindowshBitL...
— G BidAlar awe 17144V ol loareboear de TR

XiangJi Software ... WIN10wser "l
Microsoft Corporat... WIN10hwser "CN

Prearace Cafhwzra VWK oar "l

Armed with BitLocker To Go, the attackers manipulate the registry, primarily to create the branches and keys that

the Trojan needs to operate:

6:07:1... BigBitLockerToGo.exe 7924 [ RegSetinfokey HKLM\SOFTWARENWOW6432Node \Microsoft\Windows\CurentVersion\Intemet Settings SUCCESS KeySetinformation...
6:07:1... BhgBitLockerToGo exe 7924 (H RegQuenyValue HKLM\SOFTWARE\WOW6432Node'\Microsoft \Windows"CurrentVersion\Intemet Settings*ShareCredsWithWinHitp NAME NOT FOUND Length: 16
6:07:1... ShgBitLockerToGo exe 7924 [;f RegCloseKey  HKLM\SOFTWARE\WOW6432Node \Microsoft\Windows'\Cumrent Version\Intemet Settings SUCCESS

That done, Lumma, again using the utility, searches the victim’s device for files associated with various

cryptocurrency wallets and steals them:

g BitLockerToGo

-
g BitLockerToGo

g BitLockerToGo

.

g BitLockerToGo

.

g BitLockerToGo

Ritl mrlearTaln

.. BhgBitlockerToGo....
.. tngBitlockerToGo....

g BitLockerToGo....
¢ BitLockerToGo....
BitLockerToGo....
g BitLockerToGo....
. BitLockerToGo....

.. thgBitlockerToGo....

¢ BitLockerToGo....
BitLockerToGo....

4. SgbBitlockerToGo....
4. BgBitlockerToGo....
BitLockerToGo....
g BitLockerToGo....
4. BhgBitLockerToGo. ..
.. thgBitlockerToGo....

BitLockerToGo....
.. tngBitlockerToGo....

g BitLockerToGo....
BitLockerToGo....
... BhaBitLockerToGo....
4. SagBitlockerToGo....

8376 ) CreateFile
8376 [RICreateFile
8376 [H)CreateFile
8376 [7)CreateFile
8376 [HICreateFile
8376 [mCreatefile
8376 [7CreateFile
8376 [{H)CreateFile
8376 [rCreateFile
8376 [fHCreateFile
8376 ) CreateFile
8376 [RICreateFile
8376 [H)CreateFile
8376 [7)CreateFile
8376 [HICreateFile
8376 [mCreatefile
8376 [7CreateFile
8376 [{H)CreateFile
8376 [rCreateFile
8376 [fHCreateFile
8376 ) CreateFile
8376 [RICreateFile
8376 [H)CreateFile
8376 [7)CreateFile
8376 [HICreateFile
8376 [mCreatefile
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Roaming'\Exodus‘\exodus wallet

‘\Roaming‘\Ledger Live
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Roaming"\Authy Desktop*Local Storage'leveldb
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‘\Roaming‘\Binance
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Rinaminnt NashCarewallata

PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
MNAME NOT FOUND Desired Access:
MNAME MOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
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PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
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NAME NOT FOUND Desired Access:
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MNAME NOT FOUND Desired Access:
NAME NOT FOUND Desired Access:
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MNAME NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOUND Desired Access:
PATH NOT FOLIMA Mesired Arrase

Then, the attackers view browser extensions related to wallets and cryptocurrencies and steal data from them:
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Wombat - Gaming Wallet for Ethereum & EOS
Wombat is the leading and trusted wallet for gamers and beyond to manage & trade their NFTs
and token on the Ethereum, Polygon, EOS, WAX and Telos blockchains.

hnfanknocfeofbddgcijnmhninkdnaad X

Al Images Videos News Flights i More Tools

Maps  Books

Chrome Web Store

o wombat.app }
hitps://chromewebstore. google.com » detail » hnfankno.

Wombat - Play. Own. Be Yourself.

Wombat is your home for NFT-Gaming. Become part of the gaming revolution and play together
with millions of gamers across the globe. With Wombat you can

Coinbase Wallet extension - Chrome Web Store
Coinbase Wallet is a self-cusiody crypto wallet that puts you in control and unlocks the
entire world of crypto.

Following this, the Trojan attempts to steal cookies and other credentials stored in various browsers:

GO LUSE IS L WUBEIS WISE AP LGLE WULE SUULIS Yl UG WSS L1 WSISUIL Wi CU Liata RIS

.. 8376 [5)CreateFile C:\Users‘wser\App Data'Local\Google \Chrome*User Data‘\Default ' Network \Cookies SUCCESS Desired Access: R..

.. 8376 [5)Closefile C:\Users wser\AppData*Local Google \Chrome*\User Data\Default Network " Cookies SUCCESS

... B376 [5)CreateFile C\Users'wser\AppDatatLocal\Google \Chrome'\User Data‘\Default Networ\Cookies SHARING VIOLAT... Desired Access: G..

.. 8376 [5)Createfile C:\Users wser\AppData*Local Google \Chrome*\User Data\Default Network " Cookies SUCCESS Desired Access: R..

.. 8376 [5)CloseFile C\Users'wser\AppDatatLocal\Google \Chrome'\User Data‘\Default Networ\Cookies SUCCESS

.. 8376 [5)Createfile C:\Users wser\AppData*Local Google \Chrome*\User Data\Default Network " Cookies SUCCESS Desired Access: G..

.. 8376 [5)QueryStandard|...C\Users‘user\App Data'Local'Google\Chrome'User Data'\Default'\Network \Cookies SUCCESS AllocationSize: 94, ...

.. 8376 [5)ReadFile C:\Users wser\AppData*Local Google \Chrome*\User Data\Default Network " Cookies SUCCESS Offset: 0, Length: 9...
... B376 [{5)ReadFile C\Users'wser\ App DatatLocal\Google \Chrome*User Data\Default Networ\Cookies SUCCESS Offget: 0, Length: 6...
.. 8376 [5)ReadFile C:\Users‘wser\AppDatatLocal\Google \Chrome*\User Data\Default' Network " Cockies SUCCESS Offset: 65,536, Len...
.. 8376 [5)CloseFile C\Users'wser\ App DatatLocal\Google \Chrome*User Data\Default Networ\Cookies SUCCESS

Finally, the malware searches for password manager archives to steal their contents as well:

Lo . I DILLOCRST 10030 ... G300 | =UeTy LINseLary e SIS LS WP L dLd s

6254, . BitLockerToGo.... 8376 [f)Createfile C:\Users‘userAppDataLocal

6254, . BitLockerToGo.... 8376 f5)0uenDirectory  Co\Users‘user\SppData’Local’ kbdx
6:25:4. . BitLockerToGo.... 8376 [f5CloseFile C:\Users‘user'AppDataLocal

6:25:4.. BitLockerToGo.... 8376 [)CreateFile ClUsers‘user'AppDatatLocal Low
6:25:4... BitLockerToGo.... 8376 [)QueryDirectory  C:\Users'user' AppData’Local Low” kbdx
6:25:4... BitLockerToGo.... 8376 [HICloseFile CUsers‘user' dppDatatLocal Low
6:25:4... BitLockerToGo.... 8376 [fCreatefie CUsers‘wser'4ppDatatRoaming

6:25:4 ... BitLockerToGo.... 8376 f5)0uenDirectory  C-\Users‘wuser'AppData’Roaming'” kbdx
6:254.. BitLockerToGo.... 8376 [f51CloseFie C:\Users‘wserAppData Roaming
6254, . BitLockerToGo.... 8376 f5)0uenyDirectory  Co\Users‘user'SppData’

——— e -

Throughout the data collection process, the Trojan tries to use the same BitLocker To Go to send the stolen data to

the attackers’ server:

6:25:4..
6254 .
6254 .
6:25:4..

Bit LockerToGa....
Bit LockerToGa....
Bit LockerToGao....
Bit LockerToGo....

8376 ' TCP Send
8376 TCP Receive
8376 ‘' TCP Send
8376 TCF Receive

Win10:
Win10:
Win10:
Win10:

hitps
Https
https
https

Once the malware has found and exfiltrated all valuable data, it starts visiting the pages of various online stores.

The purpose here is likely to generate further revenue for its operators by boosting views of these websites, similar

to adware:
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am ms Jestresmngservice Mes/fS B0 T... 96,57 Hle kot event hiter ool Uptons Help
-7 wE AT [flestreamingservice/es/atae338b-1... 280,817 Se
=®s W6 HTTP [Mlestresmngsenice fes/18eddz4.., 9,588 DBRIPECIVYOIA& I £Q7NEEIBE
=785 6 HTTR [festresmingservice fles/301ccB67-4... 10,703 Time ... Process Name FID Operation Fath Resul Detal
-6 wE HTT Miestreamngservice fles/o2f27eb04... 10,903 6310.. ByBiLockerToGo... 3376 DTCP Receve SUCCESS Lengin: 2206, seq.
=77 M6 HITR [flestreamngservice/fes/bsssichac... 1,048 6310.. BeBilockerToGo... 2376 ' TCP Receive SUCCESS Length: 2206, seq.
-8 w6 M IHestresmngservice Hes/a1229c9d-2.., 178,587 s Lerdh 11000
-7 W6 HTTR [estreamingservice fles/Sfb7475... 10,207 Secces g 1103, seq.
=70 6 HTTP [flestreamingservice/les/ed7dfbed .. 487,448 uocess Lot 1103, seq
=®1 W6 HTTP IHlestreamingservice/Res/81535ebb-5... 11,593 Success Largth- 1103, seq.
-2 W6 HTP [fiestreamingservice/fles/40a0dd43-5... 10,209
=73 w6 HTP estreamngservice esfaariatea... 12,038
=74 6 HTTE [flestresmingservice/fes/5a391%6 5., 362,091
s ms MR [Mestresmngservice fes/Sbci7da5... 10,421
-6 wE M [Hlestreamingservice/fes/fdaccOf2-Be... 199,745 : o
-%7 W6 HITP [Mlestreamngservice les/oaaag?7a-7.., 12,323 SUCCESS Lengif 1103
78 W6 HTT Ifiesbreamingservice fles/fdaccOf2-8e... 1,04 Success Length. 1102, seq.
-m9 w6 W fiestreamngservice fes/Scafche-79... 11679 Success Longth 2295, seq
=30 W6 HTR [Hestreamngservice/fes/dd0dfic.5... 938,821 SUCCESS Length: 2206, seq
=201 06 HTTP IMlestreamngservice/Nes/7a1274724... | 322,007 SUCCESS Length: 1103, seq.
-m2 W6 HTP [Mestresmngservice fesfesaiesce... 13,179 SUCCESS Lengh: 1103.seq
-303 M6 HTTP [flestreamingservice/fes 277833 4... 42973 e mx o =
=84 26 HIP [flesteamngserviceflesfScsazeda... 13817 6310 ByBelockerToGo . 8376 ITCP Receve SUCCESS Lengéh: 1103, seq.
=205 M6 HTTE [Mestresmingservice/fes/49aTalcsa, ., 413,461 6310 ByBelockeToGo. . 3376 LITCP Recene Suocees Lengeh 1103, seq
=806 206 HTTP [festresmingservicefies/1919b5f8-4... 10,191 6310, BgBelockerToGo... 8376 Y TCP Receive. SUCCESS Length: 1103. s2q.
307 W6 HTR [flestreamingservice/flesfossSicfe<... 351,048 6310 BgBelockerToGo_.. 4376 P TCP Receve SUCCESS Length: 2206, seq.
=808 226 AP [Mestreamngsenvice fesffsfeadd-i.. 10,438 6310, ByBelockerToGo... 3376 ‘D TCP Receve SUCCESS Length: 2206, seq.
-5 W6 HTP [Mestresmngservice Ses/aat6a8S1<... 19,725 6.310... ByBelockerToGo... 437 P TCP Receve SUCCESS Length: 1103, seq.
s w6 M [flestreamngservice e /coS06640-... 21,005 6310... ByBelockerToGo... 3376 P TCP Receve SUCCESS Length 1103, seq.
a1 m6  HTP IRestresmingservice/fes/1de0355. . 16,139 6310, BeBelockerToGo... 3376 TCP Recsve SUCCESS Length: 6518, seq.
ez e Aol D, 583 6310.. BgBilockerToGo... 2376 ' TCP Receive SUCCESS Lengih: 8324, seq.
6310.. BgBelockerToGo... 3376 ‘2 TCP Recsive SUCCESS Lengih. 7721, seq.
=813 206 HTTP [estreamingservice ffles/6f5455255... 10,217 6310, BgBtlockerToGo... 8376 Y TCP Receive SUCCESS Length: 1103, seq.
=814 06 HTTP [flestreamegservicefies/Sbf753d5-5.. 9,803 6310 BgBtLockerToGo. .. 8376 13 TCP Reoeive: SUCCESS Length: 1103, seq.
=815 W6 HTTP [Mlestresmngsenice fesfdsasesbas . 11077 6310, ByBelockerToGo .. 8376 ‘TCP Receve SUCCESS Length: 5515 seq
=816 W6 HTTP [fiestreamingservice/fies/f6004f3-2.. 15,331 6310... fgBelockerToGo... 8376 2 TCP Recsive SUCCESS Length: 7721, seq.
=817 206 HTTP [fiestresmincservice flesfa3c3723d-a... 10620 oublic.... aobicatonl... svehost:7s4gil 6.31.0.. BaBtlockerToGo... 8376 '+ TCP Receve SUCCESS Lenath: 15442 se.

Payload: Amadey Trojan

We recently discovered that the same campaign is now spreading the Amadey Trojan as well. Known since 2018,

Amadey has been the subject of numerous security reports. In brief, the Trojan downloads several modules for

stealing credentials from popular browsers and various Virtual Network Computing (VNC) systems. It also detects
crypto wallet addresses in the clipboard and substitutes them with those controlled by the attackers. One of the
modules can also take screenshots. In some scenarios, Amadey downloads the Remcos remote access tool to the

victim’s device, giving the attackers full access to it.
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w0l == UtzB3t== Rt3Y¥Lt== OPPZ 8LKa acGa RKa 25Ga Ub
ea UMCa viGa aLY¥a Wulla UMSa Fusa ?R7a U= USDgP
v heKBY12BehulabKph USDgPv hoKA= URrulv hoKa= Wz y= Wly= WIC=
WIG= QLzu2 == SulL53uwtzFA== 8uwL53AR3FCh= WHhg Wurax URU

P wGC 2HHu bhi B IS5=z61P0R MuG+ MuK+ IQux4PimbrQl Hn
mu Fl== cp== GePz1QU6 MF== Rhg2zBuGm? aeGA= SRPD2f pGDMk2
GEh ORPSJEKRS513bE3poiyNjHORef t == RuDAPWOebYUE gGJ2 NKTGKUUdOGccgHh?
heM= NMTu3fJ= PRzE3z0w 76 xULEB73%== OKHELt == RuzzPzJd06Z gXMeizc
= Ov3odzdvCIhblg== NKTH JoSBLzdX S0BJ2ZYRQhe dQ2U == NbfSPz03T0%a2X
M= Qh3D4zdr RR3IBi=dw NR3 y2Ulls SREfzH=0jTO?aZ25M= JzyDCsU¥HnglUR
== hC= aRC= HR3z4z0r8G5KhiFaTat jBOpSelrj4nImitbID2L6hE1VERyFEgUNk

TKxqiQQuCETk IHUyBLSg AFjI2U XTO9Q0UVehlt176d5eT ZuFiud?5DyBPlle BKI ELGY
PgOMZCgJ hDukFyud8Lrg2f KgT X492 FeUPGUdrB8KZkgCSJjPthint gEruZ2UG?aviA2bd=S7
UbgC50izBh805FGAQM AFiyBL5gFW4= IHUSs == M5Ho3c5u IhjBFp==
HMR3z4z0r8G5KhXFaTat87LtkeTDj5Gen?832BQi08Chce3INLiQPNo 6 KNm2 ZZmQllS =
ROQf ¥ LxOKRI RRf nHagf Jth6RSg jZuL20RUtHAZ g6 6 B3T2c ihaNQT1 BG2 T RnOEGm? Mu 6 4= [u N J
Jj2Q== NR3 yIA0XTiINELIYS a ULDoPz03T6 1f dnxhgOR 17Lxgg@H 350U bMiBCHMuHHY £ Q=
kUgN@O= IMP=z1FS5=TKY j ROQf ¥ LxOKRI RRf nNagf Jt66RSgjZuL20RUtHAZgWub b BIYWRe 1
yNaPgdc3TZeHDZFSuDUJuCTHY UuiliA = ROfYLxOKRIRlenUngUpJT1iloQAveL2Opabfo
PFQS KgJpdWRtf PFm6Kxx1 CPrQGOm Shf pPPAGLE== UsuBCuwF= OuPr0Qp8 JRbgHU
egebpFp K3UDx3HORBL3= OuPr0Qip8 JRbgHVege b pFpd K3UDxIHOREL3= RPILLyiy0o
E3Wp%helph6 RE1C4r3InKnaSGldel! K7Zof nZjixRh7w»Fhi ZIl = RuDAPANgBI98elY = J
FJuCEJ== JTuDC == JIuCDh == J2uDDJ== NSPD3f 0r-8 I MNRAUE p==
L?ia cPzPzCpGDHMEZE 1a IRml Felm3UgoS50OBiLlCohNulfelsa FurzhGE505
be JZPHuu?DmQ2? IDLuzA== G5 1HQmmB GH= F8urzbGuTD87? Friryt== Ruli8PQ
OuSKZieC?ajyM= ILP?PPSY8KplenFkgyd #Wtg3TRx5G0gBLE=PPUAFY3feGYGN? == F
== Rhtd=WsB86870RQ6 QP ?GE== SKd3p== bzzPzdg ABCDEFGHI JKL
MNOPQRSTUUUEY Zahcdef ghijklmnopgrstuvwxyzl1 23456789 +7 2a %3 abcdefg
hijklmnopgrstuvwxyzABCDEFGH I JELHMOPQRETUUWEYZ01 23456782 Kevboard Lavout:Pr
eload OODOODL1? Onomnm42 2 Ononm42 3 Ononm 3 § System image
Sflpegyg o i 2 3 4 LY [ 7 ] g S HtUnmapliewd
fSection ntdll.dll runas - r ey - b i 11 12 13 i
ooooooDd  fDenyTSConnections SYSTEM~CurrentControlSet~ControlsTerminal Serw
epr netsh advfirewall firewall szet rule group="Remote Desktop'" new en
able=Yes sc config termservice start= auto net start termservice " ra
dd -y " " net user " " sadd net localgroup "Administrators'" ' ' SET
PasswordExpires=FALSE WMIC USERACCOUNT WHERE “"Hame = ' ‘' BET Passwor
dchangeahle=FALSE u l—E ! ' —DestinationPath * povershell —Comma
nd Expand—-Archive —-Path ' %+ @& 111 H “* —— 5120 UnNc .exe
@ invalid string position list too long vector too long string too lung
HIG *2B ¥B ¥B +¥B +»YB Y¥B EiB LB p+B +B LB 2B PoB AB poB °HG p™B p
B B a™B p™B P*B dNG *jB PxB 5B SB poB A#RB pMMas 45 k S™(NG prE prB U

Snippet of Amadey code used in this campaign

Statistics

From September 22 to October 14, 2024, over 140,000 users encountered ad scripts. Kaspersky’s telemetry data
shows that out of these 140,000, over 20,000 users were redirected to infected sites, where some of them saw a
fake update notification or a fake CAPTCHA. Users in Brazil, Spain, Italy, and Russia were most frequently
affected.

Conclusion
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https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/10/24145224/AdwareWithMalware_14.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/10/24145224/AdwareWithMalware_14.png

https://securelist.com /fake-captcha-delivers-lumma-amadey/114312/

Cybercriminals often infiltrate ad networks that are open to all comers. They purchase advertising slots that
redirect users to malicious resources, employing various tricks to achieve infections. The above campaign is of
interest because (a) it leverages trust in CAPTCHA to get users to perform unsafe actions, and (b) one of the
stealers makes use of the legitimate BitLocker To Go utility. The malware works to enrich its operators both by
stealing victims’ credentials and crypto wallets, and by exploiting online stores that pay money for traffic to their

websites.

Indicators of compromise

e3274bc41£121b918ebb66e2f0cbfe29
525abe8da7ca32f163d93268c509a4c5
ee2ff2c8f49ca29fe18e8d18b76d4108
824581f9f267165b7561388925f69d3a

Source: https://securelist.com/fake-captcha-delivers-lumma-amadey/114312/
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https://opentip.kaspersky.com/e3274bc41f121b918ebb66e2f0cbfe29/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______2647aaca9b31168c&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/525abe8da7ca32f163d93268c509a4c5/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______bf6e5e6a092ca3ea&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/ee2ff2c8f49ca29fe18e8d18b76d4108/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______47f3198ddec5502f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/824581f9f267165b7561388925f69d3a/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______b7ae7eb6ba1c400e&utm_source=SL&utm_medium=SL&utm_campaign=SL

