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 Tool: EmailStealer

Names EmailStealer

Category Malware

Type Credential stealer

Description
(Trend Micro) Steals simple mail transfer protocol (SMTP) credentials and email addresses in
the victim’s machine.

Information
<https://blog.trendmicro.com/trendlabs-security-intelligence/latest-spam-campaigns-from-
ta505-now-using-new-malware-tools-gelup-and-flowerpippi/>

<https://yoroi.company/research/the-stealthy-email-stealer-in-the-ta505-arsenal/>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool EmailStealer

Changed Name Country Observed

APT groups

  TA505, Graceful Spider, Gold Evergreen 2006-Nov 2022

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=07b9fc8d-f568-45ae-b2b7-85b9dd1c422f

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=07b9fc8d-f568-45ae-b2b7-85b9dd1c422f
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