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win.dnsmessenger (Back to overview)

DNSMessenger

aka: TEXTMATE

Actor(s): Anunak

DNSMessenger makes use of DNS TXT record queries and responses to create a bidirectional Command and
Control (C2) channel. This allows the attacker to use DNS communications to submit new commands to be run on

infected machines and return the results of the command execution to the attacker.
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There is no Yara-Signature yet.
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