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 Tool: Comfoo

Names
Comfoo
Comfoo RAT

Category Malware

Type Reconnaissance, Backdoor, Keylogger, Info stealer, Exfiltration

Description

(SecureWorks) The Comfoo RAT has the following features:

• System/network information gathering
• Keystroke logging

• Screenshots
• File upload/download/execute
• Command shell

Information <https://www.secureworks.com/research/secrets-of-the-comfoo-masters>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.comfoo>

Last change to this tool card: 24 April 2021

Download this tool card in JSON format

All groups using tool Comfoo

Changed Name Country Observed

APT groups

  APT 17, Deputy Dog, Elderwood, Sneaky Panda 2009-Jun 2024  

  Lucky Cat 2011  

2 groups listed (2 APT, 0 other, 0 unknown)

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=c46d5fa4-33e9-4eb2-af78-8a09bc34e605
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