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 Tool: Titan

Names Titan

Category Malware

Type Reconnaissance, Backdoor

Description

(Lookout) Titan usually comes with busybox and various native libraries that provide a range
of functionality, from automated gathering of a user's data to being able to execute attacker

specified instructions as superuser. Over time, Titan has evolved considerably with a distinct
trend of malicious code shifting first from Java to native libraries, then moving into second

stage components.

Information <https://blog.lookout.com/titan-mobile-threat>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/apk.titan>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool Titan

Changed Name Country Observed

APT groups

  Tropic Trooper, Pirate Panda, APT 23, KeyBoy 2011-Jun 2023  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=9b6dce72-c1e4-4a54-9f03-7d4b56da7e1b
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