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Quasar RAT

aka: CinaRAT, QuasarRAT, Yggdrasil

Actor(s): APT33, Dropping Elephant, Stone Panda, The Gorgon Group

2

VTCollection URLhaus

Quasar RAT is a malware family written in .NET which is used by a variety of attackers. The malware is fully

functional and open source, and is often packed to make analysis of the source more difficult.
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2023-05-15 - embeeresearch - Embee research

Quasar Rat Analysis - Identification of 64 Quasar Servers Using Shodan and Censys
Quasar RAT

2023-04-23 - ESET Research - Alexandre C6té Cyr, Matthieu Faou
TA410: APT10’s distant cousin
FlowCloud Lookback PlugX Quasar RAT Tendyron Witchetty

2023-04-13 - OALabs - Sergei Frankoff

Quasar Chaos: Open Source Ransomware Meets Open Source RAT
Chaos Quasar RAT

2023-03-30 - loginsoft - Saharsh Agrawal

From Innocence to Malice: The OneNote Malware Campaign Uncovered
Agent Tesla AsyncRAT DOUBLEBACK Emotet Formbook IcedID NetWire RC QakBot Quasar RAT
RedLine Stealer XWorm

2023-02-24 - Zscaler - Avinash Kumar, Niraj_Shivtarkar
Snip3 Crypter Reveals New TTPs Over Time
DCRat Quasar RAT

2023-01-05 - Symantec - Threat Hunter Team

Bluebottle: Campaign Hits Banks in French-speaking Countries in Africa
CloudEyE Cobalt Strike MimiKatz NetWire RC POORTRY Quasar RAT BlueBottle

2022-09-13 - Symantec - Threat Hunter Team

New Wave of Espionage Activity Targets Asian Governments
MimiKatz PlugX Quasar RAT ShadowPad Trochilus RAT

2022-08-18 - Sophos - Sean Gallagher

Cookie stealing: the new perimeter bypass

Cobalt Strike Meterpreter MimiKatz Phoenix Keylogger Quasar RAT

2022-07-29 - Qualys - Viren Chaudhari
New Qualys Research Report: Evolution of Quasar RAT
Quasar RAT

2022-07-27 - Qualys - Viren Chaudhari
Stealthy Quasar Evolving to Lead the RAT Race
Quasar RAT

2022-07-13 - Weixin - Antiy CERT
Confucius: The Angler Hidden Under CloudFlare
Quasar RAT

2022-06-23 - Secureworks - Counter Threat Unit ResearchTeam
BRONZE STARLIGHT Ransomware Operations Use HUI Loader
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ATOMSILO Cobalt Strike HUI Ioader LockFile NightSky Pandora PlugX Quasar RAT Rook SodaMaster
BRONZE STARLIGHT

2022-06-02 - FortiGuard Labs - Fred Gutierrez, Gergely Revay, James Slaughter, Shunichi Imano
Threat Actors Prey on Eager Travelers
AsyncRAT NetWire RC Quasar RAT

.NET Stubs: Sowing the Seeds of Discord
Agent Tesla Quasar RAT WhisperGate

.NET Stubs: Sowing the Seeds of Discord (PureCrypter)

Aberebot AbstractEmu AdoBot 404 Keylogger Agent Tesla Amadey AsyncRAT Ave Maria BitRAT BluStealer
Formbook LimeRAT I.oki Password Stealer (PWS)_Nanocore RAT Orcus RAT Quasar RAT Raccoon RedLine
Stealer WhisperGate

2022-05-16 - JPCERT/CC - Shusei Tomonaga
Analysis of HUI Loader
HUI Loader PlugX Poison Ivy Quasar RAT

2022-05-12 - Morphisec - Hido Cohen
New SYK Crypter Distributed Via Discord
AsyncRAT Ave Maria Nanocore RAT NjRAT Quasar RAT RedLine Stealer

2022-04-27 - Trendmicro - Daniel Lunghi, Jaromir Hofejsi

5=

Operation Gambling Puppet
reptile oRAT AsyncRAT Cobalt Strike DCRat Ghost RAT PlugX Quasar RAT Trochilus RAT Earth Berberoka

2022-04-27 - Trendmicro - Trendmicro
10Cs for Earth Berberoka - Windows
AsyncRAT Cobalt Strike PlugX Quasar RAT Earth Berberoka

2022-04-27 - Trend Micro - Daniel Lunghi, Jaromir Hofejsi
New APT Group Earth Berberoka Targets Gambling Websites With Old and New Malware
HelloBot AsyncRAT Ghost RAT HelloBot PlugX Quasar RAT Earth Berberoka

2022-03-24 - Lab52 - freyit
Another cyber espionage campaign in the Russia-Ukrainian ongoing cyber attacks
Quasar RAT

2022-03-05 - Bleeping Computer - Lawrence Abrams

Malware now using NVIDIA's stolen code signing certificates
Quasar RAT

2022-02-22 - CyCraft Technology Corp

China Implicated in Prolonged Supply Chain Attack Targeting Taiwan Financial Sector
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Quasar RAT

2022-02-21 - The Record - Catalin Cimpanu

Chinese hackers linked to months-long attack on Taiwanese financial sector
Quasar RAT

2022-02-21 - - CyCraft - CyCraft Al

An in-depth analysis of the Operation Cache Panda organized supply chain attack on Taiwan's financial
industry
Quasar RAT

2022-02-11 - blog.rootshell.be - Xavier Mertens
[SANS ISC] CinaRAT Delivered Through HTML ID Attributes
Quasar RAT

2022-02-08 - ASEC - ASEC
Distribution of Kimsuky Group’s xRAT (Quasar RAT) Confirmed
GoldDragon Quasar RAT

2022-02-08 - Intel 471 - Intel 471

PrivateLoader: The first step in many malware schemes
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Trojanized dnSpy app drops malware cocktail on researchers, devs
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Collecting In the Dark: Tropic Trooper Targets Transportation and Government
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Malicious campaign uses a barrage of commodity RATs to target Afghanistan and India
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Water Basilisk Uses New HCrypt Variant to Flood Victims with RAT Payloads
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2021-09-03 - Trend Micro - Mohamad Mokbel

The State of SSL/TLS Certificate Usage in Malware C&C Communications

AdWind ostap AsyncRAT BazarBackdoor BitRAT Buer Chthonic CloudEyE Cobalt Strike DCRat Dridex
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Rockloader ServHelper Shifu SManager Torrentl.ocker TrickBot Vawtrak Zeus Zloader
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"Civerids" organization vs. Middle East area attack activity analysis report
Quasar RAT

2020-12-24 - IronNet - Adam Hlavek

China cyber attacks: the current threat landscape
PLEAD TSCookie FlowCloud Lookback PLEAD PlugX Quasar RAT Winnti

2020-12-10 - JPCERT/CC - Kota Kino

Attack Activities by Quasar Family
AsyncRAT Quasar RAT Venom RAT XPCTRA

2020-12-09 - Cybereason - Cybereason Nocturnus

New Malware Arsenal Abusing Cloud Platforms in Middle East Espionage Campaign
DropBook MoleNet Quasar RAT SharpStage Spark

2020-12-09 - Cybereason - Cybereason Nocturnus Team

MOLERATS IN THE CLOUD: New Malware Arsenal Abuses Cloud Platforms in Middle East Espionage
Campaign

DropBook JhoneRAT Molerat Loader Pierogi Quasar RAT SharpStage Spark

2020-11-19 - Threatpost - Elizabeth Montalbano

APT Exploits Microsoft Zerologon Bug: Targets Japanese Companies
Quasar RAT Ryuk

2020-11-17 - Symantec - Threat Hunter Team
Japan-Linked Organizations Targeted in Long-Running and Sophisticated Attack Campaign
Quasar RAT

2020-06-22 - MalwareLab.pl - Maciej Kotowicz

VenomRAT - new, hackforums grade, reincarnation of QuassarRAT
Quasar RAT Venom RAT

2020-05-29 - Zscaler - Sudeep Singh

ShellReset RAT Spread Through Macro-Based Documents Using AppLocker Bypass
Quasar RAT

2020-05-14 - Lab52 - Dex
The energy reserves in the Eastern Mediterranean Sea and a malicious campaign of APT10 against Turkey
Cobalt Strike HTran MimiKatz PlugX Quasar RAT

Page 8 of 11


https://malpedia.caad.fkie.fraunhofer.de/library?search=Marco%20Ramilli%27s%20Blog
https://malpedia.caad.fkie.fraunhofer.de/library?search=Marco%20Ramilli
https://malpedia.caad.fkie.fraunhofer.de/details/js.ostap
https://malpedia.caad.fkie.fraunhofer.de/details/py.lazagne
https://malpedia.caad.fkie.fraunhofer.de/details/win.agent_tesla
https://malpedia.caad.fkie.fraunhofer.de/details/win.azorult
https://malpedia.caad.fkie.fraunhofer.de/details/win.buer
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.danabot
https://malpedia.caad.fkie.fraunhofer.de/details/win.darkcomet
https://malpedia.caad.fkie.fraunhofer.de/details/win.dridex
https://malpedia.caad.fkie.fraunhofer.de/details/win.emotet
https://malpedia.caad.fkie.fraunhofer.de/details/win.formbook
https://malpedia.caad.fkie.fraunhofer.de/details/win.icedid
https://malpedia.caad.fkie.fraunhofer.de/details/win.isfb
https://malpedia.caad.fkie.fraunhofer.de/details/win.netwire
https://malpedia.caad.fkie.fraunhofer.de/details/win.plugx
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.smokeloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.trickbot
https://malpedia.caad.fkie.fraunhofer.de/library?search=Antiy%20CERT
https://malpedia.caad.fkie.fraunhofer.de/library?search=Antiy%20CERT
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/library?search=IronNet
https://malpedia.caad.fkie.fraunhofer.de/library?search=Adam%20Hlavek
https://malpedia.caad.fkie.fraunhofer.de/details/elf.plead
https://malpedia.caad.fkie.fraunhofer.de/details/elf.tscookie
https://malpedia.caad.fkie.fraunhofer.de/details/win.flowcloud
https://malpedia.caad.fkie.fraunhofer.de/details/win.lookback
https://malpedia.caad.fkie.fraunhofer.de/details/win.plead
https://malpedia.caad.fkie.fraunhofer.de/details/win.plugx
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.winnti
https://malpedia.caad.fkie.fraunhofer.de/library?search=JPCERT/CC
https://malpedia.caad.fkie.fraunhofer.de/library?search=Kota%20Kino
https://malpedia.caad.fkie.fraunhofer.de/details/win.asyncrat
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.venom
https://malpedia.caad.fkie.fraunhofer.de/details/win.xpctra
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cybereason
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cybereason%20Nocturnus
https://malpedia.caad.fkie.fraunhofer.de/details/win.dropbook
https://malpedia.caad.fkie.fraunhofer.de/details/win.molenet
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.sharpstage
https://malpedia.caad.fkie.fraunhofer.de/details/win.spark
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cybereason
https://malpedia.caad.fkie.fraunhofer.de/library?search=Cybereason%20Nocturnus%20Team
https://malpedia.caad.fkie.fraunhofer.de/details/win.dropbook
https://malpedia.caad.fkie.fraunhofer.de/details/win.jhone_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.molerat_loader
https://malpedia.caad.fkie.fraunhofer.de/details/win.pierogi
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.sharpstage
https://malpedia.caad.fkie.fraunhofer.de/details/win.spark
https://malpedia.caad.fkie.fraunhofer.de/library?search=Threatpost
https://malpedia.caad.fkie.fraunhofer.de/library?search=Elizabeth%20Montalbano
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.ryuk
https://malpedia.caad.fkie.fraunhofer.de/library?search=Symantec
https://malpedia.caad.fkie.fraunhofer.de/library?search=Threat%20Hunter%20Team
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/library?search=MalwareLab.pl
https://malpedia.caad.fkie.fraunhofer.de/library?search=Maciej%20Kotowicz
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/details/win.venom
https://malpedia.caad.fkie.fraunhofer.de/library?search=Zscaler
https://malpedia.caad.fkie.fraunhofer.de/library?search=Sudeep%20Singh
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat
https://malpedia.caad.fkie.fraunhofer.de/library?search=Lab52
https://malpedia.caad.fkie.fraunhofer.de/library?search=Dex
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.htran
https://malpedia.caad.fkie.fraunhofer.de/details/win.mimikatz
https://malpedia.caad.fkie.fraunhofer.de/details/win.plugx
https://malpedia.caad.fkie.fraunhofer.de/details/win.quasar_rat

https://malpedia.caad.fkie.fraunhofer.de/details /win.quasar_rat

2020-04-27 - 0x00sec - Dan Lisichkin

Master of RATs - How to create your own Tracker
Quasar RAT

2020-02-21 - ADEQ DFIR - ADEO DFIR
APT10 Threat Analysis Report
CHINACHOPPER HTran MimiKatz PlugX Quasar RAT

2020-01-31 - ReversingLabs - Robert Simmons
RATs in the Library: Remote Access Trojans Hide in Plain "Public" Site
CyberGate LimeRAT NjRAT Quasar RAT Revenge RAT

2020-01-17 - JPCERT/CC - Takayoshi Shiigi

Looking back on the incidents in 2019
TSCookie NodeRAT Emotet PoshC2 Quasar RAT

2020-01-01 - Secureworks - SecureWorks
ALUMINUM SARATOGA
BlackShades DarkComet Xtreme RAT Poison Ivy Quasar RAT Molerats

2020-01-01 - Secureworks - SecureWorks
BRONZE RIVERSIDE
Anel ChChes Cobalt Strike PlugX Poison Ivy Quasar RAT Redl.eaves APT10

2019-11-19 - FireEye - Kelli Vanderlee, Nalani Fraser

Achievement Unlocked: Chinese Cyber Espionage Evolves to Support Higher Level Missions
MESSAGETAP TSCookie ACEHASH CHINACHOPPER Cobalt Strike Derusbi Empire Downloader Ghost

2019-05-24 - Fortinet - Ben Hunter

Uncovering new Activity by APT10
PlugX Quasar RAT

2019-05-20 - Twitter (@struppigel) - Karsten Hahn
Tweet on Yggdrasil / CinaRAT
Quasar RAT

2019-04-16 - FireEye - Ben Read, Chi-en Shen, John Hultquist, Oleg Bondarenko

Spear Phishing Campaign Targets Ukraine Government and Military; Infrastructure Reveals Potential Link to
So-Called Luhansk People's Republic
Quasar RAT Vermin

2019-04-01 - - Macnica Networks - Macnica Networks

Trends in Cyber Espionage Targeting Japan 2nd Half of 2018
Anel Cobalt Strike Datper PLEAD Quasar RAT Redl.eaves taidoor Zebrocy
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2019-03-27 - Symantec - Security Response Attack Investigation Team

Elfin: Relentless Espionage Group Targets Multiple Organizations in Saudi Arabia and U.S.
DarkComet Nanocore RAT pupy Quasar RAT Remcos TURNEDUP APT33

Elfin: Relentless Espionage Group Targets Multiple Organizations in Saudi Arabia and U.S.
DarkComet MimiKatz Nanocore RAT NetWire RC pupy Quasar RAT Remcos StoneDrill TURNEDUP
APT33

2019-02-14 - CISA - CISA
AR18-352A: Quasar Open-Source Remote Administration Tool
Quasar RAT

2018-10-01 - - Macnica Networks - Macnica Networks

Trends in cyber espionage (targeted attacks) targeting Japan | First half of 2018
Anel Cobalt Strike Datper FlawedAmmyy Quasar RAT Redl.eaves taidoor Winnti xxmm

2018-08-02 - Palo Alto Networks Unit 42 - David Fuertes, Josh Grunzweig, Kyle Wilhoit, Robert Falcone

The Gorgon Group: Slithering Between Nation State and Cybercrime
Loki Password Stealer (PWS) Nanocore RAT NjRAT Quasar RAT Remcos Revenge RAT

2018-07-17 - ESET Research - Kaspars Osis
A deep dive down the Vermin RAThole
Quasar RAT Sobaken Vermin

2018-06-07 - Volexity - Matthew Meltzer, Sean Koessel, Steven Adair
Patchwork APT Group Targets US Think Tanks
Quasar RAT Unidentified 047 QUILTED TIGER

Analysis of the latest cyber attack activity of the APT organization against sensitive institutions in China
Quasar RAT

2017-12-11 - Trend Micro - Cedric Pernet, Daniel Lunghi, Jaromir Horejsi

5=

Untangling the Patchwork Cyberespionage Group
Quasar RAT

2017-04-01 - PricewaterhouseCoopers - PricewaterhouseCoopers

Operation Cloud Hopper: Technical Annex
ChChes PlugX Quasar RAT Redl eaves Trochilus RAT

2017-01-30 - Palo Alto Networks Unit 42 - Mashav Sapir, Netanel Rimer, Simon Conant, Taras Malivanchuk, Tomer Bar, Yaron

Samuel
Downeks and Quasar RAT Used in Recent Targeted Attacks Against Governments
Quasar RAT
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2016-10-20 - Twitter (@malwrhunterteam) - MalwareHunterTeam
Tweet on Quasar RAT
Quasar RAT

Yara Rules

» [TLP:WHITE] win_quasar_rat_auto (20180607 | autogenerated rule brought to you by yara-signator)
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