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Connect to C2

skylinegaz[ Jcrabdance[.Jcom

xn-ylinegaz-y25jal Jcrabdance]. Jcom

Overview

Nho ngueoi em ho trg, t6i ¢6 duwge mot sample mdi
¢580d77722d85238ed76689a17b0205b4d980c010bef9616b8611ffba21b142e sit dung CVE-2017-11882. Sample
nay cé thay doi chiit vé OLE object, init_key dé decrypt binary, ciing nhu cdc dropped binary so vGi mau t6i da
viét tai day https://tradahacking.vn/1%C3%A0-1937cn-hay-oceanlotus-hay-lazarus-6cal5fe1b241
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1. Stage 1 — Phan tich so bo

Kiém tra thdy day la mot file RTF:

property value

md3 305280C0CTEV230FFS TR0 CONI 204

shal JSEFBOACESB2EI0BCEII2SH0E0BA6ES9ACRATITEA

sha25é C5800T7722D85238EDTH6894 1 TRO205B4D920C010BEFS61 68261 1FFBAZ1B142E

first-bytes (hex) TB 5C 72 74 66 31 5C 61 64 65 66 6C 61 6E 67 31 30 32 35 5C 61 6E 73 69 5C 61 6E T3 69 63 TO 6T 1
first-bytes (text) {irtflvadeflanglD25\ansivansicpgl

size 1042897 bytes

entropy 3.824

St dung rtfobj dé xem c6 cac embedded objects khong, thdy cé 4 objects:

Thong qua Profiler, cé dugc thong tin sau:

§ Aschives Offasr 01 2 3 456 7 B 8§ A B CDETF Azcii

G OLE Stream 0 00000030 0L 05 00 00 02 00 00 00 OB 00 00 00 45 71 75 6L s.siasssassaBEqua <-Format data
n OLE Str 1 00000010 74 &% &F &E ZE 33 00 00 a0 00 00 0b 60 00 00 00  tiom.di.i.icuesas

. 00000020 24 00 00 &

' L4 OLE Stream 2
a g Other

CVE-2017-11882 Signature

B Aschives A oceaet 0 1 Z 3 4 567 8% ABCDPET Aacii

L3 OLE Stream 0 00000000 5L SF 4k 56 BT BL 10 DA DD BB Ak ED CB BA AC CA 0_dV.....cee.en. <-Foreign dera
Ll OLE Stream 1 00000010 BA BC B3 33 3D DE DE Db CA BB BC S§ S5 CC £D Dk
ko 00000020 AD AD AC CB CD DB CA B6 66 6A DB BB AB Bk CD BB
4 fll OLE Streasn 2 BOAGDAI0 B $4 52 48 54 65 b Bb €D BA CB BE D7 77 Ak BD

4 @ Other ooOoD040 DB BC C3 43 66 76 AC DC QL a5 00 00 02 00 00 OO
Object DOO0D0ED OB DD DD OD 50 &1 &3 &B &L &7 65 00 00 OO0 OO0 OO ....Package.....
o0QDo0ED 00 0D DD 0D CB SE 07 00 OZ 0D 65 2E 6D D0 43 34 ........-. e.8.C:
¥ ooOoo0TD  SC 43 61 74 5C 74 60 70 5C 65 ZE 6D 00 OO0 00 03  ACATATCEpLE.E....
ooODUOS0 00 P 0D QD OO 43 3A SC 55 73 65 72 73 BC 41 44 . )...CiAURecs\AD
wmery |iF‘="‘“N_ L L oooDUOR0 40 49 4E 42 TE 3L SC 41 70 70 44 61 74 6l SC 4C MINI-1vApplata\L

Theeats OOG0K0AD  6F 63 61 6C S5C 54 65 60 70 5C 65 ZE 6D 00 00 SE  ocal\Temphe.m...
—— ODOOKIED 07 00 B2 A4 6E FF FC FF FF FF FB FF FF FF 00 00 ovvulleueeseeines
o Tt O Lhes T A e 0000BCO  FF FF 47 FF FF FF FF FF FF FF BF FF FF FF FF FF
© Foreign data 00400 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..
OOOOKIED FF FEFF FFFF FFEF FF PR FF FF FF FE FF AR PR .uvuiiseinnninns
OOOOGOFD FF FF FL ED 45 FL FF 48 F§ 32 DE 47 FE B3 32 DE .. 2.
oooonlo0 AR &7 95 BC DF AF 80 90 S8 &0 9E 92 DF 5L SE 3L e
oooonlio S1 %0 BB DF SD SA DF 8D BA 910 DF 96 91 DF BB B0 ..:c:ccsccsaacsas
ooooplzZ0 AC DF 92 30 9B 34 D1 F2 FZEFSDATFIFIPTIP T cccasnvennsanansas

ooopol3o FF FF F7 43 40 02 B3 22 ZE 51 B3 22 2E 51 B3 22 ...C -Q.7.0.7
opoppl40  ZE 51 DC 54 85 51 BP 22 ZE 51 DC 54 BO 51 BB 22 .0.T.0.".0.T.0.7
opoopls0  3E 51 DC §4 84 51 84 32 ZE 51 BA S5A BD 5l B4 22 .0.T.0.".0.3.0.7
opoooleo  2E 51 B3 22 ZF 51 E7 22 ZE 51 DC 54 81 51 B4 22 .0."/Q.".0.T.0."
opoool70 2E 51 DC 54 B3 51 B2 22 ZE 51 AD 96 9C 97 B3 22 .0.T.0.".0....."7

Embedded file

Mg file bang tng dung Word khong thay c6 n6i dung gi (theo ddnh gid cd nhan, tui ndy lam mau khéng bédng cdc
mau nhdm vao VN, khéng viét ndi m¢t ndi dung cho tir té :D). N6 sé drop file e.m vao thw muc Temp . File nay sé&

¢6 ndi dung nhw trén hinh:
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References Mailings Feview lew
. AT - L = b= trm | Zmopim | A . ] E
AN A B =20 BT T | asbeenc| assbcede AaBbC: AaBbce AADB
row w-A- EEEBEE (= - T Mormal | THo Spaci.. Heading1  Heading 2 Title
= u u Rename Package n
5
= &t el ||
0 Filename
- . . C\Users\ADMINI~T\App Data'\Local\Temp'e m
Label
em
oK Cancel

2. Stage 2 — Lay binary dugc giai ma

Vi sample nay, toi khong 4p dung dugc dung tinh nang Image File Execution Options (IFEO) nén t6i dung
HxD dé patch Entry Point cia EQNEDT32.exe thanh 0xEB 0xEF.

Sau d6 ma file bang tng dung Word, dung OllyDBG tién hanh attach tién trinh EQNEDT32.exe. Sau khi attach
xong khoi phuc lai cac bytes goc da patch bang HxD. Ddt mot bp tai CreatFileW:

y -] em - Everything
File Edit View Search Bookmarks Teols Help
e.m
Path Sire Date Modified

CAlsers\RENM AppDatatLocal Temp 434 KB 1/2/2019 6edd PM

@ em
00 01 02 03 04 05 06 07 08 09 OA 0B OC 0D OE OF Decoded cext
B3 &E FC FF FF FB FF 3 FF FF JEn = o
47 FF FF FF F FF BF FF £ FF FF G 4
FF FE FF EF r 33 FT FF FF ET
FF FF FF FF FF FF FF FF FF FF E " FF FF v
F1 E0 45 FF 4B Fé DE E B AB tuE: ¥:2 fem| 2
36 F 8F BD 30 98 8D SE F g1 il E i Rl Rt
8B DF 2D DF 2D 8 E a1 20 ac pE il oMM
2 98 9A D1 F2 F2 DB FF FE F "F FF FF EEcUp22]|]
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Thong qua shellcode goi ham VirtualAlloc dé cap phat ving nhé phuc vu cho viéc Ivu n6i dung cua file e.m:

from EQNEDT3Z. 0041E5ES

T |MEM_RESERVE
EADWRI
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Dung vong ldp xor dé gidi ma dir liéu tai vung nhd trén (thudt todn tuong ty nhw bai viét
https://tradahacking.vn/1% C3%A0-1937cn-hay-oceanlotus-hay-lazarus-6¢cal5felb241, chi khdc init_key):

Dump vung nhé nay ra dia dé phan tich:

Property Value

File Marne ChUsers\REM\Desktoph_02330000.mem
File Type Portable Executable 32

File Info Microsoft Visual C++ 8

File Size 484,00 KB (495616 bytes)

PE Size 483,50 KB (495104 bytes)

Created Thursday 03 January 2019, 09.16.52
Modified Thursday 03 January 2019, 09.16.52
Accessed Thursday 03 January 2019, 09.16.52
MD3 1D34E10BED521536F030EC93345C40B74
SHA-1 807425AE30FD2D5196ECADCD2540B31A0D26772F
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_ 02330000, mem
Module Name Imports OFTs TimeDateStamp | ForwarderChain | Mame RVA FTs (IAT)
szAnsi I (nFunctions) I.D-\-;ord | Dword . Dword | Dword | Dword
KE.F."NE.LEE.:III -_;"_3_._-__ E _..1}303?333 mﬁx l GE-:EC-#C CC':'G:[JEE C'CTI}C{?:I_1_4
ADVAPI32.dI 4 DOOOTBIC DOOOOOD0 QOOO0OD0 QODOTE3G DODOE000
SHELL32.dII 1 00007C58 00000000 00000000 0000TESG 0000613C

3. Stage 3 — Phan tich binary da dump

Load binary ¢ trén vao IDA, n6 thyc hién tao thw muc c6 tén IISWebClient tai %appdata%:

I ient");
athName, @) || GetLastError() == ERROR_ALREADY_ EXISTS )

szCUsersRemAp_1 db 'C:\Users\REM\AppData'RoamingyIISWebClient"',8

Thye hién giai ma mot buffer:
Press enter or click to view image in full size

i=8:

mem_alloc = VirtualAlloc(®, @xF83Bu, MEM_COMMIT, PAGE_READWRITE):
Sleep(lu);

GetSystemTime(&SystemTime);

v2 = SystemTime.wMilliseconds % @xFFu + 1;

*( BYTE *)mem_alloc = w2:

*( DWORD *)((char *)mem_alloc + 1) = @xF799;
pmem_alloc = (char *)mem_alloc + 5:

do
{

vz = (@xD * (unsigned int)v2 + 7) % OxFF:
[1] "= v2;

++i;
}
while ( i < @xF82B );
vd = (char *)(
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={dika:cT(.5+802
++ Q{IJO< u—+.
.&2HZp. .0ij-D*q!{
-jFF#W . ajije&l ;:

L A R T
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Sau d6 copy toan bg cac bytes da gidi ma & trén vao vung nhd da dugc cap phat:
i = @xFB82B;

do
{
*pmem_alloc = pmem_alloc[(_DWORD)wE];
++pmem_alloc;
=33
}
while ( 7 );
ult_1 ((BYTE *)mem_alloc):
VirtualFree(mem_alloc, ©, MEM_RELEASE);
return re

ZNZp . .0ij

.jFFHR.ajije
ulb.c-ju
L.8e=++UI

REATE_SUB_KEY, &
RITE, @, &hKey

a + 8x18, éxléu);
e, e, 8K RITE,
- 1, @xFE38u) )

Page 7 of 11



https://tradahacking.vn/another-malicious-document-with-cve-2017-11882-839e9c0bbf2f

VIEW Favontes Help
AppDatalow ~ || Mame Type Data
Cerbero REG_BIMARY ed 9 f70000f3f4 8369 ac 84 :

Chilkat Software, Inc.

fis| (Default)

Classes Edit Binary Value
Clients
...... Direct3D Value name:
...... ExEi-pe
F Beni
rancesco Benincasa Value data:

FUU

. 0000 |E4 99 F7 00 00 F3 Fd4 83 &.-. 66.
g 0008 69 AC 24 34 63 E9 28 11 i-.:cé(.
Hex-Rays 0010 E4 2B 3% 96 FD BE 22 BE &+3.7%'»
St 0018 SF 51 28 98 A1 44 95 3C  .Q(.1J.<
_ 0020 17 FE D2 BE 01 1F 26 FD .40 . &%
Macromedia 0028 4E SA 70 1A OF Ei 98 20 NZp..&.
Martin Prikryl 0030 44 24 71 DE 7B 1D 6A 66 Dxgb{.qf
i e 0038 46 23 57 OE 61 64 98 EE F#V.aj.i
‘ 0040 26 80 SF &D 34 F§ OE 57 &._—@.U
Microsoft 0048 77 B9 36 06 63 A9 BE& 76 wlh.c@fw
...... Mine 0050 02 3E 47 BO 28 AC 4C OF .>G°é~1.
: 0058 EC 91 F3 B7 D3 56 49 C6 1.5 OVIE

MiTeC 0060 G50 DF 66 1F 0§ DD ED BO ERf. . ¥%°
Netscape nnd n rn ™4 A i nl i a0 AT TOT TraTr1. fama T

Tiép theo, drop 3 files vao thw muc IISWebClient da tao & trén:

Get m4n0w4r’s stories in your inbox
Join Medium for free to get updates from this writer.
Remember me for faster sign in

- iassvcs.exe (signed by Symantec).

- sqlite3.dll (signed by Qihoo 360).

- RasTls.dll (signed by Avira — not valid cert).

({LPCSTR)sz_RasTls_.

dll, (int)&

%

)

D iassves.exe 1/3/201911:14 AM Application 106 KB
|%| RasTls.dll 1/3/2019 Application extens... 18 KB
| %] sglited.dll 1/3/2019 Application extens NEEE |
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Théng tin Digital Signatures ctia cac files:

9 iassvcs.exe Properties

LR B

Digital Signature Details

| General | Compatiity  Digtal Signatures | Secuty | D¢ | General | Advanced|

» I

» I

Signature list — . Digital Signature Information
fet” | This digital signature is OK.
Hame of signer: Dhgest algorthm Times
Symantec Coporation  shal Mond: VEp—
Name: M"' sz Corporation
€ E-nad: rht available
Signing time: [Monday, February 2, 2009 12:42:55FM
View Certificate
4 sqglite3.dll | Digital Signature Details
| General| Dot Signatures | Secury | | General | advanced |

— -, Digital Signature Information

Signature list ?
| | This digital signature is OK.
Mame of signer.  Digest algonit
Qihoo 360 Softw... shal Sianer informatian
Name: Rihoo 360 Software (Beiing) Company Limited
E-mail: Mot avaiable
Signing time: [Tuesday, August 19, 2014 1:13:03PM
View Certificate
4 RasTls.dll Digital Signature Details ?
General | Digital Signatures | Security General | Advanced |
Signature list —. Digital Signature Information
This digital signature is not valid.
Mame of signer: 1

Awira Operations GmbH &Ca... s

Signer information

Mame: |avira Operations GmbH & Co. KG
E-mail: Ith available
Signing time: |Monday, March 12, 2018 2:16:32PM

Tao persistence key dé tw dong chay tai “Software\Microsoft\windows NT\CurrentVersion\windows”:
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USER,

, 8, lu, (const BYTE *)

View Favortes Help

AppCompatFlag: ~ || Name Type Data
E;;ICﬁ ab I_Drfﬂuh:- REG_EE (value not set)
ab DebugOphons REG_SZ 2048
Font Manageme - ” " .
8 ab Device REG 5 Microsoft XPS Document Wiiter, winspool, Ne00:
MziCorruptedFile =
ab' Documents REG 5Z
Network .
PrirterP orts 2JDosPrint REG.SZ x
Sensor ] Load | REG_SZ C\lUsers\REMNAppData\ Roaming\IISWEB ~ 1\ iassves.exe
Windows ab MenuDropdli.. REG_SZ 1
Winlogan ab Nethdessage REG_5Z no
Windows Photo Viewer b NullPort REG_SZ Nene
Windows Script b Programs REG_SZ com exe bat pif cmd
Windows Script Host #e|UserSelected... REG_DWORD DxD0000000 (0)

Sau khi tao key trong Registry xong, thuc thi file iassvcs.exe, file nay sé load cac da drop cung thw muc:

Binary cubi cung dugc lwu thanh file 189AFE4.TMP:
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ne, @x104u);

)st, MOVEFILE_COPY_ALLOWED|MOVEFILE_REPLACE_EXISTING):

I = 189AFE - Everything
File Edit View 5earch Bockmarks Tools Help
1894FE]
HName Path Size
| 1B9AFEA.TMP ChlUsers\REM\AppData'Local\ Temp 434 KB

Tién trinh iassvcs.exe sau khi thire thi sé két n6i téi C2 tai:

[DNS Query Received. ]
Domain name: skylinegaz.crabdance.com

[DNS Response se

4.10Cs

- Malicious RTF: ¢580d77722d85238ed76689a17b0205b4d980c010bef9616b8611ffba21b142e
- Decrypted binary: 8D7425AE30FD2D5196EC4DCD2540B31A0D26772F

- Dropped binary:

0 %appdata%\IISWebClient\iassvcs.exe: 62944E26B36B1DCACE429AE26BA66164

0 %appdata%\IISWebClient\sqlite3.dll: FEE0B982AF421FF8C16C0187B376B086

0 %appdata%\IISWebClient\RasTls.dll: C6A73E29C770065B4911EF46285D6557

- C2:

o Name: skylineqaz[.]crabdance[.]Jcom

o Name: xn — ylineqaz-y25ja[.]crabdance[.]Jcom

- Registry:

o “HKCU\Software\Microsoft\windows NT\CurrentVersion\windows”; Value name “Load”; Data: C:\Users\
{username }\AppData\Roaming\IISWEB~1\iassvcs.exe

o0 “HKEY_CURRENT _ USER\Software\Direct3D”
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