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&2 Tool: Lizar

Names

Category

Type

Description

Information

MITRE ATT&CK

Malpedia

Lizar
Tirion
DICELOADER

Malware
Reconnaissance, Backdoor

(BL.ZONE) The Lizar toolkit is structurally similar to Carbanak. Lizar loader and Lizar
plugins run on an infected system and can logically be combined into the Lizar bot

component.

<https://bi-zone.medium.com/from-pentest-to-apt-attack-cybercriminal-group-fin7-

disguises-its-malware-as-an-ethical-hackers-c23c9a75e319>

<https://threatintel.blog/OPBlueRaven-Part1/>

<https://www.mandiant.com/resources/evolution-of-fin7>

<https://attack.mitre.org/software/S0681/>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.diceloader>

Last change to this tool card: 19 June 2024

Download this tool card in JSON format

All groups using tool Lizar

Changed

APT groups

Name Country Observed

FIN7 [ 2013-Jul 2024 @

1 group listed (1 APT, 0 other, 0 unknown)
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